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About this guide

About this guide

This document describes the integration of XA with Infor OS On-premises using System i
Workspace AnyWhere, referred to as SiWA in the rest of this guide. This guide explains the
integration requirements, configuration tasks, and troubleshooting information.

Intended audience

This guide is intended for the system administrator or professional service consultant who configures
the integration between SiWA and Infor OS.

Required knowledge

To integrate XA and Infor OS, you must understand the concepts behind System Manager, SiWA,
and Infor OS.

Related documents

You can find the documents in the product documentation section of the Infor Support Portal, as
described in "Contacting Infor" on page 8.

These guides are also needed if the initial installation is not already completed:

¢ Infor System Manager Quick Installation Guide for Infor XA

e Infor XA Setup Guide for Secure Net-Link

¢ Infor Operating Service Installation Guide

e Infor Si System Manager Installation Guide

o System i Workspace AnyWhere Installation and Administration Guide
o KB 1365947 — Need Authorization codes

o KB 1136739 — System Manager and Work Management PTFs

o KB 1963350 — System i Workspace AnyWhere
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About this guide

Contacting Infor

If you have questions about Infor products, go to Infor Concierge at https://concierge.infor.com/ and
create a support incident.

The latest documentation is available from docs.infor.com or from the Infor Support Portal. To
access documentation on docs.infor.com, look under ERP & Finance > XA. We recommend that
you check this portal periodically for updated documentation.

If you have comments about Infor documentation, contact documentation@infor.com.
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Introduction

Chapter 1 Introduction

Infor OS is a comprehensive platform for social collaboration, business process improvement, and
contextual analytics. You get the most innovative social collaboration technologies translated into a
business environment, fully integrated across your business processes.

System i Workspace AnyWhere (SiWA) is the user interface for Infor XA.
The user interface includes these components:

o Most XA IDF objects that are available in IDF Net-Link.

o XA IDF Level 1 tasks that were previously only available through green screen and Host
Presentation Server in Power-Link.

e SiWA, an intermediate layer. This layer is required because the NetLink user interface is not
displayed as tabbed content directly within the frame of Infor OS.

e Within SiWA, both Net-Link and IDF L1 user interfaces are rendered as tabbed content.

This guide describes the process to configure the components required to run XA within the Infor OS
common user interface.

These are the recommended sequence of steps to complete the installation and configuration:
1 Infor XA server and client with Net-Link

2 Infor System i System Manager

3 Infor System i Workspace AnyWhere

4 Infor Operating Service (OS)

These examples show the System i Workspace AnyWhere in Infor OS:

Infor XA Configuration Guide for Infor OS using System i Workspace AnyWhere | 9
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Chapter 2 Requirements

This chapter describes the requirements for configuring Infor XA with Infor OS using SiW Anywhere.

Infor XA Server and client with Net-Link
requirements

Install System Manager on each IBMi which runs XA environments. This is a pre-requisite for Siw
Anywhere. Review this list to determine what you need:

¢ Infor Development Framework for Infor XA 06.03 (IDF R9) and any additional IDF licensed
applications like IDF Power-Link with Integrator and Net-Link.

e Infor XA IDF 9.2.2 client software build must be 02.09.02.02.30 or later.

e Infor XA IDF 9.2.2 server PTFs is PCM SH16055 (XA 9.2.2 with PTF level 025000).

e Infor XA IDF 10.0 client software build must be 03.10.00.01.03 or later

e Infor XA IDF 10.0 server PTFs is PCM SH16231 (XA 10.0 with PTF level 00100).

¢ |IBMi standard software set option 5770SS1: Option 8 — AFP Compatibility Fonts (required for
TIFF image support).

o |BMi standard software set option 5770TS1 on V7R2/R3/4 i5/0S, must have both the base
option and Option 1 installed (required for PDF support).

Additional software required for System i System Manager:
e The required OS/400 level for Infor System Manager 3.0.4 must be at least V7R3.
e Infor System Manager v3 plus latest PTF (143 minimum)

These PTFs are required to correctly generate self-signed certificates within the IBM HTTP Server
as additional software for System i Workspace with IBMi deployment:

e 0S400 V7R2 - R720 PSY SI67104 UP18/09/12 P 8249
e 0S400 V7R3 - R730 PSY SI67280 UP18/05/04 | 1000
e |BMJ9 VM 1.8.0 64-bit JVM (5770-JV1 option 17)

Note: This JVM version must be installed and enabled over all application servers installed
within the WebSphere profile that you intend to use with System i Workspace.

e IBM HTTP Server (latest updates required)
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o WebSphere Application Server Base v9.0.0.11 (or higher)
o WebSphere Application Server Plugins v9.0.0.11 (or higher)

Note: You need to ensure that a default profile and server is created. The initial name of this profile
is "default" and the server name is "server1."

Infor System i System Manager requirements

Review these requirements before installation and configuration.

Software Requirements
The required OS/400 level for Infor System Manager 3.0.4 must be at least V7R3.

Note: If you are using iASPs (Independent Auxiliary Storage Pools) on your IBMi machine, you must
contact an Infor Consultant to discuss how to proceed with your System i Workspace installation.

Security requirements for IBMi accounts

These user accounts must be created if not already present on your IBMi server. If the accounts
already exist, then ensure that their security configuration matches these specifications.

User Requirement

Security Officer User with sufficient authorities to This user must have a profile with *ALLOBJ
install System i System Manager (the install must and *SECADM special authorities to be able
default to QSECOFR) to install System i Workspace.

Infor System i Workspace AnyWhere Requirements

SiW AnyWhere can be installed with Windows or IBMi deployments. One SiW AnyWhere server can
support multiple XA machines or environments, or you can use multiple SiW servers.

Note: After you complete the SiW AnyWhere installation, update the installation with latest Feature
Pack version. FP10 is the minimum required version for this implementation.
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Hardware requirements

See “Hardware requirements and recommendations” section from “Chapter 2 Preparing for the
installation” in System i Workspace AnyWhere Installation & Administration Guide.

Software requirements

See “Software requirements” section from “Chapter 2 Preparing for the installation” in System i
Workspace AnyWhere Installation & Administration Guide

Security and account requirements

This section covers the IBMi and SSL/TLS encryption requirements.

IBMi accounts required

These user accounts must be created if not already present on your IBMi server. If the accounts
already exist, ensure that their security configuration complies with these specifications.

User

Requirement

Security Officer User with Sufficient authorities to
install System i Workspace. The installation will
default to QSECOFR.

This user must have a profile with*ALLOBJ
and SECADM* special authorities to be able
to install System i Workspace.

Database User to access System Manager, WFi
files depending on the version of System Manager
you selected. The installation will default to
JDBC_AMV3.

If an account does not exist, the installer will create
an account and configure the account per the
requirements.

This user must have a Group Profile of
AULUSER, Supplemental Groups of
AULSECOFR, AULEXTOWN,
AULAMDBUSR and (PWDEXPITV) set to
*NOMAX.

It is also recommended that this user is set to
*SIGNOFF for security reasons.

This user should also have a library list set up
either by defining the job description or using
an initial program, which should include the
System Manager libraries as part of their
initial library list.

Note: If you are using iASPs (Independent
Auxiliary Storage Pools) on your IBMi
machine, you should contact an Infor
Consultant to discuss how to proceed with
your System i Workspace installation.
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User Requirement

This Database User must have enough
authority to read the Spool, Message and Job
queues of all IBMi users that have access to
the My Spool Files, My Jobs and My
Messages widgets, along with authority to
carry out certain actions on their behalf such
as delete a Spool File. This authority will not
be enabled by the installer and must be
applied manually.

SSL/TLS encryption

System i Workspace uses SSL/TLS encryption for all communication over HTTP between the Client

and Server. You can select one of these options from the System i Workspace installer:

o Self-Signed Certificate, which is created automatically by the installer.

o Certificate Authority, if performing a Microsoft Windows deployment, use one that has been
purchased or generated such as Comodo, Symantec or from one of the many other providers.

If you are using a certificate from a Certificate Authority, you need these items during the installation
of System i Workspace:

¢ A Keystore file that contains your purchased SSL Certificate and a full Certificate Authority
Chain

e The password to this Keystore file

o The Alias Name for this Certificate within the Keystore file

See “Secure Sockets Layer (SSL)” section from “Chapter 14 Security” in System i Workspace

AnyWhere Installation & Administration Guide for additional details regarding how to obtain these
items before you begin installation of Infor SIWA.

IBMi deployment

Ensure the appropriate PTF for your IBMi Operating System, documented in the Software
Requirements section, is applied.

See IBMi deployment section of the Prerequisite installations chapter for more information on
configuring SSL before installing Infor SIWA
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Infor Operating Service requirements

This section describes the server requirements for Infor Operating Service (Infor OS).
Note: Infor OS 2020-06 is the minimum version required for successful integration.

See the latest Infor Operating Service Installation Guide for a better understanding of requirements
and installation of Infor OS on premises.
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Chapter 3 Installation

This chapter provides information on System Manager, SiWA, and Infor Operating Service
installations.

Installing System Manager

For the complete set of instructions required to install System Manager, see Infor System Manager
Quick Installation Guide for Infor XA on docs.infor.com under version 9.1.

For additional information, see Infor Si System Manager Installation Guide.

Installing System i Workspace AnyWhere

This section describes the process of SiWA installation for both Microsoft Windows and IBMi
deployments.

Microsoft Windows deployment

For installation and configuration of SiWA to run on Tomcat Web Server, see Infor System i
Workspace AnyWhere Installation and Administration Guide and follow all the steps related to
Microsoft Windows deployment.

Note: If you want to install and run multiple instances of SiWA in a single Windows server using
unique ports for each individual installation, see the required additional settings mentioned in
“Multiple SIWAW WebSphere installations on a single IBMi server.”
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IBMi deployment

For installation and configuration of SiWA to run on WebSphere Application Server, see Infor
System i Workspace AnyWhere Installation and Administration Guide and follow all the steps related
to IBMi deployment.

Refer to these sections for any issues or missing steps observed during this deployment process:

o Chapter 3 Pre-requisite installations -> IBM i deployment -> Creating a local Certificate of
Authority section in the Infor System i Workspace AnyWhere Installation and Administration
Guide can include the Select Applications page. Select all applications on this page that have
your XA IBMi server in the Assigned Certificate column.

e In Chapter 3 Pre-requisite installations -> IBM i deployment -> Creating an IBM HTTP Server
instance section in the Infor System i Workspace AnyWhere Installation and Administration
Guide, verify that the default WebSphere profile is displayed in the application list. If not, see the
Creating an additional default WebSphere Profile section in this chapter to create the default
profile in WebSphere.

e After selecting the default WebSphere profile, if a message of Indicate which installed
application should be mapped to the selected Web Server displays, select the Default
Applications only value.

e After successful installation of SIWA on WebSphere, if you receive an Internal Server Error
when you try to launch the SiWA for the first time, refer to Appendix C in this guide.

Integration data sheet

During the installation and the configuration tasks, you are prompted for information in this table.
Prior to installation, print this table and fill in the applicable information.

Data Your value

System Name

System i server on which Infor XA is installed
Identify one server as the default

User ID
System i log-on User ID for an account on the
machine on which ERP XA is installed. For the

Account, the supplemental group authority must be
AULSECOFR
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Data Your value

Password
Password for the System i user ID

Net-Link URL

IDF environment code

You can gather some of the information, such as server names and log-ons, before you begin the
installation. You can fill in the remaining data as you proceed through the installation so that you
have the required data when prompted.

Installing Infor Operating Service

We recommend that you use XA with System i Workspace and Infor OS installed.

You can use XA with System i Workspace but without Infor OS. During installation, you can omit the
Infor OS installation and configuration steps, but you must complete these steps:

e Install System Manager.
o Install System i Workspace.
e Export the metadata.

You can then access System i Workspace directly using a standalone URL as described in the
System i Workspace AnyWhere Installation & Administration Guide.

You must verify the System i Workspace function even if you plan to use Infor OS.

For the complete set of instructions required to install Infor OS, see the Infor Operating Service
Installation Guide.
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Chapter 4 Post installation

This chapter provides the post-installation information for SiWA.

System i Workspace AnyWhere

Refer to the System i Workspace AnyWhere Installation & Administration Guide for detailed
information about the tasks in this section.

Verifying the installations

After the installation of all the components, you must execute the process described in the “Verifying
the System i Workspace deployment’ section of the System i Workspace AnyWhere Installation &
Administration Guide.

Setting the IASP

If your XA environment is on an iASP, execute these processes to ensure that the iIASP group is set
to the correct iASP:

1 Specify STRM400 on the AS400 screen to start the System Manager.
2 Selectapplication Manager and press Enter.

3 SelectMaintain Environments and press Enter.

4 Press F4 and select Environment.
5

Ensure that the iIASP group is set to the correct iIASP.

Infor XA Configuration Guide for Infor OS using System i Workspace AnyWhere | 19



Post installation

Maintain Environments

Environment QQ *UPDATE

Type in details and press ENTER to update

Environment name. . . . . . 9.2 - Build testing w/IFM
Environment group ? . . . . 9.2 - Build testing w/IFM

Role processing . . . . . . O (B-No, 1-Yes)
1RASP geolp.. .. .. . & & s o IASP
Ming: e active: - ¢ 2 o © (B-No, 1-Yes)

F3=Exit F4=Prompt Fll=Delete F12=Previous Fl4=Work Management

Securing Net-Link and Secure Socket Layer configuration

The standard installation process involves secure socket layer (SSL) configuration and accessing
Net-Link through a URL to the IBMi. This configuration restricts user access to a secure network.

Microsoft Windows deployment

For SSL configuration, complete the process described in the “Chapter 14 Security” section in the
System i Workspace AnyWhere Installation & Administration Guide.

To set up a secured Net-Link in the SiWA application, follow the steps in Infor XA Setup Guide for
Secure Net-Link.

1 Generate war file by referring to the WAR file generation section.

2 Deploy the war file on SiIWA Tomcat by referring to the WAR file deployment -> Tomcat (version
7.0 +) section.

3  Configure the Net-Link URL in SiWA Admin.html by referring to Appendix B Workspace Net-Link

URL configuration.
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Client settings

This section explains the client settings that need to be configured on each client PC that
accesses the SIWA. See “Chapter 8 Client settings" in the System i Workspace AnyWhere
Installation & Administration Guide.

System i Workspace profiles

We recommend that you set one SiWA profile for each configured XA environment.

Currently, the Tenant specified during deployment of SiWA within Infor OS is used is the same as
the Workspace profile ID.
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Chapter 5 Exporting metadata

You can export metadata from Infor Development Framework (IDF) to SiW. This metadata contains
the information for the cards, card files, and the contents in IDF. The metadata is used by SiW to
construct the menus and the options.

Enabling host reports

Enabling the export metadata job is required to ensure that AULAMP3 is in the library list for the
environment.

1 Specify STRXA at the command on the green screen to start your XA environment and select the
required environment.

Specify CAS on the command line.
Specify AMZM70 on the command line.

Select Maintain Library List.

aa B W DN

Add AULAMP3 to the Library List.

Requirements

To run exports, sign in with a user ID that has supplemental group authority AULUSER and
AULSECOFR.

System Manager and SiW PTFs must be the latest versions.

Exporting metadata from IDF to Workspace

After installations, the users need to export the metadata from IDF to SiW. The IDF metadata is the
data that describes the objects in IDF and how these objects are arranged into cards and card files.
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This metadata must be converted to SiWW metadata that describes the tasks available in SiW and
how the tasks are grouped into menus.

The two interfaces use different terminology and different styles to present the application tasks
available to a user. This export process maps the IDF metadata to the SiW metadata.

Although the Net-Link interface of IDF is integrated with SiW, you can use Power-Link or release 10
of Net-Link to invoke the export process.

Export public or private metadata

The Export public metadata to Workspace host job exports the metadata for public card files,
cards, and the related objects. The host job ignores export of metadata for private card files or cards
even for the user who runs the job. However, user defined public card files, cards, and objects are
included.

If you need to export private card files and cards as well as the public ones, you are not required to
run both the public and the private export jobs. The Export private metadata to Workspace host
job includes the public card files and cards.

You can rerun either export job if card files or cards are added or modified. You must include users
when you run the host job again, or authorization to access the menu may not be valid.

The export jobs also export definitions for the environment, applications, library lists, companies, and
users.

The Export public metadata to Workspace host job is available in these cards:

e Business Objects object on the Integrator card
e User Profiles object on the Integrator card
e User Profiles object on the Environment card

The process and screenshots in this section explain the host jobs from the Business Objects object.
The process is similar for the User Profiles object.

The Export private metadata host job is only available on the User Profiles object. This host job is
very similar to the Export private metadata to Workspace host job but allows the selection of the
users to be exported.

Exporting metadata
1 Start Net-Link.

2 Navigate to the Business Objects object on the Integrator application card or the User Profiles
object on the Integrator or Environment object.

3 Select File > Host Jobs.

The Host Job option is not displayed if System i Manager is not properly installed or the
AULAMP3 library is not added to the XA Environment library list.
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4

Business Object

Export L1 data to Workspace

Select the Export public metadata to Workspace tab. The tabs are displayed in alphabetical
order, but this order is not the best sequence to run them.

Select the Execute check box.

The Description attribute is applicable only for the logs and does not affect the exported data.

Infor Development Framework Business Objects

Cancel| Help

O Execute

xport public metadata to Workspace

Description:  Export public metadata to Workspace

Options
Top level menu and menu name prefix: IDF
Top level menu description:  IDF
Include users: @ Yes O No
Set user attributes:

Replace menus: @ Yes O No

10

Specify the name of the top level menu that is created in the Top level menu and menu name
prefix field.

From the top level menu, you have access to all other exported menus. This name is used as a
prefix for all other exported menus to limit the length. The default top level menu is IDF. We
recommend that you use IDF unless IDF clashes with an existing menu. We recommend that
you do not run the job multiple times with different top level menu names to avoid creating similar
menus in System i Manager. If you need to delete redundant menus, use System i Manager
functions.

Specify the description of the Top level menu in System i Manager.

Select Yes for the Include users field if the users must be included in the Export process. If you
do not include users, you must run the Export again and include the users or create the users
manually in System i Manager. If the Export job exports new menus or menu options, you must
select Yes or the authority to the menus and options will not be available in Workspace.

Specify Yes in the Set User Attributes field if user attributes must be set. For an XA user,
selecting Yes for this attribute is usually appropriate. The exception is when you have non-XA
tasks and menus in System i Manager. In this case, you might require an initial menu that
references the exported IDF top level menu and the non-XA tasks.

Specify Yes in the Replace Menus field if the menus are replaced. Select Yes to delete the
previous version of the menu and export a new version. Selecting No allows the export to run
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more quickly, but if objects are removed from cards in IDF, obsolete options may remain in
System i Manager.

Selecting Yes is appropriate, except in the case of exporting additional languages.

11 Specify Yes for each language only if translated card file, card, and object descriptions must be
exported. Otherwise, leave as No. A maximum of five languages can be exported in one run. If
you need to export more than five languages, you can run the Export again with additional
languages. If you run the export host job again to add languages, you must set Replace menus
option to No or the previous translations are lost.

12 Click Submit.

The Export public and private metadata to SiW jobs run on the client; therefore, the system is slow to
respond when you click Submit.

A report is generated with the list of exported files and list of errors, if any. This report is displayed on
the system used for the Submit process and not on the host.

Export IDF level 1 tasks

You must run the Export L1 data to Workspace host job to use IDF Level 1 tasks in SiW. The
Export L1 data to Workspace host job exports both Infor supplied, and additional user defined L1
options.

If you do not require L1 tasks in SiW, do not run this export process. The Export L1 data to
Workspace host job is available in Business Objects on the Integrator application card. The Export
L1 data to Workspace host job is also available in the User Profiles object on the Integrator or
Environment application cards. Having the Export L1 data to Workspace hostjob available
from the Environment application card provides access without an Integrator license.

You must run the Export public or private metadata job before executing this job or the Export L1
data to Workspace host job will fail.

Note: You must run the Export public or private metadata job again after executing this job.

The Export L1 data to Workspace host job generates the tasks and menus required in SiW to run
user IDF L1 options.

Exporting IDF tasks
Start Power-Link.

Navigate to the Business Objects object on the Integrator card.
Select File > Host Jobs.

Select the Export L1 data to Workspace tab. The tabs are displayed in alphabetical sequence.

a1 B W N P

Select the Execute check box.
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The Description attribute is for the logs and does not affect the exported data.

Infor Development Framework Business Objects

Business Object

Cancel Help
Export L1 data to Workspace O Execute
Export public metadata to Workspace m
Description:  Export L1 data to Workspace

Options

Menu name prefix: | IDF

Chinese: O Yes @ No
Czech: OYes @ No
French: O Yes @ No

Geman: O Yes @ No
Italian: O Yes @ No

Japanese: O Yes @® No
Polish O Yes @ No
Portuguese: O Yes @ No

Spanish: O Yes @® No
Swedish: () Yes @® No

Turkish: (O Yes @® No

6 Specify the prefix to use for the generated menus in the Menu name prefix field. Using the
same value as in the public or private metadata job is recommended. The generated menu
names may have the same prefix, which is not an issue.

7 Select Yes for each language only if translated card file, card, and object descriptions must be
exported. Otherwise, leave as No.

8 Click Submit.

The Export L1 data to Workspace host job runs on the iSeries and generates a report that can be
located using WRKUSRJOB.

When the export is complete, you must run the Export public or private host job again.

In the first run of the export, the links to the L1 menus are dropped as the L1 metadata is not
available. After the L1 export, the metadata is available but not linked to the other menus. In the
second run of the public or private metadata, the links are established.
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Exporting users to Workspace

In XA, an environment might be unlocked and therefore the environment can be accessed by
anyone with a valid IBM i user profile. For SiW, all the users must be authorized to use System i
Manager.

Users are exported to Workspace using the Export public metadata to Workspace host job or the
Export private metadata to Workspace host job.

If you have XA users who are not defined in the User Profiles object, we recommend that you define
the users before you run the Export users to Workspace host job. Otherwise, you must define the
users in System i Manager and authorize suitable menu authority. To define these users, select
User Profile Maintenance on the Security Maintenance in Cross Application Support, menu
AMZM38 option 5. Work With XA User Profiles.

If you use SiW to run tasks exported from IDF and run the public or private version of the Export
metadata to Workspace host job for the first time, you must set the Set user attributes to Yes.

Otherwise, the initial menu is not displayed for the users in the workspace. This is applicable for
most XA users. You can change this attribute to No for subsequent Export users to Workspace host
jobs unless you have defined additional users or additional private card files and cards.

Additional metadata maintenance

If cards or card files are changed in IDF, then you must export the metadata again if you have made
any of these changes:

e Added an object to a card

o Removed an object

Changed the workspace of an object on a card

¢ Added a new card, a new card file, or changed the cards in a card file
The only Integrator change that requires a rerun of the export is a change to the business object title.

If you have not added or changed L1 user options, then you do not have to run the L1 export again.
A single run of the public or private metadata export job meets the requirement.

Re-exporting metadata from IDF to Workspace

If you make changes in IDF that affect the IDF cards such as adding additional objects or IDF L1
Tasks such as adding additional user options, then you must run the appropriate Export host jobs
again.

If your change does not affect L1 tasks, then you can run the Export public metadata to
Workspace host job or the Export private metadata to Workspace host job. Use the public or
private version depending on whether you require public cards or public and private cards file or
cards.
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If your change affects L1 tasks, for example, an additional user defined L1 task, then you must run
the Export L1 data to Workspace host job. You might have to run the Export public metadata to
Workspace host job or the Export private metadata to Workspace host job afterwards. Your
action depends on whether the change requires a new link from an L2 menu to an L1 menu. We
recommend that you run the Export public metadata to Workspace host job or the Export private
metadata to Workspace host job regardless.

After these jobs, you must run the Export users again to Workspace host job to configure the
authority of the exported tasks in SiW. You are not required to use Set user attributes when re-
exporting users, the job sets the menu authority whether this attribute is used. If you have
deliberately changed a user’s initial menu in System Manager, then you must specify No for Set
user attributes.

Because most of the export jobs do not support subsets, you may export more metadata than
required. This result is not usually a problem because unchanged objects, card files, and cards
export the same data as previously. If you have changed any of the exported data in System
Manager, these changes may be overwritten by a re-export. Therefore, we recommend that you do
not modify System Manager data created by an export host job. System Manager warns you if you
attempt to modify System Manager data created by an export host job but does not stop you. If you
must build your own menus in System Manager that refer to exported data, we recommend that you
create new menus rather than modify exported ones. Avoid the menu prefix that you used in the
exports, for example, IDF, to prevent a conflict.

After you run the export host jobs, you must refresh the System i Workspace data.

See "Updating Workspace Application Manager in SiW” in this guide.

Exporting multiple environments

Environments are usually independent of each other in both IDF and System Manager. You can
export different IDF environments independently and with different options.

If a user in System Manager has the same initial menu identifier in all environments, then the
environments interact. That is, if a user’s initial menu is IDFUS00123 in one environment, then the
initial menu is IDFUS00123 in all other environments. In XA, the menu might or might not have the
same definition in all environments and the menu might not even exist in all environments.

The Export public metadata to Workspace host job does not create user specific menus. The
default menu is IDF. The default menu can be changed; however, the menu length must always be 3
characters.

The Export private metadata to Workspace host job creates specific user menus that allow
access to the user’s private card files and cards. The names of these menus are the selected prefix,
IDF by default, followed by US and a number. The numbers are assigned sequentially, for example,
00001, 00002, 00003, in the first run of the host job. When the job is run for a second or later
environment or rerun for the first environment, any previously exported user is assigned the same
number. Users not previously exported are assigned a new number. Therefore, the user menu
numbers may not be consecutive on the second or subsequent export.
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Problems can occur if private metadata is exported in one environment and not another since one
environment assigns an initial menu such as IDFUS00123 and the other environment, IDF.

To avoid problems with initial menus, we recommend these guidelines:

o If you export private metadata in one environment, do so in any other environments as well. If
necessary, re-export environments that were previously exported with only public data.

e Use the same menu prefix in all environments. We recommend that you use the default menu
prefix, IDF, unless a clash with existing menus occurs.

e If some users have an incorrect initial menu because you changed from public to private export
host jobs or changed the prefix, then run the Export public metadata to Workspace host job
again or the Export private metadata to Workspace host job with Set user attributes
specified as Yes.

If you are familiar with System Manager, you can use System Manager functions to specify or
correct user’s initial menus or authority. If you change user’s initial menus or authority in System
Manager, we recommend that you specify No for Set user attributes in the Export public
metadata to Workspace host job or the Export private metadata to Workspace host job.

Example of exporting multiple environments

Menus are defined in environments. For example, the menu SOMEMENU in environment AA is not
necessarily the same as the menu SOMEMENU in environment BB and the menu might not exist in
environment CC. However, the initial menu for a user does not specify an environment. So, if you
change the initial menu for SOMEUSER to SOMEMENU, then you need to ensure that SOMEMENU
exists in all the environments that SOMEUSER accesses. SOMEMENU is not required to be the
same in all the environments, but it must exist. Because of this requirement, you must either use the
Export public metadata to Workspace host job in all environments or Export private metadata to
Workspace host job in all environments.

For example:

o The Export public metadata to Workspace host job is run for environment AA. The menu IDF is
exported and specified as the initial menu for all users. At this point, all users must be able to
access SiW for environment AA and see the menu IDF.

e The Export private metadata to Workspace host job is run for environment BB. User specific
menus such as IDFUS00123 are generated and specified as the users’ initial menus. For
example, user JOHNDOE has his initial menu specified as IDFUS00123. JOHNDOE can
successfully access SiW for environment BB and see his personal menu but gets an error when
he tries to access environment AA since there is no menu IDFUS00123 in environment AA.

If the two export host jobs had run in the reverse order, then the problem is different. If the Export
public metadata to Workspace host job is run second, the initial menu for JOHNDOE and other
users is changed to IDF. JOHNDOE can access SiW in both environments but only sees menu IDF.
He does not see his personal menu IDFUS00123 in environment BB.

This example assumes that the Default menu prefix has been used in all exports and that Set user
attributes is Yes. The result is different with other settings but in all cases problems happen. Your
only solution is to either use the public job for all environments or the private job for all environments.
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The Export private metadata to Workspace host job ensures that the same menu name is used in all
environments. If JOHNDOE is assigned IDFUS00123 in environment AA, then he is assigned
IDFUS00123 in BB.

Note: Refer KB 2105811 on Export Metadata log and Export L1 data log for further reference.

Updating Workspace Application Manager in SIW

After the completion of Export metadata, the users must update the Workspace Application manager
to update the definitions, exported from IDF to System Manager, in SiW.

1

Open the utility by specifying this URL for SiWA:

https://<hostname>:<port>/<web-contextname>/admin.html

Navigate to Update Definitions under Application Manager.
Choose the respective profile from the Choose Profile list.

If you are performing this process for the first time after environment setup or after metadata
export, then select Update main Application Manager definitions and click Update.

Click select all to select all users and roles or select a specific user.

Select the Update main Application Manager definitions check box to ensure all definition
updates in System Manager are reflected in System i Workspace.

Click Update.

Note: See “System i Workspace additional configuration” in the System i Workspace AnyWhere
Installation & Administration Guide.
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Additional configuring in SiW

Chapter 6 Additional configuring in SiW

Additional configuration is required in SiW after you export your metadata.

Changing System i properties

1 Locate the SIWA WebSphere system.properties file as documented in the System i Workspace
AnyWhere Installation Guide.

2 Add this property to enable SiWA to launch from Infor OS:

e Property: com.infor.siw.cloud.mingle.url

o Description: The URL, minus any context path, of the Infor OS server that is hosting SiWA.
This URL must be correct to prevent ClickJacking, or the browser will not let System i
Workspace execute inside Infor OS. For example: https://mingle.your-enterprise.com

3 Restart System i Workspace. For an IBM i deployment, ensure the server1 application server
and HTTP server are also restarted.

Configuring Single Log Out
If using SIWA FP 14 or above, these settings are discontinued and will not be available for you.

To configure Single Log Out (SLO) in the System i Workspace, go to System i Workspace
AnyWhere Administration interface (admin.html) > Workspace Configuration > Profiles > Xi
Platform Integration settings > Single Log Out Behaviour.

This table shows the SLO options within the System i Workspace.
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Setting Description
Allow and terminate all System i Emulator The Sign Out option inside the System i
sessions Workspace AnyWhere Application menu is

hidden. To sign out, the user must use the
Infor OS Sign out option.

If the user signs out of Infor OS while having
active 5250 AnyWhere Emulator sessions, the
sessions are disconnected from the client, but
preserved on the System i Workspace server.
The sessions are automatically recovered and
restored when the user next signs into System
i Workspace

If the user signs out of Ming.le while having
active System i Emulator sessions, the
sessions are terminated unless using the
System i Workspace Telnet Proxy, which can
cause object and record locks within your
system. Customers, that do not use the
System i Emulator, must use this setting.

Note: This option is the recommended setting
for customers who use the 5250 AnyWhere
Emulator for running the daily SIM tasks in the
enterprise.

Block if any active System i Emulator The Sign Out option inside the System i Workspace
AnyWhere application menu is displayed. Users must
manually exit any System i Emulator tasks, and then
sign out of System i Workspace before signing out of
Infor OS. This is the default setting.

System i Workspace additional configuration

System i Workspace is configured during the installation process so, by default, no additional
configuration is needed to start and use System i Workspace.

However, you may want to add additional environments and additional profiles by referring to the
System i Workspace AnyWhere Installation & Administration Guide.
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Chapter 7 Configuring XA in Infor OS

Use the steps provided in this section to configure XA with Infor OS On-Premises and using Ming.le.

As mentioned in “Post installation,” we recommend that you have one System i Workspace profile
for each XA environment that you intend to configure and to match each profile with one Infor OS
application. For example, you can have an XA test environment and an XA production environment,
each with their own Application tab.

To configure the integration, log on to Infor OS with a user ID that is assigned Administrator role for
the Infor OS application. We recommend that you use the same user ID used to install Infor OS, that
is, SPInstall.

You can use the Infor OS environment to access the IDF views and screens. Users can access the
Net-Link windows to which their user profile has authorization. Users can view all the IDF options
that were exported whether the user profile has authority to the options.

Infor Ming.le uses Infor ION terminology. If you have installed Infor ION and configured ION to work
with XA, use the same values that you used in that installation. If you are configuring Infor Ming.le
but have not yet implemented Infor ION, note the values that you use and then use these same
values when you install Infor ION.

These terms are common to Infor Ming.le, Infor ION, and integrations that use Infor ION:

¢ Tenant

The tenant is the container for accounting entities and locations. No data is ever shared or
accessible between two tenants. Your production environment and your test environments are
separate tenants. The default tenant is Infor.

¢ Accounting entity
The accounting entity is the lowest level for financial reporting. In an XA implementation, a
Financial Divisions, Companies, Sites, and Warehouses are accounting entities. Accounting
entities are defined as an organization node in the Financial Division, Company, Site, and
Warehouse Objects.

e Location

Location is a geographic site of an organizational facility or function associated with a user,
typically a warehouse or an office.

o Logical ID (lid)
The logical ID is the identifier used to locate the environment. The ID is generated based upon
the hostname and environment and takes the form lid://infor.xa.{mysystemi}-{xy}.

mysystemi is the System i name in lower case and xy is the environment code also in lower
case.
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You can configure XA as an application in Infor OS by using Admin Settings option in Infor Ming.le.
After configuring XA in Infor Ming.le, users can view XA as an application in App Menu, similar to
other Infor applications such as CRM and EAM. User can launch XA by clicking on the XA specific
option in App Menu.

Adding the XA application in Infor OS On-premises

1 Login to Infor OS using the account setup for IFS administration.
2 Click the User option in the top right-hand corner and select Admin Settings.

3 Click the + Add Application option.

Admin Settings

Manage Applications  Manage Conext / Lility Apps  Manage Drllbacks More

Manage Applications ADO APPLICATION
[

4 Select Infor Application.
Admin Settings
Manage Applications  Manage Consext / Utility Apps  Manage Driliback

Add New Application

Application Type ®

@ infor Application
Mon-inior Application
5 Specify this information to create the XA application option:

Application Name

Select XA 9.1 or XA 9.2 application from the list.
Display Name

Specify a display name for this application.
Application Icon

Select an icon for the application.
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Logical ID

Specify in the XA environment, which is appended to the logical make-up, the logical ID. For
example, lid://infor.xa.<environment>.

Use HTTPS

Ensure that this setting is enabled to use HTTPS.

Host Name

Specify the fully qualified host name of your System i Workspace server.

Port

Specify the port number used by System i Workspace. By default, this field is set to 443.
Context

Specify the web context name that was defined for the System i Workspace. By default, this field
is set to systemi.

Default Tenant

Specify the profile name defined within System i Workspace. We recommend that this field is set
tothe XA Profile ID, which is case sensitive.

Click Save.
Click OK.
Select the Permissions tab.

Click Add New Users and/or IFS Security Roles.

O 00 N o

10 Refer to the “Create a new application security role”, as displayed, to create a new security role
specific to XA. Search and select the role created.

Add New Users and/cr |FS Security Roles

x| |

Eur.erarsacur&ynnle ‘ Logical ID

XA-SINA-Group
XA-SIWE-Group

lid:{iinfor.social.instance01

CAMCEL

11 Click Done.
12 Click Save.
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13 Click OK.

Dwirte Rl Marwr Uiy sndior IF § Security Roles

e Fearke Logeesl D

1 Infor-SystemAdminisiraior IFSSacurtyRols bt-ifnfor social wstanced 1 d Dnfor sockal 1
o iingieAdminisiraior IFSSacurityRoke b iinfer social stanced b Pinfor sockal 1
1 XA-SAVA-Group IFSSacurityRoks ldifnfor social mstancel’]

14 Click Cancel to exit.

Create a new application security role

1 Log into Infor OS using the account setup for IFS administration.

2 Click the User option in the top-right corner and select User Management.

Shai - -
1 Vypeng -

n Shadepoind Install DEW
—

3 On the Application menu, select Configure > Master Data Types > Security Roles.
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| Secunty Folo

Mauter Dol Types | Security Role

+ & 9

AfinbarieSenaceCaller This is an IFS ol ihat aliows the user ko call the IF 3 Altribute Mo
Datasdministrator This &5 an IFS robe thatl alcws the USET B adminisher masier

E DECISIONSERVICE- Uisers. who can approve and activale or reject an approval Mo

Eﬂ DECISIDNSERVICE- Lisers who can create, updale and submil an approval mati in o

=) GRIDAPP. This pessrs wilh This ol has acoess 10 Actvity Locabor consex] 1]

- SEIN e ———

4  Click the + option to add a new security role.

@-‘

MName *

XA-SWA-Group

Description ™

XA-SIWA access role

Aszsign to Mew Uzers

5 Specify a name and security role for the Description.

6 Select the Assign to New Users check box so that, in future, any new users that you add to
Infor OS can automatically get access to this new security role.

7 Click the + option to add users to the security role. If you have not yet added any users, then
refer to “Adding users” for adding users into Infor OS.
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Assign Users to Security Roles <+ ADD <+ ADD & CLOSE b4
] Search i sers  janykhan El\
W Uiser WD Hame Fmaml Acidreas
INFOR\patan1 Janykhan Patan Janyrhan Patanginfor com

8 Specify the username you want to add to the security role in the Search for Users prompt, as
displayed in the screen shot, and then click the magnifying glass option.

9 Select the user to add from the table and click Add.

10 Repeat the search to include each user, and then click Add & Close to return to the main
interface.
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Description ™

XA-SIWA access role

Assign to New Users

Users Documents Identity Repository Groups SCIM Groups Applications
+ B
=
INFOR\jpatani JanykKhan Patan
i INFOR\apurnam Abhinav Pumam
it INFCR\adiit Akash Dixit
INFOR\AEKInCi Ali Ekinci
INFOR\asingh10 Amit Kumar Singh

The table is updated with the selected user profiles.

11 Click the Save Item option to apply the users to the security role.

Launch XA in Infor OS On-premises
Go to App Menu and click the XA application option.

Infor XA Configuration Guide for Infor OS using System i Workspace AnyWhere | 39



Configuring XA in Infor OS

Infor Development Framework

Infor XA 10.0- (1)

My Favorites - B My Tasks A e My Notes
- =

B Customers & Customer Service pre

System-Link Destinations & Default

B System-Link Requests & Liberty

B Object Settings = LoDolce
& LoDolce Customer Service

B Application Settings

L 14

B Customer Orders and Quotes LoDolce Inventory

L]

B Purchase Orders LoDolce Shop Floor

B Maintain Default Ship-Vias & NetLink Sales Rep
B Schedules @ Receiving
B Display Purchase Order Installments & Shipping
-
Task Search Qe

40 | Infor XA Configuration Guide for Infor OS using System i Workspace AnyWhere



Single Sign-On within Infor OS On-premises

Chapter 8 Single Sign-On within Infor OS On-
premises

SiWA is the user interface for Infor XA. If you intend to use SiWA with Infor OS on-premises. This
chapter describes the steps to enable the Single Sign-On (SSO) functionality to launch SiWA from
within Infor OS On-Premise using ADFS or STS.

Note: SiWA should be running on FP 13, at least, and latest Infor OS for SSO with Infor OS to work
without any issues.

This chapter covers SSO enablement for these combinations:

e SiWA with Windows deployment (Tomcat) on Infor OS On-premise using Kerberos SSO.
e SiWA with Windows deployment (Tomcat) on Infor OS On-premise using SAML SSO.
o SiWA with IBMi deployment (WebSphere) on Infor OS On-premise using Kerberos SSO.
e SiWA with IBMi deployment (WebSphere) on Infor OS On-premise using SAML SSO.

If users are going to be using SSO for both SiWA and a 3rd Party 5250 Emulator such as IBM
Access for |, then we recommend that each IBMi user has its Set password to expired set field set
to NO and the User password set to a random GUID password which cannot be guessed.

Note: If IBMi users have their Set password to expired set to *YES, this causes the Change
Password window to appear during a SSO if the user’s password has expired.

Kerberos SSO

To implement Kerberos SSO, refer to the process described in the “‘Enabling SSO with
Microsoft AD and IBMi EIM” section of the System i Workspace AnyWhere Installation &
Administration Guide.

Security Assertion Markup Language SSO
implementation

Use these steps for Infor OS On-premises implementation.
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Obtaining the setup zip file

To obtain the setup zip file, download the InforOS_SSO_Setup zip file from the SiWA solution KB
1963350 in Infor Concierge.

This file must be extracted or copied to the root directory of a Microsoft Windows PC or Server that
has Amazon Corretto Java 8 installed and has the JAVA_HOME environment variable and PATH
variable correctly configured to point to a valid Amazon Corretto Java 8 executable.

Updating the service provider metadata

1 Copy the file sp_XA.properties to sp.properties.
2 Update the following properties within the sp.properties file.

Property Description

sp.entityid Replace TENANT with the environment code being used within
SiWA: ERP_XA_TENANT

sp.common.name Replace siwa-hostname.domain.com with the hostname and
domain of the SiWA server.

sp.sso.url Replace server-name.domain.com with the hostname and
domain of your SiWA server: https://siwa-
hostname.domain.com:443/systemi/CloudintegrationServlet

sp.slo.url Replace server-name.domain.com with the hostname and
domain of your SiWA server: https://siwa-
hostname.domain.com:443/systemi/fedletSIoPOST

sp.fedletadapter.class Specify
com.geac.xtrane.servlet.http.CloudSLOFedletAdapter.

3 To continue implementing your SAML SSO, see the next set of task steps for the Infor OS OP
you are using:

e Infor OS OP ADFS: “Creating the Infor OS OP ADFS identity provider and fedlet metadata”
e Infor OS OP STS: “Creating the Infor OS OP STS identity provider and fedlet metadata”

Creating the Infor OS OP ADFS identity provider and
fedlet metadata
1 Copy the file idp_ADFS.properties to idp.properties.
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Launch this URL from any browser, replacing adfs-server-name.domain.com with the
hostname and domain of your ADFS server:

https://adfs-server-name.domain.com/federationmetadata/2007-06/federationmetadata.xml

You are asked to download the FederationMetadata.xml file.

Open this file in Microsoft Windows Notepad and locate the Signing Certificate, which can be
found under the element <KeyDescriptor use="signing”> and between these elements
<X509Certificate>Signing Certificate</X509Certificate>.

Copy the signing certificate without the elements.

Update these properties within the idp.properties file:

Property Description

idp.adfs.entityid Replace adfs-server-name.domain.com

with the hostname and domain of your ADFS
server:

http://adfs-server-
name.domain.com/adfs/services/trust

idp.adfs.location Replace adfs-server-name.domain.com

with the hosthame and domain of your ADFS
server:

https://adfs-server-
name.domain.com/adfs/Is/

idp.adfs.certificate Paste in the IDP Signing Certificate that you

copied.

Run the build-metadata.bat command with the following parameters: build-metadata.bat /OP
IADFS sp.properties idp.properties.

This command creates a populated set of fedlet metadata in the fedlet_config folder.

Go to Copying the fedlet metadata folder.

Creating the Infor OS OP STS identity provider and fedlet

metadata
1 Copy the file idp_STS.properties to idp.properties.

2 From any browser launch this URL, replacing sts-hostname.domain.com with the hostname

and domain of your InforSTS server:
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https://sts-
hostname.domain.com:9553/inforsts/rest/metadata/00000000000000000000000000000000/wsf

ed/idp
You are asked to download the sts-metadata-idp-wsfed.xml file.

3 Open this file in Microsoft Windows Notepad and locate the Signing Certificate, which can be
found under the element <KeyDescriptor use="signing”>, and between these elements
<X509Certificate>Signing Certificate</X509Certificate>.

4 Copy the signing certificate without the elements.

5 Update these properties within the idp.properties file:

Property Description

idp.sts.entityid Replace sts-hostname.domain.com with the host name and domain of your InforSTS server:
https://sts-hostname.domain.com:9553/inforsts/infor/00000000000000000000000000000000

idp.sts.sso Replace sts-hostname.domain.com with the host name and domain of your InforSTS server:

https://sts-
hostname.domain.com:9553/inforsts/infor/00000000000000000000000000000000/idp/samISSO

idp.sts.slo Replace sts-hostname.domain.com with the host name and domain of your InforSTS server:

https://sts-
hostname.domain.com:9553/inforsts/infor/00000000000000000000000000000000/idp/samISLO

idp.sts.certificate  Past the IDP Signing Certificate you copied.

6 Run the build-metadata.bat command with these parameters: build-metadata.bat /OP /STS
sp.properties idp.properties.

This command creates a populated set of fedlet metadata in the fedlet_config folder.

7 Continue with the fedlet metadata folder.

Copying the fedlet metadata folder

Copy the fedlet_config folder to the root folder of your SiWA server. For an IBM i deployment of
SiWA, this folder will most likely be the ROOT folder of the IFS.

Note: For IBMi deployments, after copying the fedlet_config folder to the IFS, check that the
encoding of the idp.xml file is in ANSI format. We have observed instances where this file is created
in UTF-8 format, which seems to cause issues with the OpenAM API. If the idp.xml file is in UTF-8
format, then the lead bytes are not converted correctly during the copy to the IBM i IFS. If the format
is UTF-8, then open in Microsoft Windows Notepad and use Save As to change the encoding to
ANSI. Do not change the idp.xml file name.
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Java runtime changes

After copying the fedlet metadata folder, you need to add an additional Java runtime property for

SiWA to identify the location of the fedlet metadata folder:

-Dcom.sun.identity.fedlet.home=<Path to fedlet metadata folder>

For Windows SiW deployment, see “Adding Java runtime properties to Windows SiW deployment.”

For IBMi SiW deployment, see “Adding Java runtime properties to IBMi deployment.”

Adding Java runtime properties to Windows SiW deployment
Using RegEdit, update this registry key to add in the additional -D parameter:

HKEY LOCAL MACHINE\SOFTWARE\WOW6432Node\Apache Software Foundation\Procrun

2.0\SiWAnyWhere\Parameters\Java\Options

W Begrnry Edace

- a £
File Ede Veew Frvordes Help
wo | HEEY_LOCAL_MACHINE & || pame Type Duata
m b Def pult) REG 5T [walue rat set)
o e Ak Classpath REG 52 C\Pregram Files'Indor S Smydere’ bomoat ben' bootstrap jar O\ Program Filesinfor SSiang i _
SE-;R_W 58] REG_SZ C\Program Files\Amacon Corette’jdi] 10.7_10binhserver! jrm.dil
. OETVARE W henbds REG DWORD  CeDOO00030 (128
1.2 L hembits REG_DWORD  ChaDOOO0EO0 (2045
Classes |4 Optiong _REG MULTISZ  -Destsling home=C:\Program Files\infed S AnyWhereitomest -Dcstalns base=C:\Progeem Fies... |
Chents sb| Optionsd REG_MULTISZ  --sdd-operas ave.basejevelsngs SLL-UNMAMED --sdd-cpercs s basejevsios ALL-UNNAME...
w
< »

Comnputer MCEY_LOCAL MACHINELSOFTWAREW WS 2Node  Apache Software Foundation\Procrun 200SMAny Whene\Parsmetbers Java

Edit Multi-5tring

Value name:

Pt

COptions

Value data:

-Deataling home=CMProgram Files*Infor’SiWAmWhere\tomcat
-Dicataling base=C\Program FilesInfor’5W AmWhere tomcat
-Dignare endorsed.dirs=C\Program Files"InforSiW ArmyWhere'tor
-Djava io tmpdir=C:“Program Files®Irfor* 5iW AmyWhere tomoat te
-Djava util logging manager=org.apache juli. ClassLoaderLogManz
-Dijava.util logging .config file=C:%Program Files*Infor'SiW AmyWhe
l—Dcum.sun.idemrt'_f.fedla.hnme =Cfedlet_config

Cancel
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Adding Java runtime properties to IBMi deployment

1 Use the IBM WebSphere Administrative Console to make configuration changes. From the
menus, select Servers > Server Types > WebSphere Application Servers.

< C O A Notsecure | usalil2m.infor.com:9060/ibm/console/login.do
Change your Infor... ﬂ Jira Integrations fav. @ webmail Infor Support Portal...

e Nsoftware

Cell=usalil2m, Profile=default

‘ View: [ Al tasks v ‘
Welcome
. . Application servers
1+ Guided Activities
= Use this page to view a list of the application servers in your environment and the status of each of these servers. You ca
Servers

to change the status of a specific application server.

[=I Server Types [# Preferences

WebSphere application servers

WebSphere MQ servers ‘t‘ 'w?

Web servers Name 2 Node £ Host Name £ Version
[+ Applications You can administer the following resources:
14| Services WSAnyWhere usalil2m usalil2m.infor.com Base 9.0.5.4
|+ Resources serverl usalil2m usalil2m.infor.com Base 9.0.5.4
[+ Security Total 2

2 Select your System i Workspace AnyWhere Application server, usually WSAnyWhere for a
default installation.

3 On the Configuration window, under the Server Infrastructure section, expand the Java and
Process Management option.

Configuration

General Properties

Container Settings

Name
| ‘ Session management
WSAnyWhere
[® SIP Container Settings
Node name
# Web Container Settings
|usa|il2m ‘
[# Portlet Container Settings
O Run in development mode @ EIB Container Seftings
Parallel start # Container Services

D Start components as needed [# Business Process Services

Access to internal server classes

Applications
Allow v

Installed applications
Server-specific Application Settings Server messagin

Classloader policy ] -
Messaging engines

WebSphere MQ link inbound transports

Class loading mode

| Classes loaded with parent class loader first ~

SIB service

Server Infrastructure

| Apply \| Reset || Cancel |

# Java and Process Management

# Administration

4 Select Process definition.
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Server Infrastructure

= Java and Process Management
Class loader
Process definition
Brocess execution

® Administration

Jaws SDKs

5 Under the Additional Properties, select Java Virtual Machine.

|Application servers

Use this page to configure a process definition. A process definition defines the command line information necessary to start or initialize a process.

Configuration

General Properties

Executable name

Additional Properties

Executable arguments

Java Virtual
Machine

Start command

Environment
Entries

Process execution

Process Logs

Logging_and tracing

6 Locate the Generic JVM arguments field towards the bottom of the window. This field may have

existing values.

Initial heap size

1024 MB
Maximum heap size

4096 MB

D Run HProf

HProf Arguments

a Debug Mode

Debug arguments

Generic JVM arguments

|—agent|\b -jdwp=transport=dt_socket,server=y,suspend=n,address=7777

Executable JAR file name

-Djava.awt.headless=false -Dclient.encoding.override=UTF-8 -
Dcom.ibm.xml. x|xp.jaxb.opti.level=3"-

[:] Disable JIT

7 Atthe end of the existing arguments, add a space followed by the path to your fedlet_config

folder:
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Generic JVM arguments

-Djava.awt.headless=false -Dclient.encoding.override=UTF-8 -
Dcom.ibm.xml.xlxp.jaxb.opti.level=3 -

PESI IS ISuuenE =/ SSO_PF/fedlet config

~

8 After this setting, add these space-separated additional arguments to configure the OpenAM
classes to use the IBMJCE for certificate decryption:

-DamCryptoDescriptor.provider=IBMJCE
-DamKeyGenDescriptor.provider=IBMJCE

Generic JVM arguments

-Djava.awt.headless=false -Dclient.encoding.override=UTF-8§ -
Dcom.ibm.xml.xlxp.jaxb.opti.level=3 -
Dcom.sun.identity.fedlet.home=/SS0_PP/fedlet_config -
DamCryptoDescriptor.provider=IBMJCE -
DamKeyGenDescriptor.provider=IBMICE 4

9 Click Apply and Save.

Changing system properties

1 Locate the System i Workspace AnyWhere WebSphere system.properties file as documented in
the System i Workspace AnyWhere Installation Guide.

2 Add these properties:

Property Description

com.infor.siw.cloud Set to 1 to enable SSO via Infor OS.

com.infor.siw.cloud.idp.properties  Specify the path to the SAML metadata folder used by SiWA to extract
values from the metadata needed at runtime such as the Epoch Cookie
name and domain.

Example for SiWA Windows deployment:
com.infor.siw.cloud. idp.properties=C:/fedlet _config
Example for SiWA IBMi deployment:

com.infor.siw.cloud.idp.properties=/fedlet _config

com.infor.siw.cloud.mingle.url The URL, minus any context path, of the Infor OS server that is hosting
SiWA. This is used to prevent ClickJacking so the URL must be correct,
or the browser will not let SIWA execute inside Infor OS. For example:

com.infor.siw.cloud.mingle.url=https://I0S-hostname.domain.com
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Property

Description

com.infor.siw.cloud.mingle.slo.url  The URL, minus any context path, from either the idp.adfs.location,

idp.sts.slo or idp.saml.slo.url property value from the file idp.properties.
This is used to prevent ClickJacking so it must be correct, or the browser
will not let SiWA log out correctly from InforOS, For example:

com.infor.siw.cloud.mingle.slo.url=https://slo-hostname.domain.com

3 Save the changes. SiWA can now be restarted.

For an IBM i deployment, ensure the server1 application server and HTTP server are also restarted.

You can now only access pages within SiWA after signing into the Infor OS platform. Direct access

is now disabled.

Updating Infor OS Manager application

1 Log into the Infor OS Manager from your Infor OS server as displayed and click Continue.

Database Server :

Database Instance :

Database Type:

Port :

User Login :

Password :

Infor OS5 Farm :

Authentication Mode :

Infor OS Manager

usalvwxadvsgl0l.infor.com

SQL Server

1433

SQL Server Authentication v
5d

Infor_O5_Farm v

Continue Cancel

2 Click Applications and locate the XA application.

3 Double-click the XA application.
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g - —
« &; -
o + m
=
A Applications
2
: : .
3 i
Grid-MiPlatfor... Gnd SAML Se. uminfor 05 . Witpas/usal GRID it asly *
HOMEPAGES  MOMEPAGES HOMERAGES
; e L O Dl
FS Infor Federati. IF%
Applications
MO INBaDX INBOX
MEOEETS INFORSTS urn:bafor 05 . Bitpafusabe_.  INFORSTS bt usaly . &
o ] [ ]
AR IOMAR IOMNAR
XA X402 ERPXA S tpSfusbll.. XA W sl XA A+ 0
XA L2C WAL ERF_XA S4  Bitpe/fusall. XA hittpes/ el NA_LIC *

4  Specify this information:
Relying Partner Identifier
Specify the value that matches the value of the property sp.entityid from the sp.properties file.
SSO URL
Specify the value that matches the value of the property sp.sso.url from the sp.properties file.
SLO URL

Specify the value that matches the value of the property sp.slo.url from the sp.properties file.
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EE Application

Application Mame :
Description :
Application Type :

550 Application :

S50 U :
SLO Url :

Signing Certificate :

Relying Party Identifier :

AA SIW Infor 515 certification instance

(A({ ERP Discrete iEnterprise (XA) )

INFORSTS

L0259

https//USALVWWXAION12.INFOR.COM:8080/systemi/Cloud|

https://USALVWWXAION1 2 INFOR.COM:B080/systemi/fedlets

(none)

Save

5 Click the button for the Signing Certificate field to select the certificate SiW_Certificate1.cer
found in the root of the fedlet_config folder.

6 Click Open.
7 Click Save.

To continue implementing your SAML SSO, see the next set of task steps for the Infor OS OP you

are using:

e Infor OS OP ADFS: See “Updating the Infor OS OP ADFS server through the ps1 file.”
e Infor OS OP STS: See “Updating the Infor OS OP STS through the InforSTS .”

Updating the Infor OS OP ADFS server through the ps1

file

1 Click the Download option for the XA application.

» XA-L2A-FF  |XA-L2A-FF

ERP_XA_FF https://usalv.. XA https://usalv.. XA-L2A-FF ]

2 Specify a download path or use the Search button to find the path.
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Download Path

C\

Identity Provider: ysalvwxadvsglO1l.infor.com -

Download Cancel

3 Click Download.

& Infor_OS_L1619608944_XA-L2A-FF_ADFS_IFS_Add_RP

Copy the .ps1 file to the root of your ADFS server.

4

5 Log on to the ADFS server.

6 Open the Windows PowerShell as an Administrator.
7

Run the command Set-ExecutionPolicy Unrestricted and confirm the execution policy
by typing Y and pressing Enter, if required to do so.

PS C:\Windows\system32> Set-ExecutionPolicy Unrestricted

Execution Policy Change .
he execution policy helps protect you from scripts that you do not
trust. changing the execution policy might expose %fc.u to the security

risks described in the about_gxecution_Policies help topic at
http://go.microsoft.com/fwlink/?LinkID=135170. Do you want to change the
execution policy?

[¥] ves [N] Mo [s] suspend [?] Help (default is "v"):

8 Locate the .ps1 file downloaded in above steps and then run as displayed.

Eo44 XA-L2A-FF_ADFS_IFS_Add_RP.psl

9 Launch the ADFS Management console.

10 Select Trust Relationships > Relying Party Trusts and locate your application.
11 Note the reference ID of your application. For example, OS_L1619608944.

12 Right-click your application and select Edit Claim Issuance Policy.
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ADFS = ] x
e Arbon  View ‘Wiedow Help -
=% nm HMT
3 ADFS | Rtieng Py Trussts Actines
7 Service —— e — - - s
7] Acceas Conteod Pelicies Chaptay Bams Eratied  Trow  leraier
" Bibying Party Trants Infer_ Gt atform 015 _L 1619600544 Ten WST. uminhor 05 L1GT9SE0S584 Gad NP Add Relying Party Trust
% sk Prcvier Tt infur_INFORSTS, 05 _L 1615608048 T WET_ urcinfor D5 _LIG1SG0S o P .
:Wmm ps Irifor_XRPORTAL 05 L1610 Tea WET.  wndnfor 05 _L1GTRR0NSE ponal
i B Vol 05 _L161960854 You WET e /Asshvmnactvagl i com 30 Hiar Windena freen Here
] Yea WE-T e At 020 B0 iR G Refreth
Irfor_XA O L 0GTSG00SEL Tea WE-T. ERP_XA_EG S
o _XALINEE 05 _LIS196084 Ton WST. ERP_XA_EE | 7
I _XALIN-EG 05 _L 160 Tes WET_ ERP_XA_LIMEG oo s
infor_ALIC DS 161900840 Yea WET_ ERP_XALICH it JA-L2A-HF 05 1161360 o
i Irior_KALIC-56 05 L1671 iRe Tea Wi-T. ERP_XA LXCH Update frgen Fedasataon
e XALIQOD 05 L VEYIE0ESE e Wi-1__ERP_EA DO Edd Aseind Contrsl Pak
Ui Treem § el it oSS Bl o Liwivs Hopafi @ Pk
et e Comitrod Poday .. Cliable
Bl Clairm Issuiance Pedery. Propertans
[ 3 Dl
- B nep
[t
Halp

13 Click Add Rule.

lssuance Transform Fudes | lssusnce Authonzation Fules | Delegation Authonzation Fules |
The following transform nules specify the claims that will be sent to the relying party.
Order = Rule Name lsaued Claima
1 INFORGENERATED: Emit Customer <Sem claim nbes
2 INFOR-GEMERATED: Emit ldentity (stip .. <Sea claim nias
: ] INFOR-GENERATED: Emit ldentity2 (co...  <Ses claim nuls>
4 INFOR-GEMERATED: Emit IFSUserlock .. <Sees claim nila>
5 INFOR-GEMERATED: Emit ClentPrincp...  <Ses claim nule>
& INFOR-GEMNERATED: Emit IF5 Person .. <Ses claim nule>
7 Emé Erwirorment Type ¢See claim s>
8 Customne forintemal Trangient 1D £See clam s> IE
§ Custom nde (o emit a transent NamelD <See claim nie>
10 Emi temporary |0s for customer and lenant  <Ses claim nule> 3
1" Emi temporary |Ds for user <Sea claim nule>
12 Emi Customer claim Customer
13 Emi Tenant claim <See claim nuies
4 Pass Through Identity claim Identity
15 Pass Through Ideniity2 claim Mernility2
16 Pass Through Clent Principal claim Chert Principal Name
17 Emé IFS Authentication Mode <See claim nle>
| AddRue. | | EdtRue_ | | Femove Aue.. |

14 Select the Send Claims Using a Custom Rule option from the list.
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i Add Transform Claim Rule Wizard -

Select Rule Template
Steps Sebect the template for the claim nie that you wart to create from the folowing list. The description provides
@ Choose Rule Type det ais shout each clsim ruls template
@ Configure Claim Fule Clasm rule template
Scnd UNL@EC\J#UH% w

(Ol rude template description

Using & custom nube, you can oreabe ries that can't be created with & rule template Custom rules ae
waiien inthe AD F5 clam rue language. Capabdties thal require custom rules includs;

* Sanding claims from & SOL attdbute store

* Sendng claims from an LDAP atinbute store using a custom LDAP filter

= Sending claims from 8 cusiom sttribute stons

clasns only when 2 or mom incoming ciaims are pressnt

claims only when an incoming claim value matches a complex pattem
claims with complex changes to an incoming claim value

claims for use only in Iater rules

15 Click Next.
16 Specify Emit ERP Person ID claim for the Claim rule name.

17 Add this information into the Custom rule field. Change the reference ID to the reference ID of
your application, which you made a note of earlier from Relying Party Trusts on the ADFS
console:

c1:[Type == "http://schemas.infor.com/claims/userid"]=> issue(store =

“Infor_ OS _L1619608944 InforFS data store”, types =
("http://schemas.infor.com/claims/ErpPersonld”), query = "WITH XMLNAMESPACES
(‘http://schemas.infor.com/claimvalues’ as ins) select Xmi=(select BOD.PersonID as
'ins:PersoniID', BOD.AccountingEntity as ‘ins:AccountingEntity', BOD.Lid as ‘ins:Logicalld’ for xml
path('ins:ErpPerson’),elements) FROM dbo.Users USR JOIN dbo.Properties P on USR.Id =
P.Userld JOIN dbo.PropertyTypes PT on P.PropertyTypeld = PT.Id JOIN dbo.PersonBODs BOD
on BOD.DistinguishedName = P.Value where PT.Name = 'UPN' AND USR.Id = {0}", param =
c1.Value);
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Tan im Fule Wizard 7
Configure Rule
Siope Youl can & cusbom claim ruke, such &8 & rule that requines muliphe incoming claims of that edrcts
@ Choose Fulle Type claims from & S0 strbute siore, Tumfwwamnh typs one or more optional condiions and an
issuance stabement using the AD F5 claim rule language.
@ Configure Claim Fule

Claim nie nama:

|Emt ERP Pesson ID|

Fule template: Send Claims Using & Custom Rule
Cusstom ruls:

cl: [Type == “hrcp://schemas.infor.com/claims/userid=]=> issus(score =
“Infor_O5_ LIE1SE08544_Infozl5 data atore™, Cypes =
("http://echemas.infor.com/claime /ExpPersonld™), query = “WITH
FMLNAMESERACES ("hoop://schemas.infor.com/claismvalues” as ins) select
Emle{select BOD.PerscnID as 'ina:PerscnlID', BOD.AccouncingEntity as
‘ins:AccountingEnticy®, BOD.Lid as "ins:Logicalld® for xml path
("ins:ErpPecson’),elements) FROM dbo.Users PSR JOIN dbo.Propertiess F on
USR.Id = F.UserId JOIN dbo.PropertyTypes ET on P.PropertyTypeld = FT.Id
JOIN dbs.PerscnBODs BOD om BOD.Ddatinguishediams = P.Valus where
FT.Hame = "UFH* AND USR.Id = (0}, param = cl.Value);

18 Click Finish.
19 Click Ok.

20 Right-click your application and select Edit Access Control Policy.
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efor_ AL 4 0L 1615608544 e Wil ERP RALXM jor 2t b fF L LM & |
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Help

21 Click the Issuance Authorization Rules tab.
22 Click Add Rule.

Infor XA Configuration Guide for Infor OS using System i Workspace AnyWhere | 55



Single Sign-On within Infor OS On-premises

Issuance Transfom Fues | lssuance Autheezation Fules | Delegation Athodzation Flules |

The fobowing suthorization rulss specly the users that wil be permitied sccess to the rehying
party. ¥hen the ksl doss nol contan a s, all users will be denied access.
| Order = Fuds Nams lesuond Claims
|1 INFOR-GENERATED: Emi Customes ¢See cloim nde>
'; FJ INFOR-GENERATELD: Ema kdsntity (stnp .. <Sew claim ruls>
| 3 INFOR-GENERATED: Em#t ldentty2 foo...  <See clam nis>
|4 INFOR-GENERATED: Emll IFSUserlock...  <Sew claim nue>
15 INFOR-GENERATED: Emit ClartPrincip...  <See clam nie>
i' 3 Emé Environmert Type cSem clim nbes
| 7 INFOR-GENERATED: Fass Through E-..  E-Mal Address
|8  INFORGENERATED: Pass TheoughGiv.. Givan Name EI
|8 INFOR-GENERATED: Pass Through Sur..  Sumame
10 INFOR-GENERATED: Pass Though Us...  UserProfie Fichune 3 1
n INFOR-GENERATED: Pass Theough Inf...  Communiyldantfier
12 Emit temporary 1Ds for customar and tenant  <See claim s>
13 Dery users of disabled customer <Sew claim rule>
14 [Emst temporany D for user <G clam nba>
15 Erni temparary Tenand Apphcation ¢S olaim ez
| 1% Permit for TenaniUsers and TenantAppl..  <Sow claim nuie>
| AddFue_ | | EdtFule.. | | Remave Fus. |

| ok || cpnoad || spow |
23 Select the Permit All Users option from the list.

Select Rule Template

it o Select the lemplaie for the clam s thal you want 1o coaate from the Tolowing k. The descriplion provides
@ Choose Rule Type detals shout each claim s template.
@ Configure Claim Rule (Clgm rully homplate:

[ Pemst 49 Users v

Claim: ruley eemplate descrplion:

Ulsng the Poemt Al Lisors nule lemplabe you can peemit ol usern acosss to the miwng paty. You con e
additiorl nbes 1o further resinct scrmss. Lisars whie am pammitted in scosss the rlving party from the
fadarmtion sanace mary il b denud seracs by the rehing paty.

« Potrvionss | M.‘i-ll I:I-'H-l

56 | Infor XA Configuration Guide for Infor OS using System i Workspace AnyWhere



Single Sign-On within Infor OS On-premises

24 Click Next.
25 Click Finish.
26 Click OK.

Install service provider in Infor STS
1 Launch the STS Admin Ul from your Infor OS server.

nilos

2 Click on SP connections.

3 Click the Import from File icon.

*rr Connections

Irmupec? from File

c+3@

4 Select the file sp.xml found in the root of the fedlet_config folder and then click Ok.

Import from File
Sebact metadata file

sp.xmi *

Cancel Ok

5 Specify a unique value for the Display Name.
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< T & @
Display Name "
XA-USALILO2-59
Partner Entity 1D ®
LO259
Descriplion

SiWw Anywhere for XA environment USALILOZ - 59
deployed on USALVWWXAION12Z

IFS application type

X 4

6 Ensure that Partner Entity ID is sp.entityid from SP properties.
7 Select xa for the IFS application type.

8 Click the Save icon, and then click the Back icon.

Migration from ADFS to Infor STS as Identity Provider

To use Infor STS as Identity provider in place of ADFS, see “Appendix L: Upgrading Infor OS with
Infor STS as identity provider” in the Infor Operating Service Installation Guide for information on

upgrade your existing Infor OS.
Follow these steps when ADFS is already configured and used as Identity Provider for SSO.

1 Stop the SiWA service if running.
2 Go to SiWA installation folder and take a backup of existing fedlet_config folder used for SSO.

3 Delete the fedlet_config folder from the root location.
4 Reusing existing InforOS_SSO_Setup folder for generating fedlet_config for ADFS.
5 Goto InforOS_SSO_Setup folder, open and delete the existing fedlet_config folder.

6 Copy the file idp_STS.properties to idp.properties.
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7 From any browser launch the following URL, replacing sts-hostname.domain.com with the

hostname and domain of your InforSTS server:

https://sts-

hostname.domain.com:9553/inforsts/rest/metadata/0000000000000000000000000000000

0/wsfed/idp

8 Download the file sts-metadata-idp-wsfed.xml.

9 Open this file in Microsoft Windows Notepad and locate the Signing Certificate, which can be

found under the element <KeyDescriptor use="signing”> and between these elements
<X509Certificate>Signing Certificate</X509Certificate>.

10 Copy the Signing Certificate without the elements. You will use this certificate in the next step.

11 Update the following properties within the idp.properties file:

Property

Description

idp.sts.entityid

Replace sts-hostname.domain.com with the host name and domain of your
InforSTS server:

https://sts-
hostname.domain.com:9553/inforsts/infor/00000000000000000000000000000000

idp.sts.sso

Replace sts-hostname.domain.com with the host name and domain of your
InforSTS server:

https://sts-

hostname.domain.com:9553/inforsts/infor/00000000000000000000000000000000/
idp/samISSO

idp.sts.slo

Replace sts-hostname.domain.com with the host name and domain of your
InforSTS server:

https://sts-

hostname.domain.com:9553/inforsts/infor/00000000000000000000000000000000/
idp/samISLO

idp.sts.certific
ate

Paste the IDP Signing Certificate you copied.

12 Run the build-metadata.bat command using these parameters: build-metadata.bat /OP /STS

sp.properties idp.properties. This command creates a populated set of fedlet metadata in the

fedlet_config folder.
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13 Copy the fedlet_config folder to the root folder of your SiWA server or for an IBM i deployment of

SiWA. The root folder to use should be the ROOT folder of the IFS.

Note: This path is already mentioned in the Java runtime changes completed in the “Copying the
fedlet metadata folder” section.

System property changes

1

Locate the System i Workspace AnyWhere system.properties file as documented in the System i
Workspace AnyWhere Installation & Administration Guide. Add the following properties and

change the slo url:

com.infor.siw.cloud.mingle.slo.url=https://slo-hostname.domain.com
Note: You can use the URL, minus any context path, from any of these locations:

e idp.adfs.location
e idp.sts.slo
e idp.saml.slo.url property value from the file idp.properties

Save your changes.

Updating InforOS manager application

1

Log into the InforOS Manager from your InforOS server, then click Applications and locate the
XA application you configured with ADFS in an earlier step.

Change the SSO Application to INFORSTS.

The Relying Party Identifier should match the value of property sp.entityid from the file
sp.properties.

The SSO URL should match the value of the property sp.sso.url from the file sp.properties.

The SLO URL should match the value of the property sp.slo.url from the file sp.properties.
Click ... on the Signing Certificate and select the certificate SiW_Certificate1.cer found in the

root of the fedlet_config folder.

Click Open and click Save.
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3 Appilication x
Application Name : XA-L2C-33
Description : ADFS to STS migratin instance
Application Type : XA( ERP Discrete iEnterprise (XA) -
SS0O Application : INFORSTS

I

Relving Party Identifier : ERP_XA_L2C33
SSO Url : ahvwnaios0Linfor.com:B443/systemi/CloudintegrationServiet
SLO Ud : https://usalvwxaios02.infor.com:8443 fsystemi/ffedletsioPOST
Signing Certificate : C\Users\jpatan1\Downloads\SiW_Certificate.cer

>AVE

Updating the InforSTS server

1 Follow “Install service provider in InforSTS” section and install the service provide in Infor STS
using sp.properties file.

= Service Provider Connections

c + 0 ®©

ERP_XA_L2C33 -~
ERP, -‘r“ l-.'f' 33 /_ o

2 Start the SiWA service and validate the SSO functionality.

Configuring ERP Person IDs in Infor OS for SSO

Each user that needs access to SiWA must be configured to add a mapping from the Infor OS
platform to their ERP user, which is their IBMi profile ID. Mapping the IBMi profile ID to ERP Person
ID is done through the User Management interface.

1 Log into Infor OS and select Users > User Management.
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M e Users
+ a UPLOAD SYNC EXPORTALL USERS IMPORT 11.X USERS
‘ Select Property v H Contains v H X jp
\:\ INFOR\jpatan1 JanyKhan Patan JanyKhan.Patan@infor.com 2/21/2023 1:39:17 Active

2 Use the table navigation or Search function to locate each user profile that you need to change.

3 Click the drill-down option next to the username display their properties.

First Name * Title F
JanyKhan Team Lead, Software Development

Last Name * Department
Patan Development

Email Address * Manager
JanyKhan.Patan@infor.com INFOR\smalik =

UPN * Alternative Manager

janykhan.patan@infor.com =

User ID IFS User GUID
INFOR\jpatan1 INFOR\jpatan1
IFS ION-Person 1D * M3 User Alias

janykhan.patan@infor.com ‘ ‘

If you are using Role-based authorization for access to the SiWA application, then ensure that
the user is authorized to the correct role.

4 Select the ERP Person IDs tab.
5 Create a mapping between the Logical ID of the SiWA application and the IBMi username.

+ B
T T N TR
(] PATAJAN L2M-EE lid:/finfor.xa.usalil2m-ee
[ PATAJAN L2M-PP lid:/finfor.xa.usalil2m-pp
O PATAJAN L02-59 lid:/finfor.xa.usalil02-59

In this example, when a user logs in to Infor OS and accesses the Infor IBMi based application
that runs inside SiWA, uses the ERP Person ID which is the IBMi profile ID of the user.

6 Specify the ERP person ID, ERP accounting entity, and ERP logical ID for the environment, and
then click Save.

7 Repeat for each user profile that needs access to SiWA.
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Chapter 9 Dirill-back configuration

Drill-back configuration requires the deployment of a configuration file within Infor Ming.le and
Infor ION. This file is supplied by XA for drill-back support.

Configuring Infor Ming.le drill-backs

To configure drill-backs in Infor Ming.le, you must import the XA_Standard_Views.xml Drillback
Definition File.

1 Navigate to the infor\vlib\Ming.le folder in the client IFS directory, which is the location of the
XA sample solution files used for integrations through Infor OS and save the
XA_Standard_Views.xml file.

2 Log on to Infor OS as the administrator.

3 Click your profile picture and select Admin Settings. You require an Admin profile to manage
drill-backs.

4  When the Admin Settings load, click Manage Drillbacks. A list of drill-back definition files that
are uploaded is displayed. Upload latest drillback xml if needed.

Infor XA Configuration Guide for Infor OS using System i Workspace AnyWhere | 63



Drill-back configuration

Admin Settings

Manage Applications Manage Context / Utility Apps Manage Drillbacks General Settings

Manage Drillbacks

+ UPLOAD DRILLBACK XML

" b

infor.daf

Infor Document Management v12.0 Standard
infor.inbox Infor Inbox Drillback Views Standard
infor.eam EAM Drillback Views Custom
infor.wm SCE - WM Content Custom
infor.xa XA Standard views Custom

5 Click UPLOAD DRILLBACK XML and browse to select the Drillback Definition.
6 Click Open.
7 Click OK. This step will override the old with new drillback defiintions.
ki anag s Drlbacks Al LAACK XL
] Open n el Tpper L
Il MASTV-O5 o il Bacinn e 2
oy Creganaae = Hew lpdder = B
o i 10 Dics - LA
infer wam ::;:::l Gt drelllepch_mupgang ol
o 015 h_,pﬂlﬂh.-.'\nl
infor dat lfer 05 Decusantation :'":"I"_""I
—— iy
inkor e B LA 4 ": ;:‘;'" . » .
Srill Bk o LR i Witerin i,
File name: w | AL Docusart {*amil) "
Cipn Cancel

Drill-back definitions

These Drillback Definition files are used in Infor Ming.le to generate the drill-back links for ION
tasks/alerts.

Drill-backs are supported from InforBusinessContext messages which are shared in SocialSpace or
subscribed to by other Infor Ming.le applications. Each InforBusinessContext message supported by

XA IDF includes a drill-back URL the receiving product can use to drill back into XA. These drill-
backs are often referred to as InforBusinessContext Drillback.

Drill-backs are also supported from products integrated with XA using ION and BOD messages.
Products such as Infor Reporting and ION analytics require additional configuration; see their
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respective guides. A drill-back can be requested to XA and the appropriate related task can be
launched. These drill-backs are often called BOD DrillBacks.

This table shows the ERP XA supported drill-backs that include these BOD nouns:

BOD Infor XA object
AccountingEntity Accounting Entity
AccountingChart General Ledger Account

Administrative Division

AdvanceShipNotice Shipment Notice
Shipment Container
Shipment Container ltem

BillToParty Entity
Financial Division Vendor
Customer Company

Account
Carrier Party Carrier
ChartOfAccounts General Ledger Account Nature
CodeDefinition Business Information Services

Financial Division

Company

Payment Term Code File Unit
Warehouse

Site

ContactMaster Contact

Contract Customer Quote
Customer
Contract Quote

CustomerPartyMaster Customer
FinancialCalendar Financial Division
FinancialPartyMaster Entity

Financial Division
Vendor Customer
Company Account

ltemMaster Iltem Revision ltem
Warehouse ltem
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BOD Infor XA object
Invoice Financial Transaction
Customer Invoice
Location Company Site
Financial Division
Warehouse
Opportunity Opportunity

PayableTransaction

Financial Transaction
Vendor Invoice

PayFromPartyMaster Entity
Financial Division
Vendor Customer
Company Account
Person Buyer
Sales Representative
ProductionOrder Manufacturing Order
PurchaseOrder Purchase Order
Purchase Order History
Quote CustomerQuote Quote
RemitToPartyMaster Entity
Requisition Purchase Request
SalesOrder Customer Order or Quote
Customer Order History
ShipFromPartyMaster Entity
Customer Ship To

SourceSystemGLMovement

GL Account Period Balance
GL Account Period Budget
General Ledger History
General Ledger Activity

Supplierlnvoice

Financial Transaction Vendor Invoice
Customer Receivables

SupplierPartyMaster

Entity Vendor

SupplierQuote

Quote
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BOD Infor XA object
SupplierShipmentSchedule Purchase Order

Purchase Order History
TradingPartner Entity

Financial Division Vendor Customer

Company Account

Using drill-backs in Infor Ming.le and context/utility
app

To use the drill-back functionality in Infor Ming.le and Tasks Context/Utility Apps, configuring drill-
backs and enabling Tasks Context/Utility app for that XA environment in Infor Ming.le is a
prerequisite.

1 Click Inbox > Tasks in Infor OS to view Activity Feed > My Tasks.

Inbox

Alerts

Tasks
Posts

Notifications

Event Monitors

Pending Requests

Activation Policies

/a " gl SRV gl
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T

(et 4

+ CREATE AR

Fulowng +

Wy Tasks (50)

$rcm e

0 PO rurmbar: PEVIISES

HAS-T120 i hardeg stats Opes

Fam

10 015011 s having stas Open

0 PO rumbar PEVDIN

m S Dl | Shi

PO rumbir PEVDR
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02 M3 1205 8 Baving sinhes Open

2 Click Show Details to open and select the Drillback link as highlighted in this screenshot.

XA PO Drill
inforPulseTask:1229  #inforPulseWorkflow:1275

DONE
Parameters

AE: DP1-TT LID lid:infor Xa us
1D PO01844.202

Attachments

[ A Attachme

ments

Workflow Progress Indicator

3 Click the Drillback link. The page is redirected to the specific XA object. In this example, the
page is Purchase order.

PO01844 Wendor: MS VENDOR Euye AS _Buye
Continue Fiie 4| | Display 4 Maintain 4| | Customize 4| | Help 4 Detault FOm QL7198 0
e CE Il Processing Finance Sfatus Manance  Contacs
m Not approved  Approved
Order.  POD1844 Shipin Bi-io Vendor O Show comment separators Effective date
Created: 122212022
Buyer WMS [0 = = c:
WMS_Buyer
Status:  Accepted
5. Part deniednot requesied City  Marena
Re o S3e GA=Geor
ode. 30066
N BT ©0O D= Geena
identacanon Wareh . Contract Price Exiended amount |
£ Lmne 1 WMSHOLDITEM WMS Hoid iem SCE 0000 0.0000
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Configuring the IDF Context application

You can configure the IDF Context application in Infor Ming.le. When configured, the application is
displayed on the right-side of the window.

To use the IDF Context application, System i Workspace must be at PTF level 16 or later.

Enabling IDF Context applications

1 InInfor OS, go to Admin Settings > Manage Context/Utility Apps. Context App Primary View,
Context App Secondary View, and Context App Tertiary View are displayed.

Admin Settings
Manage Applications  Manage Contoxt [ Utility Apps  Manage Drillka ch Gasnviral Sottngs
Manage Context 7 Uity Apps L ADD CONTEXTAUTILITY APF
(== =]
Alana LIty A
Conbaxt App Primany View Contaxlapp
Context App Secondary Wiew Contextfipp
Conbaxt App Tertiary View Camaxapp
Combanc Wiewesr Confastipp

2 Click Context App Primary View to view the details.
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Marage Applcabions  Manage Confext /Uity Apps  Manage Drilibacks  General Seffngs

ContextUtility App Delails

Pimat et TomioT Viansgh  ASQhoEnons

A bl Lty el BT Sttty Fioies. o Grant acooss Io ol wuers

Hiden

] 1 XA IFSESpsurty Role B wdar actsl rilanged |

3 Inthe Permissions tab, add the security role created for XA in “Create a new application
security role”. All the users under this security role can view this Context App while accessing
XA.

4 Select the Context Message tab and add these messages as displayed. Refer KB 2046253 for
more details.

Permissions Contexi Message Applications

Delete  Add Message

inforBuginessContext

[ ] siwLogin

[ ] siwLogoul

—
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5 Select the Applications tab and enable the toggle for required XA application.

Sgrmgpery Cornbar Lapeage  Appkosteds

Appiation Mame snd Yierme Ligical ID Erusbied
N2 Tl Cafor i s Al o .
£ Tt Cinfor v usalkp -5 .

6 Launch XA and click the double arrow option in the top right corner to launch Context apps.

“n My Notes ses

7]
a

Drill-backs in Task Context/Utility app

Tasks Utility App enabled in Manage Context/Utility App enables users to view the tasks in the
right-side corner of SIWA System i window. A list of tasks available for the current user is displayed.

1 Click More > View Details. The Task details window is displayed.
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(1] & Compeysa ¥

&
PO mumaer. FEVISED 29 (1=
" View Detals
PO mainaer P
. ¥ -= aare

PO sumper p 8 49900 1 me

PO PERDSEY 20181106

2 Click on the drill back symbol to view the drillback link.

) Task

Today at 506 AM
ASSIGNTOME Qv ttic |

inforPulseTask: 1607 #&nforPulseWorkflow: 336

3 Click the drillback link to launch and redirect to PO details in XA.
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PEV0563 Vendor: EAM-EE EAM Entity Buyer: BC1 Barb Buyer 1
OB BLAVEE

Vendor Preferances  \endorAddress  Shipo Address  Bildo Address tems  Variance  Amounts  Dates  Owerview  Replication  Approval Caom

Continue Fiie | | Display 4 | | Maintain . | | Help |D-l_fl-4_lllﬁﬁ

Order status:

Revision
Imspice siatus
Buyer

MName:

\endor:

‘endor rame:

Warehouse:

Create date:

Confirm by date:

Felesse date:

Priority:

Hoid from prirt:

Cmit item quanttieson P.O.;
Print special changes:

Approval status;

Request approva

‘Count of externally confrolled fems:

Complete
0

Yes

sct )
Barb Buyer 1
EAMEE [
EAM Entity
=]
/220
{blank)
{blank)
None

MNo

MNo

No
Approved
Na
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Chapter 10 Infor Business Context

The Infor Business Context (IBC) message is an Infor Ming.le standard message that broadcasts the
status of an application. The message consists of the identity of the application and the view that is
being displayed along with a list of entities.

All Infor applications running inside Infor Ming.le send these messages. In IDF, the entities
correspond to the business objects that are currently being displayed.

In list view, the IDF always sends a message when the selection changes. The message contains an
entity for each selected row.

In object view, the IDF sends a message containing the displayed object and any many-to-one
related objects. When the user selects a row from a list card, the currently selected object is added
to the message.

Context applications or web parts can be added to any application page in Infor Ming.le. These
context applications display data that is appropriate for the message.

The IDF context application listens for IBC messages and when the context application receives a
message and recognizes the first entity, the context application looks at the preferences for the
corresponding business object to see if a card preference has been defined. If a card preference is
defined, then the IDF context application displays the object using that card preference.

Infor Development Framework Customer Orders and Quotes X

Context App Primary View ~
ain Customize Help General (all records) D ﬁ I el X
QD OB B2MTO Settings (XA_COR_LIST)
Customer Name Whs Orderdate w2 Reference Sales Contract 5§

Business object
0 lines 10007602 Hyderabad SCE 04/14/2023 0 0

(first entity)
o lines 10007602 Hyderabad SCE 04/14/2023 0 0 Card
nterec 10007602 Hyderabad SCE 04/13/2023 0 0 (object preference)
nterec 10007602 Hyderabad SCE 04/13/2023 0 0«

O Set as preference?
nterec 100 Aerospace Alloys AUS 04/10/2023 0 0

O Record entities?
nterec 100 Aerospace Alloys AUS 04/10/2023 0 0«
nterec 100 Aerospace Alloys AUS 04/07/2023 0 0 m
nterec 100 Aerospace Alloys AUS 04/07/2023 0 0
nterec 100 Aerospace Alloys AUS 04/06/2023 0 0
nterec 100 Aerospace Allovs AUS 04/06/2023 0 0¢

You can select the Settings option and select a business object and a card from the list. In this
example, Customer Order and Line Items are selected, respectively.
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Infor Development Framework ‘Customer Orders and Quotes Context App Primary View N

na

line:
lines
lerec
lerec
lerec
lerec
lerec

erec

Customize 4 | Help 4

Customer Name

10007602 Hyderabad

10007602 Hyderabad
10007602 Hyderabad

10007602 Hyderabad

General

100 Aerospace Alloys

100 Aerospace Alloys

100 Aerospace Alloys

100 Aerospace Alloys

(all records)

o
QPpeOd B2V T O

Customer Order

Settings (XA_COR_LIST)

Whs Orderdate v Reference Sales GniEs L Business object
SCE 04/14/2023 0 Customer Order
SCE 04/14/2023 04 Card

SCE 04/13/2023 04 Line ltems

SCE 04/13/2023
O Set as preference?
AUS 04/10/2023

O Record entities?

o (Ui § conrue

AUS 04/10/2023
AUS 04/07/2023

o o o o o o o o
LS

AUS 04/07/2023

Line items are displayed when you click on the customer order as displayed in the screenshot.

Infor Development Framework ‘Customer Orders and Quotes Context App Primary View ~

r Orders and Quotes

ile 4

co
co
co
co
co
co
co
co

co

Display 4 | Maintain 4 | | Customize 4

3 Order

20205
20204
20203
20202
13703
13702
13701
13700
13699

Status

15 = No line¢
15 = No line¢
10 = Enterec
10 = Enterec
10 = Enterec
10 = Enterec
10 = Enterec
10 = Enterec

10 = Enterec

Customer
10007602
10007602
10007602
10007602
100
100
100
100
100

Help 4 General

Name
Hyderabad
Hyderabad
Hyderabad
Hyderabad
Aerospace Alloys
Aerospace Alloys
Aerospace Alloys
Aerospace Alloys

Aerospace Alloys

L Customer Order

(all records) QD O™ QLMD 0O m oen Closed

Whs Order date v2 Reference Sales Contract B
Sequence &4 Item ]

SCE 04/14/2023 0 04

BIKE
SCE 04/14/2023 04

BIKE

SCE 04/13/2023
SCE 04/13/2023
Aus 04/10/2023
Aus 04/10/2023
Aus 04/07/2023
Aus 04/07/2023

© ©o o ©o © o o o

Aus 04/06/2023

Preference definition in XA 9.2

Preferences for the context application for any business object are defined in Power-Link.

1 From the main browser, double-click Business Object to configure the context application.
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H (EE) Infor ERP XA Power-Link on USALILZM

File Customize Navigation Help

— 0

Default ., |

z & S5 W = 5

Addresses Activity History

Hee |

B

Requisition Quotes Purchase Orders Purchase Order Purchase Order Purchase Order

History History tems History ttems
Mes W%
Standard Messages  Other Procurement Vendor ftems

Tasks

ftems Wrnouse Buyers Vndrs Purcﬁasing Purchase Reguests Purchase Request Contracts Reguisitions

ltems

Infor XA

CA Plus

Customer Relationships

Customer Service

Engineering

Materials

Production

Finance
Procurement

Planning

Environment

Material Logistics

Integrator

Integration

PO ftem Release

Procurement I Codes I

Powuedbyw

I

2 Select Customize > Preferences.

H (EE) Purchase Orders
File Display Maintain Customize User Navigation Help
General ) Presentation > k B &’ @ g
R Query ...
@ Purchase Ord “ v
E Locate ... Ctrl+L

Order /i | Vendor % Workspaces ...

PSSNOO1 VEN

PSSNOO2 VEN .

pssi1as  |sw | E Views.

PSS1146 SW | 3p Subsets..

PS$1158 SW | —

PSABOO1  [100 EE Soris..

PSAB002 100

PSAB123 (100 [ Cards..

PSAB124 (100 | _

psaB12s 100 (& CardFiles ...

PSAB126 100

PSAB128 100 Broadcast

PSA0001 VEN

PSA0002 VEN Preferences

PSA0003 VEN E

PSA0004 VEN Vendor Entity for LZb%E
PSAD00S VEN Vendor Entity for L2\ Customize preferences |
DE A NNNE VEM VVandar Entih: far | 2UITE T
<
|Customize preferences
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The Purchase Order Preferences screen is displayed.

H (EE) Purchase Order Preferences X
general Workspace List Card File Template Find Broadcast
Defaults
Buyer (public preference) -
Warehouse |(public preference) .
Options
Flag changes as revisions | (public preference) .
Receive Complete
Template  (last used) v Hl
|
3 Select the Card File tab, and then select the Net-Link tab.
H (EE) Purchase Order Preferences X
General Workspace List Card File | Template | Find | Broadcast |
Initial selection (public preference) v | Power-Link |
Het-Link
Initial card (public preference) ~
Context application content
Primary  Addresses All v
Secondary | (public preference) v
Tertiary  (public preference) v
Cancel e
|

4  Specify the preferences for the context application. In the example, Addresses All is selected.
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The context application content area is where the cards that are to be used by the IDF context
application are defined. You can use any cards, but most cards are designed to be used in a full
screen and may result in unwanted scrollbars when presented in the limited space available to
the context application. We recommend that you define specific cards using the customization
features of Power-Link specifically for the context application. See the context help of Power-Link
for guidance about how the customization facilities are used.

See the “Export Metadata from XA” section in Infor System Manager Quick Installation Guide for
Infor XA after setting up preferences in Power-Link to reflect the changes made in Power-Link
export Private metadata.

After exporting the metadata, Workspace must be updated for the existing or new users. See the
“Updating Workspace” section in Infor System Manager Quick Installation guide for Infor XA.

Launch XA in Infor OS to see the Context App Primary View with Addresses. Select a purchase
order in the Context App Primary View to display the Purchase orders Addresses.

System i Home Purchase Orders X

Context App Primary View ~
hase Orders
Purchase Order
File Display Maintain User Help () (] 2T [0
QO#OB (B2BTO Bilto  Vendor
Order Vendor ‘Vendor name Total Currency Apr Prt VAc Rev Inv Ord Release Rev Re\ B
Warehouse: 1 [0))
PSSNO0T  VEN Vendor Entity for L2M SE 460.00 v 2
Shipto: 999
PSSNO02  VEN Vendor Entity for L2M SE 230.00 v & & 12/28/2021 ’ o
Name: Bikes R Us

PSS1145  SW SupplyWEB 40.80 v 2
PS§1146 sw SupplyWEB 40.80 v 2 Address: 1000 Windard Concourse Pkwy
PSS1158  SW SupplyWEB 33456 v 2 (blank)
PSABOOT 100 Dick Samuri 1000 < 2 City: Alpharetta
PSAB002 100 Dick Samuri 10.00 @ a2 State:  GA= Georgia
PSAB123 100 Dick Samuri 100.00 v 2 Postal code: 30005
PSABI24 100 Dick Samuri 10,00 v a Couniry:  USA = United States of America
PSAB125 100 Dick Samuri 10.00 v 2
PSAB126 100 Dick Samuri 10.00 v 2
PSAB128 100 Dick Samuri 10.00 v & &4 12/29/2021

- -

nnnnnnn v Nfamdaz Cobibeénet Obs OC anca

Preference definition in XA 10

Preferences for the context application for any business object are defined in Net-Link and can be
configured in SiWA.

1 Open the Business Object and select Customize > Preferences to configure the context
application.
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Purchase Orders

L.;ﬂ File «| | Display 4 | Maintain . |[Customize 4| Help « General (all records)
Order i \Vendor Vendornam Query .. Total Currency Apr Prt
PO000D! 100001  Garbon fibe  -0%41€ - 2,000.00 v

3 P000002 100003 IT hardware CUTENt-- 2,300.00 -

Workspaces ...

POOO003 100004  Helmet Sup 160.00 L4
Views ...

PODODOT 100004  Helmet Sup, ; 1,000.00 L 4
Subsets ...
Sorts ...
Cards ...
Card Files ...

Infor Development Framework

Preferences ...

Global Preferences ...

QD# oS

Ord Release

Inv

Purchase Orders

r =N R
Rev Revised

07/07/2022

2 Select Object tab. Under ming.le Context Apps Cards you can select the required preferences
for Primary, Secondary, and Tertiary applications. Bill-to-Address is selected as Primary
Application preference in this example.
£y Purchase Order Preferences

General  List m Find Maintenance history
Card File
Initial card file: | (public preference) =)
Initial card: | (public preference)
ming.le Context App Cards
Primary: | Bill-to Address
Secondary: | (public preference)
Tertiary: | (public preference)
Templates
Create: | (public preference)
Copy: | (public preference) A
Change: | (public preference) B
 Cancel | Help
-
3 Click Continue.

4 From the Purchase Orders list select a PO. Go to settings for Primary Context App on right side.
Ensure that no Business Object and Card details are selected before.
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Lo Purchase Order
Q [D] @ @ e‘ B 4 Tj @ FD We  Settings (XA_POR_LIST)
Rcv Ord Release Rev Re¢ B Business object
| (first entity)
Card

(object preference)

O Set as preference?

O Record entities?

P

ddn &

5 Click Continue.

6 From the Purchase Orders list, select a PO to see bill to address details in Context app Primary
View.
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Chapter 11 User maintenance

This chapter only covers minimal user maintenance. You must refer to the Infor OS Administration
Guide for the complete documentation of the features described here.

Adding users

1 Log into Infor OS using the account that you set up for IFS administration.

2 Click the User option in the top-right hand corner, and then select User Management.

| SO S P el al de
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4 Click the + option to add a new user.

5 Specify a name in the search box and click Load.

Agdd Users + aoo ® CARCEL
) s Fite
Boolsirap - Containg - *  rlalar =] LOAD

= =
INFOR el Ruagasaichar Talan rajasskhar Ealaniirndion Com

6 Select the user from the list and click Add.

| wEiddd L R R R AT W Al Cam ¥ et - L]

B S O rlalan Faambre s Ak & s ST LW SO W P ES S

7 Verify the user information and update as per the business requirement.

Tkt Do Do

8 Navigate to security roles and click the + option to add the required security roles to a user as
per the business requirement.
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""" Usars Sundeep Ala

Details Additional Properies Security Roles

_I_

B

Select Security Roles + apD 4 ADD&CLOSE b
XA Q
w Mame Descripton Application Type Logecal ID
= XA-SIWAnywhere SIViamywhere Systern lid:ffinfor social instance0
9 Click Save, as highlighted, to save the changes to the user profile.
FRITRENy PP I i I yia ERP P o “ -
+ B
vy Mt g R e gl D
| JASIMEn e EFNAreaey S i Mirdcr nooal matsreed |
Rvaoma L o m i Sirdor sooal matarced |
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Chapter 12 Net-Link WAR file redeployment

This section explains about the procedure on Net-Link WebArchive (WAR) file redeployment. We
perform this section only when we want to redeploy the Net-Link war file with new changes.

System i Workspace AnyWhere with Windows
deployment

Refer “WAR file Generation” and “Tomcat (version 7.0 +)” sections in the Infor XA Setup
Guide for Secure Net-Link, which describes the Net-Link WAR file redeployment with SiWA
using Windows deployment.

System i Workspace AnyWhere with IBMi
deployment

Refer “WAR file Generation” and “WebSphere (version 9.x)” sections the Infor XA Setup Guide for
Secure Net-Link, which describes the Net-Link WAR file redeployment with SiWA using IBMi
deployment.
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Appendix A Publishing BODs

Use this appendix to understand how to publish business object definitions (BODs).

Business Information Services

The BIS Organization node setting in XA is used by all BODs as a base accounting entity for many
different BOD elements including document ID’s. The Code Definition BOD is used to send the list of
accounting Entities to the Business Vault.

It is recommended the BIS organizationNode (“machineName.EnvironmentCode”) on the Business
Information Services card in the Application Settings object is not more than ten characters. For
example, if machine name is USATLDO06 and environment is AB, you can use either USATLDOG6 or
D06.AB or any other combination of characters that is less than or equal to ten characters.

If you change the Organization node attribute for the root Organization Node accounting entity, the
PUB™ files storing published data for many objects are not changed. Also, the root Organization
Node accounting entity in the Business Vault is not updated even if you run the Publish Business
Information Services host job on the Business Information Services card in Application Settings.

If the root Organization Node accounting entity is changed in BIS, you must do these steps:
1 Clear all published data files (PUB***) for the environment.

2 To rebuild the PUB* file data as well as re-sync of BV data, re-publish all published objects
including objects that publish Code Definitions and Accounting Entity.

3 Use the Publish host job on each object to publish BODs.
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Appendix B Creating a default WebSphere profile

If you are unable to get the default profile from WebSphere profile dropdown while creating an IBM
HTTP Server instance, follow these steps to create default WebSphere profile:

1 Start a QSH session in iseries.

A-USALIZA - o S

TEBM 1 Main Manu

{C) COPYRIGHT IBM CORP 1980, ZO1%

MER + 1 M FOS013

2 Run these commands:
S cd /QIBM/ProdData/WebSphere/AppServer/V9/BASE/bin

S ./manageprofiles —create -serverName serverl -nodeName <hostname> -cellName
<hostname> -hostName <hostname.domain.com> -templatePath
/QIBM/ProdData/WebSphere/AppServer/V9/BASE/profileTemplates/default -
profileName default

Replace <hostname>, <hostname.domain.com> with the relevant iseries hostname.
For example:
$ cd /QIBM/ProdData/WebSphere/AppServer/V9/BASE/bin

$ ./manageprofiles -create -serverName serverl -nodeName usalil2m -cellName
usalil2m -hostName usalilZm.infor.com -templatePath
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/QIBM/ProdData/WebSphere/AppServer/V9/BASE/profileTemplates/default -
profileName default

R A s - omm

05H Command Entry

Note: In some severs the folder “BASE” is “Base”. Check the folder structure before running the
command.

3 Return to the WebSphere HTTP admin -> HTTP servers -> WebSphere applications server.
The default profile is listed in the list.

If you still have issues while creating the default profile, check with IBMi support and get this
resolved.
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Appendix C Internal server error resolution

At the end of SiWAnyWhere installation, try to verify the installation, if you are receiving an Internal
Server Error.

b o ratpr ) usakllen indor.com/ pystermiinatall-vendy himl = @ Centificate error & Search.. A
o 500 Internal Server Biroe

Internal Server Error
The server encountered an mternal error o msconfpuranon and was unable 10 complete vour request

Contact the server admmstrator at [no sddress grven] to mform them of the teme this error occumed, and the actons you performed just before ths emmor

More miormanos about ths error may be avadable i the server emror log

Use these steps to resolve the issue:

1

Login to IBM i Web administrator console.

http://<hostname.domain.com>:<port>/HTTPAdmin

Replace <hostname>, <hostname.domain.com> with the relevant iseries hostname.

For example: http://usalil2m.infor.com:2001/HTTPAdmIn

Stop the HTTP server and application servers related to SiWAnyWhere.
On the IBMi server (Ex: USALIL2M), check if the file - plugin-key.kdb is present in this location:

QIBM\UserData\WebSphere\AppServer\V9\Base\profiles\<profilename>\config\lHS _ WSANYWH
ERE\

If the file - plugin-key.kdb is not present, then copy the file from:

QIBM\UserData\WebSphere\AppServer\V9\Base\profiles\<profilename>\config\cells\<cellname>\
nodes\<nodename>\servers\IHS WSANYWHERE

To:

QIBM\UserData\WebSphere\AppServer\V9\Base\profiles\<profilename>\config\lHS _ WSANYWH
ERE\

Note: You must have QSECOFR authority to perform this action.
Start the HTTP server and application servers related to SiWAnyWhere.

Launch https://usalil2m.infor.com/systemi/install-verify.html.
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Internal server error resolution

7 If you still receive an Internal Server Error, then navigate to the WebSphere Application Server
> Launch Administrative Console > Servers > WebServers > IHS_WSANYWHERE >
Additional properties > Plug-in properties and select Copy to WebSphere KeyStore
Directory > Apply and click Save.
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Appendix D Troubleshooting

e Ifauseris trying to login to Infor OS for the first-time using Infor credentials and the user is
unable to login to the Infor OS successfully, then you must make sure the user profile is
configured in Infor OS application. If not, then the user can request the Project Manager or XA
Integration team for user provision in Infor OS with the user’s Infor mail ID. The user will need to
specify whether they need access to Infor OS Development or Infor OS QA environment.

e [fauserlogs in to Infor OS successfully but gets prompt again for credentials while launching the
SiWA applications, then the user can enter the respective IBM i user ID and credentials. For
example, in this screen, login prompt screen is displayed for USALILO2 IBM i machine.

System | Workspace AnyWhere

Profile ||-'3'2JJ b |

User* | alzsun |

N p— |

Company | US Demonsiration Company - |

Environmant | XA2J IFM/EPDM Scheduled lssu... ¥ |

|__| Remember Ma

o O

e [f user can login to Infor OS and SiWA applications, but facing an issue at Context App Primary,
Secondary & Tertiary Views with an error message “You are not currently logged on” displayed,
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then as a workaround, right-click the respective Context App view and click the “Reload frame”
as displayed.

H e LR Co0e For Dl Dape

e Even after successful SIWA environment setup, if the environment is launching with no IDF tasks
under My Tasks in home page, then you need to check whether exporting is done successfully
or not in the ExportPublicMetadataToWorkspace.log at the local IDF logging folder. This is
similar to going to Power- Link > help > About > Ctrl + D > Ctrl + L and going to logging folder.

» This PC ¢ Storage(D:) + sala » IDF_Corretto » cache » chent » USALILZC 36000 » 54 » logging

lame Date modified

temp B/13/2020 1:27 AM File folder
22653 = —
N ExportPublicMetadstaToWerkspace.log 8/13/20; ext Dacument
10G060

e Ifyou find any errors, those need to be resolved and re-run export metadata again to ensure that
you do not encounter any errors.

e If you encounter the “Language Code is not defined” error, then you need to cross check and
update language code in SIM console.
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AA100O Administration Functions
Maintain User Profiles
User Profile
TALARAJ Rajasekhar Talari

Type changes, press Enter and then F3 to Update

User level. . . . . . . . . . . 3 (1=Novice, 3
[nitial menu . . . . . . . . . 1DI

Default sign-on company . . . . 1

Single application task . . . .

Default development application

Language code ., . . . . . . . . US§

e When you try to open any business object from IDF using SIWA, if it displays a blank page, you
need to add the SIWA URL to the insecure content and try to relaunch the application.

Settings Q, sSearch settings

> You and Google <  Insecure content
E Autofill
Insecure content is blocked by default on secure sites
l;ﬂ Privacy and security
@  Appearance
Block
Q, Search engine
=i Default browser
(!)  Onstartup Allow
Advanced o

e Restart the server SIWA application installed server if this issue appears and recheck the
Database access under diagnosis in SIWA admin page.
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The Speciic £rTr MEIEIRe B35 00T NOf 066 DONEOion SO poo! LEng gEiCoechon "LILEF" " Try restarting e serves (1o check Te catabane pool) and

2k Wy sigring on i "LISALE U SFOR COM 35 "J0BC_ LS and rarning Te fofosing COmmands. o see § are ane any emrs

echncal Deotals

o If you receive this request, cross check whether the NLS and NLC processes are in active state
or not, if not start the processes.

© Infor XA Net-Link

lhere are no servers available to handle requests. Please contact your
system administator.

Press OK to retry

T T T T T T O T T oo
& | EF HNLC Net-Link Controller (auto)
& |EF MNLS MNet-Link Server {auto)
I . L N PP P Llsa o e e

If you face an issue, as displayed, when launching L1 tasks, check if the environment is pointing to
the correct iIASP group or not by navigating to this path in System Manager Console:

STRM400 - Application Manager - Maintain Environments
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Error gt Task |nifialisation

[7+]
—h
2

i ST
lser ALASUN

(k]
=
]
[T

o
]
[
=]
o
12}
[¥a]
=]

Continue

Application Manager
Maintain Environments

=UPDATE

Type in details and press ENTER to update

Builld esting wio FiM
Build Testing wi IFM

Due to maintenance activities on weekends and holidays, SiW and Net-Link related HTTP and
Application servers in the IBMi Web Administration Console may go down similar to XA servers in
Link Manager. You need to check and start them if you face any issues while launching SiWA
application.

To secure Net-Link and launch the SiWA application in Infor OS, the Globals for the XA server must
be on 9.2. If the globals are on 9.1, then the user cannot download Net-Link.war file and will fail to
secure the Net-Link on SiWA. We do not recommend that you run SiWA on Infor OS without
securing Net-Link.
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o [f the client system is getting blocked at System Manager (SIM) or if you are receiving this error
while accessing SIWA environments with or without SSO, you must add the IPv4 address of the
client system in the allowed clients at SIM.

© Emor During Sign On

Your |IBM i System reported the following Sign In emrors

OK “

¢ Navigate to STRM400 - Administration Functions

‘ Manager
Machine Manager
Housekeeping
Network Manager

Wark Management

¢ Navigate to Secure Sign-on option = Display Access Log

Administration Functions

Administration Menu

System Manager Properties

Maintain User Profiles

Print User Profiles

Maintain Language Parameters

Apply Authorisation Codes

Licence Usage Engu Secure Sign-on

Maintain Company P

Maintain Soft Opti 1. Configure TELMET Exit Program
9. Authorisation Viol 2. Configure Token generator
10. Maintain Role Prof
11. Print Role Profile 4. Main Menu

12, Secure Sign-on

13. Maintain IFS User

e lection or command
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¢ Identify and copy the client IPv4 address with result as blocked, as displayed.

For example: 127.0.0.1

Display Access Log

Type Client Date Time Result User
TOK 127.0.00.1 ! AP0 081922 BELOCKED ALASUN

e Press F3 to exit.
¢ Navigate to Secure Sign-on option > Configure Token generator

Administration Functions

Administration Menu

System Manager Properties

Maintain User Profiles

Print User Profiles

Maintain Language Parameters

Apply Authorisation Codes

Licence Usage Engu Secure Sign-on
Maintain Company P
Maintain Soft Opti
Authorisation Viol ; Configure Token generator

1.
2.
10. Maintain Role Prof 3. Display Access Log

11. Print Role Profile Main Menu

12. Secure Sign-on

13. Maintain IFS User

-
.

Configure TELNET Exit Program

0@ =~ 30 L WM

Selection or command

o Update the Client IPv4 address at Allowed clients, as displayed.

Application Manager

Configure Token Generator
Token Expirn

Allowed

e Press F8 to update.
e Press F3 to exit.

¢ [f, on launching the XA application from InforOS, you see a blank screen or one, or both, of
these screens, then Single Sign-On (SSO) is not correctly configured in InforOS, System
Manager, SiWA, or all three.
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@ Error During Sign On

we gRFE T

System | Workspace AnyWhere

Profle |31 Prod v

zer ™ |~ NO MATCHING ERFFERSON LISEF

Company | Oenenc Demonsiraten Company  w

Ervranment | System 21 3.0 core -

Rermsmier Le

a4 @

Note: Ensure that you have already tested SiWA as a stand-alone application, from a client PC, and
resolved any issues with that setup before enabling any of the SSO features.

e [f this message is displayed when you try to access any object in XA, you need to logout of SIWA
environment and login to Net-Link environment of this same application. Navigate through
couple of objects and check the objects in SiWA/Infor OS.
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Met-Link Task Cannot Be Started

Uniil the first Met-Link task has successiully stared

Cloze

e If you encounter the error “abc.infor.com refused to connect,” where abc is SiWA installed server
hostname, then review this information for your deployment.

usalil2a.anfor.com refused to connect

o For SiWA with Microsoft Windows deployment: Login to the SiWA installed server with
admin privileges, and from windows search open services, check if the Infor SIWA
(SiWAnyWhere) service is in Running status. If not, then start the service by clicking on
Start the service as shown.

4 Seraces = a =
Fde  Acton Vetw Help
i | T do« | Hrm »® 0w
Sendces (locall | o) Sendces (Locel)
lnfee SHYA (SIWAnyWhere] Mame ’ Desorphagn. Stabus Sartup Type Log O dx L
L3k IKE s AP IPser Keyehg Madules Thee ICEENT .  Runfwsy  Automste (T Locsl Syate
*} 1 Khe pervioe 1 Infor SWA CSWAm W) nfor W A Aunamatic Lol Syite
L Intersetree Serade Detreticn Enakled e . Flarual Local Syibe.
Descrpbon & Intevnet Connection Saning 005 Ferrades me Msrusl (Trg.. Lo Syte
Bl SN v Mo B ol UYVETY EDVT o n
Services - [a ]
File Action View Help
e |mEE S Heml e 0w
Services (Local) * Services [Local)
Indor SIWA (ST AmyWhere) Marmse Descnpticn Status Statup Type Log On A
i ZLIKE ared SupthiP IPyec Keyireg Modides Tha IKEEXT Fonning  Mtorats (T..  Local Syste
H-I;:r:r::u 2 infor SlA (SW Ay Where) infor SiW A Running  Automatc Local Syste..

o For SiWA with an IBMi deployment: Login to IBM Web Administration console and check
if the HTTP & Application servers related to SIWA WebSphere and Net-Link are in Running
status. If not, then start both the SiIWA WebSphere and Net-Link server instances as shown.

Under All HTTP Servers tab, select the SIWA WebSphere installed HTTP server and click
on Start.
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¥ defaultiserver
¥ detaultAWS AnyWhens
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= e A Mot secwne | usal2a infor.come 2001 HTTPADmin
= g 5 WOMOSCE @ USALARILDWEN B Mew indcr SE B 12 u Log i - indor R . nfor Xtreme Log in - @ indor Supplier Excha. ﬂ infior ik - KON Tra
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Setup LT ) Advanced | Related Links

Al Servers  HTTP Senvers | Application Senvers | Installaions
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Enabling debugging in System i Workspace
AnyWhere

1

Locate the System i Workspace AnyWhere system.properties file as documented in the System i
Workspace AnyWhere Installation Guide.

Add this property to enable SSO Debug mode in SiWA:

e Property: com.infor.siw.cloud.debug
o Description: Set to 1 to enable SSO debugging specific features of SiWA

Locate the server\xsl folder within your web application deployment.

Edit the logon-validate-global.xsl file using a text editor and change <xsl:variable name="login-
debug"” select="""/> to <xsl:variable name="login-debug" select=""true"/>.

Save the file.
Locate the WEB-INF\classes folder within your web application deployment.

Edit the log4j.xml file using a text editor and change <Root level="warn">to <Root
level="debug">.to

Save the file and restart SiWA to apply these changes.

Note: You may want to clear or backup any existing log files at this point.

The next time a user logs into SiWA through InforOS, debugging information is written to the
Standard Output log file of your web application or server.

Enabling debugging of the identify provider

1

Locate the fedlet_config folder. If you followed the instructions in this document, this folder is in
the root directory of your SiWA server.

Edit the FederationConfig.properties file contained within this folder using a text editor and locate
this line: com.iplanet.services.debug.level=error.

Change the com.iplanet.services.debug.level setting to one of of £, error, warning, or
message.

Save the file and restart SiWA to apply the change.

Note: You may want to clear or backup any existing log files at this point.

The next time a user logs into SiWA, via InforOS, debugging information is written to the debug
folder located under the fedlet_config folder.
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Viewing debugging on the ADFS server

1 Within the Windows Event Viewer locate the Applications and Services Logs > AD FS > Admin
as shown.

{2 Event Viewer (Local)
3 _7 Custom Views
b _!, Windows Logs
4 [ Applications and Services Logs
4 | ADFS
=] Admin

2 Review all events with a logging level of Error.

Admin Number of events: 34 (1) New events available

Level Date and Time Source
/¥, Warning 12/8/2020 11:32:21 AM ADFS
(1) Information 12/8/2020 2:33:41 AM ADFS
(i) Information 12/8/2020 2:33:41 AM ADFS
(i) Information 12/7/2020 2:33:38 PM ADFS
{D Information 127772020 2:33:38 PM ADFS
(i) Information 12/7/2020 2:32:38 PM ADFS
/i, Waming 12/7/2020 2:33:38 PM ADFS
(i) Information 12/7/2020 2:33:38 PM ADFS

Additional troubleshooting

For any additional troubleshooting steps, see “Troubleshooting Techniques” in the System i
Workspace AnyWhere Installation & Administration Guide.
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Appendix E  Multiple SIWA installations on a

single Windows server

If you want to install and run multiple instances of SiWA on a single Windows server using unique

ports for each individual installation, follow these additional settings for each SiWA installation.

1 Navigate to SiWA Installation folder. For example, /tomcat/conf/context.xml file.

2 Edit the context.xml file and change <Context>to <Context

sessionCookieName="JSESSIONID_{environmentID}”> where {environmentID} is the ID of the

environment.

B the License, You may ocbtain a copy of the License at

Unless required by applicable law or ag

r
discribured under the License 1is disctributed on an "AS I5™ BASIS,

[
LA W

Sae the Licenss for the apecific langua

(=]
[} ]

16 limitations under the License.

-
LR |

[Fo

EI<EEREERE =--=i-nCookieName="JSESSIONID L2MEG"§

e~ Defaultc set of monitored rescurces., If one of these changes,
{!-— web application Will be reloaded.
<WatchedResource>WEB-INF/web.xml</WatchedResource>
<WatchedRescurce>WER-IHNFP/tomcat-web .xml</WatchedResource>
<WatchedResource>5{catalina.base} foonf fweb.xml < /WatchedResource>

B B B BB
s W BB

2
oo

-l <!-— Uncomnment this to disable seasion perasistcence acroass Tomcat
e o

ead TO in wrlting, software

governing permissions and

Eﬂcﬂtﬁﬂxﬂiﬂ]
1 <7xml version="1.0" encoding="UTF-8"7>
2 et -m
3 Licensed to the Apache Software Foundation (ASF) under one or more
4 contributor license agresmeants. See the NOTICE file discributed with
2 this work for additional informacion regarding copyright ownership.
6 The ASF licenses this file to You er the Apache License, Veraion 2.0

{the "Licensa™):; you may not use this file except in compliance with

WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, eicther express or implied.

<!=-- The contents of this file wWill be loaded for each web application -->

the ==

L&3TAITS ——->

3 Restart the SIWA Windows server and ensure that the status of SiWA services is running post

server restart.
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(4, Seraces
File Action Wiew Help

o mEOE= EBm »reonwe
,q -

Infor STWA (SAWAnyWhere) Marme Description Status Startup Type  Log Om As
L IKE and AuthiP IPsec Keying Modules  The BEEXT .. Running  Autornatic (T.. Local Syste

Stop the service
Bestan the service

Autormatic Syste.

P

£l Infor SIWA (SN AR WherelST) Infor SiW A.. Funming  Autornstic Local Syste_
= - A i - A
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Appendix F  Multiple SIWAW WebSphere
installations on a single IBMi server

If you want to install and run multiple instances of SiWA WebSphere on a single IBMi server using
unique ports for each individual installation, follow these additional settings for each SiIWA
installation.

1 Log in to IBMi Web Administrator for i using this URL, where <hostname> is the FQDN of the
IBMi server:

http.//<hostname>:2001/HT TPAdmin
For example: hitp.//usalil2m.infor.com:2001/HTTPAdmIn)

2 Navigate and select the Net-Link WebSphere Application server, which is used for securing Net-
Link.
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“ ¥ ﬂ Ak Mot secure | usall@muanfor.com: 2001 HTTPAdmIn

i Appa Lupphefachange Indor 15 Infor | Wiic LW Anpiirere AA&_Inbegrations | 5. 1M ChCY| SalesPortal  [] tefor d/EFM

| A dervers  HTTP Servers | Applcstion Server | inslaiabors.

™ Cormvngn Taskn sg Wigardy
e e Manage All Servers ©
J Cradsh HTTP Bane

o Craaos Apploanan Sarve AN HTTP Servers ANl Applcalion Sorvers

Diata cumant a5 of Aug 27 2o 21530 AW
SHIVET » Wersion Status Addresa:Pon Deescription

Agminl VS (rd appwr) @ Runaing " 2002
Adming VA (nf app ) @ Running 20043005
1 Admind VA5 (et app®l @ Running  *2006
Admird ViS50 el ¥ Running 2008
Adming VEE (e dpp i) @ Running " 20M
delaultsereert VEOS4Base W Running  *2809 50605061 8580 5043 5050 50805443
T el EAmW e VEO54Bae W Running  *2510 5062 5063 35505044 BIS1 5051, 8434
@elaull] ST iserverT 5T VEOS4Ease W Running  * 2515064 5065 B3E2 D045 S062 BOAZ G445
Sefautl] STWEAWT ST VIO 54 Base W Running " 2512 064 S04T B5EY )48 DOA3 S04 udk
(B) HLAPESVRNLASPSVE VEOS4Base W Running " 1000 T0001, 10002 D000 10004 NDSO5 N0SIEN0NIT  MeALink Apphcation Server
) MLAPPSYHTSTNLAPPSVRTST VI0S4Base @ Rusaing ° P0020.00021 00022 0023 00024 00025 10035 00037  MebLink Applcaon Server
WOLIERS VBS (el app o) @ Slopped 12138

Launch the IBM WebSphere Administrative Console to make configuration changes.
IBM Web Administration for i

Setup LT3 Advanced | Related Links
All Servers | HTTP Servers  Application Servers  Installations

@ Funning )] Server: [NLAPFSVR/NLAFPSVR - V9.0 Base v
= Common Tasks and Wizards HLAPPSVRMNLAPPSVR

J Create Web Services Server
J Craate HTTP Sarvar
J Create Application Server

Manage WebSphere Application Server - V9.0.5.4 Base

- WAS Wizards Frofile: NLAPPSVR  Server NLAPPSVR
Create
j Ingtal NTWH”M FProduct install path. /QIEM/ProdDataWebSphere/AppServer/Vi/Base

J Craate JDBC Frovider
J Create Data Spurce
Net-Link Application Server
* Server Froperties
B Properiies . - -
By Server Trasing 3 APr | EE—a = e |
B Server Fors
B View HTTP Sarvers Create Additicnal Virtual Host r:'ﬂ
The default virtual host “default_host" was created for this After creating the se
* Applicatans application server. However, you can specify additional virtual applications.
Oy Manage Installed Applications hasts for more controd over what URI's can run which applications.

* Rescurce Configuration
B Mansge \irtual Hosts nnfiguratio

g :mp- aﬁc Providers Manage Virtual Hosts Mana
@ default_host @ swaggerul
* Web Parlormance _ @ admin_host W query
€. Web Performance Advisor @ Net-Link

* Problgm Determination & RESTAPIDOCS
B view Legs _
<} Web Log Monitor @ ivthpp
o \igw Create Summary
- Tocis Note: To update the status, click[#] Refresh
& Launch Administrative Console
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WebSphere Integrated
Solutions Console

LigApad Mytanaly - Deasarty of TBM /&) Cageprighn DB Conn. 1997, 2020 AN Righes Ruarved.
B, v EBM loga, vmicom and WebSphars 3 irademacial o mgiitened e of
= g r..'.‘i Irgprnatinal Bulinais Machismi Corp. mgutired m mafy furidiebont worldwdy. Other
====T=e Broducs Bnd serviol ARl Seghe be tracemack of 1BM o
BEM wradamacial o valable o5 e Wb Bt '; Eyd iayhard

seher compheind. A curters g of

3 From the menus, select Servers > Server Types > WebSphere Application Servers.

< C A Not secure | usalilZm.infor.cq
5 Apps SupplierExchange Infor O5
W;I:_ls_phe-ne-.

Views: | Al tasks "3

Welowme

& Guided Activities
— Servers

= Server Types
WebSphere application servers

= WebSphere MO servers

4  Click on the Net-Link configured WebSphere Application server, and then navigate to Server
Infrastructure > Java and Process Management > Process Definition > Java Virtual
Machine > Custom Properties.

+ Gusbed At pplindfi furwis

e Tha Sega dn viees 0 bt o tha st BEtRE o it wvroeemaet el B rtmten oF aach o thade e, 480 IS B0 ER e £ ERange e
= Barear stat of n npacilc sooication arvec
I S —
-+

i

R L gt i N e
+ A o oo pdmesater e foaing macTan
i Earum HLASSEYE LEALILIN_RLAPPEVR EALTL I DRGSR COM Baza 3055
4 Bapma T 1
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Server Infrastructure

= Java and Process Management

Class loader
Process definition

Brocess execution

® Administration

Jaws SDKs
Application servers > NLAPPSYR = Process definition
Usa this page to configure a precess definition. A process definition defines the command line information necessary ©o sTar or initialize » process.

GCeneral Properties Additional Proparties

Exsuthble name

Exwcutable argumants

Anelication sexvers > NLAPPSVR > Process definition > Java Virtual Machine
Usa this page to configure sdvanced Java(TM) virtual machinre semings.

grhguratio Runtime

General Properties Additional Properties

Clugganth

Cupsem proparieg

5 Click New and add a new Custom Property for the JVM to reuse the sessionld.

Apolication servers

Application sarvers > NLAPPSVR = Process definition > Java Virtual Machine > Custom properties

Usze this page to specify an zrbitrary name and value pair The value that is specified for the name and value pair
configuration properties.

+ Preferences

Delete

»

Specify this information:
Name

Specify HttpSessionIdReuse for the name of the system property.
Value

Specify true for the value of the system property.
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Application servers > NLAPPSYR > Progess definition > Java Virtual Machine > Cystom properties > HitpSessionldReuse

Liss this page o 1 M:-‘p’ an arbitrary name and valus pain The walue thas is !-plh‘!:“‘-ll:‘ for the name and value PBir i B Liglyl-] T can g8t inmemal eysmem
configuration proparties.

General Properties

& Namu
|Ht'.'p5al::in"[dﬂ.-|uu

# Value
[erue

Dascription

I
LAgoly || oK || Reset || Cancel |

7 Click Apply, and then save your changes and restart the Application Server.

= Messages

& Changes have been made to your local corfiguration. You can:
= Save directly ta the master configuration,

= Review changes before saving or discarding,

B The server may need to be restarted for these changes to take effect,

poslicationserves __________________________________________________________________7c]

Application servers > NLAPPSVR > Process definition > Java Virtual Machine > Custom properties

Usa this page w specfy an arbirary name and valivs pain The valus that is specified for the name and valus pasr is @ string chat can et inteemal sysoem
configuration properties,

# Frefmracces

Hevi... | Delete

L= mle sl
You £an administer the following rescurces:
HeteSessonicheuss e

Note: SSO cannot be implemented for the second instance of SiWA, as we are using single
WebSphere for 2 SiWA, which is a limitation.
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