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About this guide

About this guide

This document describes the integration of XA On-premise with Infor Operating Service Multi-
Tenant Cloud Edition (referred as Infor OS MT CE) using SiW AnyWhere. This guide explains
the integration requirements, installations, configuration tasks and troubleshooting information.

Intended audience

This guide is intended for the system administrator or customer service consultant who
configures the integration between System i Workspace AnyWhere and Infor OS MT CE.

Required knowledge

To integrate XA and Infor OS MT CE, you must understand the concepts behind System
Manager, System i Workspace AnyWhere and Infor OS MT CE.

Related documents

These guides are also needed if the initial installation is not already completed:

¢ Infor System Manager Quick Installation Guide for Infor XA

e Infor XA Setup Guide for Secure Net-Link

¢ Infor Operating Service Administration Guide

¢ Infor Si System Manager Installation Guide

e System i Workspace AnyWhere Installation and Administration Guide
e KB 1365947 — Need Authorization codes

e KB 1136739 — System Manager and Work Management PTFs

e KB 1963350 — System i Workspace AnyWhere

Infor XA Configuration Guide for Infor OS MT CE | 7
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Introduction

Contacting Infor

If you have questions about Infor products, go to Infor Concierge at https://concierge.infor.com/
and create a support incident.

If we update this document after the product release, we will post the new version on the Infor
Support Portal. To access documentation, select Search > Browse Documentation. We
recommend that you check this portal periodically for updated documentation.

If you have comments about Infor documentation, contact documentation@infor.com.
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Introduction

Chapter 1 Introduction

Infor OS is a comprehensive platform for social collaboration, business process improvement,
and contextual analytics. You get the most innovative social collaboration technologies translated
into a business environment, fully integrated across your business processes.

System i Workspace AnyWhere (SiWA) is the user interface for XA. This document describes the
process to launch System i Workspace Anywhere from within Infor OS. Consequently, the
benefits for both systems are enhanced. With this integration, the user interface of Infor XA can
be accessed as an application in Infor OS.

The user interface includes these components:

Most XA IDF objects that are available in IDF Net-Link.

XA IDF Level 1 tasks that were previously only available through green screen and Host
Presentation Server in Power-Link

Infor System i Workspace Anywhere (SiWA), an intermediate layer. This is required because
XA user interface is not displayed directly within the frame of Infor OS. SiWA receives
information about XA from System i Manager (SiM). As part of the configuration, you export
XA tasks, menus, and users to SiM.

Within SiWA, Net-Link, and 5250 Emulator user interfaces are supported by XA.

This guide describes the process to configure the components, to run XA within the
Infor OS common user interface.

This is the recommended sequence for a complete installation and

configuration:

1 Infor XA server and client with Net-Link
2 Infor System i System Manager

3 Infor System i Workspace AnyWhere

4 Infor Operating Service (OS) MT CE

The screenshot displays the System i Workspace AnyWhere in Infor OS:

Infor XA Configuration Guide for Infor OS MT CE | 9
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Requirements

Chapter 2 Requirements

This chapter describes the requirements for configuring Infor XA within Infor OS MT CE using
SiW Anywhere.

Infor XA Server and Client with Net-Link
Requirements

When XA is installed and configured with an available IBMi, you must install System
Manager on each IBMi which runs XA environments that you intend to use in System i
Workspace or Infor OS MT CE.

Infor Development Framework for Infor XA 06.03 (IDF R9) and any additional IDF licensed
applications like IDF Power-Link with Integrator and Net-Link.

Infor XA IDF 9.2.2 client software build must be 02.09.02.02.30 or later.

Infor XA IDF 9.2.2 server PTFs is PCM SH16055 (XA 9.2.2 with PTF level 025000).
Infor XA IDF 10.0 client software build must be 03.10.00.01.03 or later

Infor XA IDF 10.0 server PTFs is PCM SH16231 (XA 10.0 with PTF level 00100).

IBMi standard software set option 5770SS1: Option 8 — AFP Compatibility Fonts (required for
TIFF image support).

IBMi standard software set option 5770TS1 on V7R3/R4 i5/0S, must have both the base
option and Option 1 installed (required for PDF support).

Additional software required for System i System Manager:
The required OS/400 level for Infor System Manager 3.0.4 must be at least V7R3.
Infor System Manager v3 plus latest PTF (143 minimum)

These PTFs are required to correctly generate self-signed certificates within the IBM HTTP
Server as additional software for System i Workspace with IBMi deployment:

0S400 V7R3 - R730 PSY S167280 UP18/05/04 | 1000
IBM J9 VM 1.8.0 64-bit JVM (5770-JV1 option 17)

Note: This JVM version must be installed and enabled over all Application Servers installed
within the WebSphere profile that you intend to use with System i Workspace.

IBM HTTP Server (latest updates required)
WebSphere Application Server Base v9.0.0.11 (or higher)
WebSphere Application Server Plugins v9.0.0.11 (or higher)

Infor XA Configuration Guide for Infor OS MT CE | 11



Requirements

Note: You need to ensure that a default profile and server is created. By default, the profile name
of this profile is called “default” and the server “serverl”.

Infor System | System Manager Requirements

Software Requirements
The required OS/400 level for Infor System Manager 3.0.4 must be at least V7R3.

Note: If you are using iASPs (Independent Auxiliary Storage Pools) on your IBMi machine, you
must contact an Infor Consultant to discuss how to proceed with your System i Workspace
installation.

Security Requirements

IBMi accounts required

These user account(s) must be created, if not already present on your IBMi server. If the
accounts already exist, then ensure that their security configuration is as specified:

User Requirement

Security Officer User with sufficient authorities to  This user must have a profile with

install System i System Manager (the install must *ALLOBJ and *SECADM special

default to QSECOFR) authorities to be able to install System i
Workspace.

Infor System | Workspace AnyWhere
Requirements

SiW AnyWhere can be installed with either Windows or IBMi deployments. One SiwW
AnyWhere server can support multiple XA machines/environments, or you can also use
multiple SiW servers.

12 | Infor XA Configuration Guide for Infor OS MT CE



Requirements

Hardware requirements

Note: System i Workspace must NOT be installed on any server machines acting as a Domain
Controller, DNS Server, WINS Server, Mail Server or any other mission critical machine.

Microsoft Windows deployment

These are the hardware requirements for the deployment of System i Workspace onto your
Microsoft Windows Server:

Note: Please see https://docs.microsoft.com/en-us/windows-server/get-started/system-
requirements for the core hardware requirements for Microsoft Windows Server.

The sizing figures below were produced from observations of a standard Infor System i
Workspace AnyWhere deployment, with two versions of Infor System21 Screen Design Template
and Help files installed. This requires an initial product footprint of 2GB of memory on top of the
2GB required by Microsoft Windows Server (with Desktop Experience enabled) and
approximately 2GB of disk space (including JDK).

We observed that each unique user session consumed approximately 50Mb of memory, and
each 5250 AnyWhere session consumed an approximate additional 5SMb of memory. Therefore,
a minimum of 6GB of memory is recommended for a 5-user deployment for evaluation.

These sizing figures are provided as estimates to help establish base requirements for your Infor
System i Workspace AnyWhere deployment. Before committing to a deployment, we strongly
recommend you discuss sizing of your server hardware with your Infor representative so they
can provide more accurate figures for the requirements within your enterprise with respect to the
users, sessions and features you wish to utilize within Infor System i Workspace AnyWhere.

Component Minimum Requirement

CPU Table text

Infor XA Configuration Guide for Infor OS MT CE | 13
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Requirements

Component

Minimum Requirement

CPU

B4-bit, 2 Cores for evaluation purposes only
G4-bit, 4 Cores (15-50 users)

B4-bit, & Cores (50+ users)

System i Workspace uses a 64bit Java JVM so
memory should not be a limitation. Some tuning of
Java memory configuration may be required along

with Tomcat thread configuration when supporting
more than 250 users.

RAM

& GB for evaluation purposes only
8 GB (15-50 users)
12 GB {50+ users)

Hard disk

100 GB

LAN

Gigabit Ethernet (Windows server should be located
on the same LAN as your IBMi to keep network
latency to a minimum)

IBMi deployment

These are the hardware requirements for the deployment of Infor System i Workspace

AnyWhere onto your IBMi Server:

Component Minimum Requirement
Processor Minimum of 1000 CPW per partition.
Disk Space Minimum of 5 GB of available disk space.

14 | Infor XA Configuration Guide for Infor OS MT CE



Requirements

System | Workspace clients

Component

Minimum Requirement

CPU

CPU power is an important performance factor
because System | Workspace is a rich and complex
GUI browser application. We recommend that you use
a CPU with an individual core speed of 2.0 GHz or
faster.

RAM

Consult your web browser documentation for its
memory requirements. To achieve optimal
performance, usually 4 GB or mare of internal memory
is required, and at least 1 GB free after all other
applications are loaded.

Hard disk

Consult your web browser documentation for its memory
requirements. If you are planning to install the System i
Emulator, then at least 2 GB of free hard disk space is
required.

YWideo

Video adapter supporting a minimum resolution of
1440x900.

Note: The hardware requirements depend on many different factors and combinations which
impact the performance of System i Workspace clients. Consideration must be given to the
number, and type, of applications in use, the anti-virus software installed, browser plug-ins and
importantly, the number of concurrent System i Workspace sessions that each user has open at

any one time.

Software requirements

This section describes the software requirements for Infor System i Workspace AnyWhere
including Operating System requirements, for the deployment configurations covered in

this document.

Infor XA Configuration Guide for Infor OS MT CE | 15



Requirements

Operating systems

Platform

Supported Versions

Client PC

o Microsoft Windows 8.1 (32bit or 64bit)
¢« Microsoft Windows 10 (64bit)
« Apple Mac OS (Big Sur or later)

System i Workspace Server

e Microsoft Windows [Server 2019 Standard (or above)
o« Microsoft Windows Server 2016 Standard (or above)
Caution: In this guide, when we refer to the term “Windows

Server”, it is this Operating System software version
that is being referenced.

IBMi 05400 V7R3 or VIR4

Software

Platform Software Requirements

Client PC ¢ Microsoft Edge, Google Chrome, Mozilla Firefox or Apple

Safari with latest updates applied
e Aninstallation of Acrobat Reader DC, or any alternative PDF
viewer, that supports integration with your web browser

All of these if the System i Emulator is going to be used:
e Microsoft .NET Framework 4.8

e System i Emulator Update Manager (delivered within the
System i Workspace ISO image)

Microsoft Windows Server

Amazon Corretto 11 JDK (x64)
Note: At the time of writing the exact version of Corretto 11 was
11.0.5.10.1

Supported browser clients

System i Workspace supports these browsers on Microsoft Windows:

¢ Microsoft Edge (Chromium version)

e Google Chrome (version 80 or later)

System i Workspace supports these browsers on Apple Mac OS:

e Google Chrome (version 80 or later)

o Apple Safari (version 14 or later)
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Removal of Internet Explorer Support

As of July 29, 2015, Microsoft ended support for Internet Explorer® (IE) browser IE11 (except for
security patches) and recently announced the retirement of the product as of June 15, 2022.
Please see the Microsoft Lifecycle Policy for more information.

Following Microsoft’'s announcement, Infor no longer supports IE with Infor System i Workspace
AnyWhere from FP14.

While Microsoft recommends IE Mode within Microsoft Edge® as the default browser for all users
moving forward with legacy software, Infor doesn’t support System i Workspace and its
associated applications running under IE Mode in Microsoft Edge and concentrate on non-
proprietary industry standard browser technologies.

A project has been underway at Infor for several years to remove the dependency on Microsoft
IE and ActiveX® technologies. That work was completed with the release of Feature Pack
(FP)12 for System i Workspace AnyWhere in July 2021. FP12 delivered a complete HTML
replacement for the System i Emulator Designer application to work alongside the 5250
AnyWhere Emulator. As a result, both are now independent of the Microsoft IE and ActiveX
technologies. Future Development efforts arededicated to HTML-based versions of the
applications.

Removal of the System | Emulator and Update Manager

As part of the removal of support for Internet Explorer, the remaining certified web browsers
supported by Infor System i Workspace AnyWhere do not support Microsoft ActiveX®-based
plugins, therefore, both the System i Emulator, and its Update Manager, have now been
removed and isno longer be supported with Infor System i Workspace AnyWhere.

After upgrading to FP14, we recommend that customers who have existing deployments of
the Infor System i Workspace AnyWhere version of the System i Emulator should uninstall
it from their client PCs. if they are not utilizing it for any older versions of Infor System i
Workspace (such as System i Workspace v2015)

The Infor System i Workspace AnyWhere documentation has been updated to reflect these
changes, including the removal of the System i Workspace AnyWhere — Emulator Extensions
Guide, which has been replaced by the new System i Workspace AnyWhere - 5250 AnyWhere
Emulator Extensions Guide.

Caution: Support for any of the web-based products that run inside the System i
Workspace framework (such as Infor IDF/Net-Link, WebTop, etc.) you should consult that
product’s Installation/Administration Guides for details of which browsers are supported
and/or any configuration requirements

Refer the Client Settings chapter in System i Workspace AnyWhere Installation and
Administration Guide for specific configuration that may be required for the client
browsers.
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Security and account requirements

IBMi accounts required

These user accounts must be created if not already present on your IBMi server. If the
accounts already exist, then ensure that their security configuration is as specified:

User

Requirement

Security Officer User with
sufficient authorities to install
System | Workspace (the
install will default to
QSECOFR)

This user must have a profile with *YALLOBJ and *SECADM
special authorities to be able to install System 1 Workspace.

Database User to access
System Manager, WFIi files
(the install will default to
JDBC_AMV3) depending on
the version of System
Manager you selected. The
installer will create an
account if it doesn’t already
exist and configure the
account as per the
requirements.

This user must have a Group Profile of AULUSER, Supplemental
Groups of AULSECOFR, AULEXTOWN, AULAMDBUSR and
AULDBUSER and the Password expiration interval
(PWDEXPITV) set to "NOMAX.

It is also recommended that this user is set to *"SIGNOFF for
security reasons.

This user should also have a library list setup either by defining
the job description or using an initial program, which should
include the System Manager libraries as part of their initial library
list.

Caution: If you are using iASPs (Independent Auxiliary Storage
Pools) on your IBMi machine, you should contact an Infor
Consultant to discuss how to proceed with your System |
Workspace installation.

Caution: This Database User must have enough authority to read
the Spool, Message and Job queues of all IBMi users that
have access to the My Spool Files, My Jobs and My
Messages widgets, along with authority to carry out
certain actions on their behalf (such as delete a Spool
File). This authority will not be enabled by the installer and
must be applied manually.
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SSL/TLS encryption

Microsoft Windows deployment

System i Workspace uses SSL/TLS encryption for all communication over HTTP between
the Client and Server. The System i Workspace installer allows you to choose either a
Self-Signed Certificate, which is created by the installer automatically, or, if performing a
Microsoft Windows deployment, use one that has been purchased or generated from a
Certificate Authority (such as Comodo, Symantec or from one of the many other
providers).

If you are using a certificate from a Certificate Authority, you need the following items
during the installation of System i Workspace:

* A Keystore file that contains your purchased SSL Certificate and a full Certificate
Authority Chain

* The password to this Keystore file
* The Alias Name for this Certificate within the Keystore file

Please see section Secure Sockets Layer (SSL) in Security Chapter for further details
regarding how to obtain these items before you begin installation of Infor System i
Workspace AnyWhere

IBMi deployment

Ensure the appropriate PTF for your IBMi Operating System, documented in the Software
Requirements section above, is applied.

See IBMi deployment section of the Pre-requisite installations chapter for more information
on configuring SSL before installing Infor System i Workspace AnyWhere

Infor Operating Service Requirements

You are expected to have latest version or minimum version of Infor OS MT CE tenant
provisioned with all required applications and Authorizations.

Client prerequisites

This section describes the software requirements for clients of the Infor OS.
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Supported browsers

Infor OS recommends that users use these browsers:

e Chrome for Windows and Mac OS

e Safari 11.x and 12.x for Mac OS only
e Safari 9

e Microsoft Edge

e Microsoft Edge Chromium

Screen resolution

The Infor Ming.le shell supports responsive design and adjusts to fit the content on different
devices depending on these resolution widths:

e Desktop — 1280px and up

¢ Recommended desktop resolution: 1280 x 1024

e Tablet - between 768px and 1279px

e Mobile - between 320px and 767px
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Chapter 3 Installation

This chapter provides information on System Manager and System i Workspace AnyWhere
installations.

Installing System Manager

For the complete set of instructions required to install System Manager, see the Infor System
Manager Quick Install Guide for Infor XA in the Infor Support Portal (search with the guide title
in the System i Common Components section).

Note: For additional information, refer Infor Si System Manager Installation Guide.

Installing System | Workspace AnyWhere

Microsoft Windows deployment

For installation and configuration of SiwW AnyWhere to run on Tomcat Web Server, refer Infor
System i Workspace AnyWhere Installation and Administration Guide and follow all the
steps related to “Microsoft Windows deployment”.

Note: If you want to install and run multiple instances of SiW AnyWhere Tomcat in a single
Windows server using unique ports for each individual installation, please follow the required
additional settings mentioned in Appendix F in this guide.

IBMi deployment

For installation and configuration of Siw AnyWhere to run on WebSphere Application Server,
refer Infor System i Workspace AnyWhere Installation and Administration Guide and follow
all the steps related to “IBMi deployment” section.

Refer these for any issues or missing steps observed during this deployment process:
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e When working on step no 6, in Creating a local Certificate of Authority section, if you
observe “Select Applications” page that requests to Select which applications
canuse the certificate, as displayed in the screenshot, then select all the applications
having XA IBMi server in “Assigned Certificate” Column. For example, select all
applications having “USALIL2M” in “Assigned Certificate” column as displayed.

Digital Certificate Manager
Select Applications

Message Your certificate was created and placed in the certificate store listed below.
Certificate type: Server or client

Select a Certificate Store Certificate store: *SYSTEM

Certificate label: STWA WS
Expand All | Collapse All -

Select which applications will use this certificate:

P East Path
= Create Certificate Warning: When you assign a certificate to a client application and a server requests client authentication. then the server authenticates all users of the
= Create New Certificate Store application based on that certificate. Consequently. the server does not authenticate users on an individual basis. To ensure that the server

authenticates each user of a client application individually outside the SSL protocol. do not assign a certificate to the client application.
= Install Local CA Certificate on Your = =

PC
» Manage Certificates (] Application Tvpe || Assigned certificate
P Manage Applications (] ||Central Server Server USALIL2M
» Manage Certificate Store [ | Database Server Server|  USALILIM
» Mansge CRI Locations [l || Data Queue Server Server USALIL2M
= Manage LDAPT ocation
[ || Network Print Server Server USALIL2M
= Manage PKTX Request [ocation
Beturn to TBM i Tasks [Tl ||Remote Command Server Server USALIL2M
] ||Signen Server Server USALIL2M
@ 1|/ IBM 1 TCP/IP Telnet Server Server USALIL2M
[1{/IBM 1 TCP/IP Telnet Client Client None assigned

o When working on step no 34, in Creating an IBM HTTP Server instance section, if the
“default” WebSphere profile is not displayed in the drop down of the application, then refer
Appendix B in this guide and create the “default” profile in WebSphere.

o After selecting the “default” WebSphere profile, if application displays a message as
‘Indicate which installed application should be mapped to the selected Web Server”,
select the value as 'Default Applications only'.

1BM Web Administration for i N— iy Welcome PATAJAN

Setup BUELENE Advanced | Related Links

All Servers  HTTP Servers  Application Servers | Installations

@ Stopped Server: | WSANYWHERE - Apache v | Server area: | Global configuration hd
J AUU d LneCury o e vweu . L)
[ LDAP Configuration -

) Configure SSL General A

v Server Properties
[ General Server Configuration

[ Container Management ) Disable Servlets and JSPs (Java Server Pages)
Virtual Hosts y -
E Ulﬂﬂda;sing () WebSphere Application Server, v9.0.5.4 PLG
Product install path: /QIBM/ProdData/WebSphere/Plugins/V9webserver
E ﬁ%’—“rie?a'ez:,?ni?s'"g @® \vebSphere Application Server, V9.0.5.4 Base
[ Content Setfings Product install path: /QIBM/ProdData/WebSphere/dppServer/V3/Base
[ Directory Handling
WebSphere profile: | default +
B Securty phere p
[ Dynamic Content and CGI
[ Logging Alndicate which installed applications should be mapped fo | Select a value- v
the selected Web server:
[ Proxy
[ System Resources —
Start all WebSphere application server(s) for the
[ Cache
B FRCA associated WAS instance when this HTTF server is started -
[ Smart Filtering
[ Compression Stop all WebSphere application server(s) for the m
associated WAS instance when this HTTF server is stopped -
B HTTP/2

m Apply Cancel
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e After successful installation of SiW Anywhere on WebSphere, if you encounter “Internal
Server Error” when you try to launch the SiwW AnyWhere for the first time, then refer
Appendix C in this guide.

Note: If you want to install and run multiple instances of SiW AnyWhere WebSphere in a single
IBMi server using unique ports for each individual installation, please follow the required
additional settings mentioned in Appendix G in this guide.

Integration datasheet

During the installation and the configuration tasks, you are prompted for information. Print the
data listed in this table and fill in the information that is applicable:

Data Your value

System Name
System i server on which Infor XA is installed
Identify one server as the default

User ID

System i login User ID for an account on the
machine on which ERP XA is installed. For the
Account, the supplemental group authority
must be AULSECOFR

Password
Password for the System i user ID

Net-Link URL

IDF environment code

You can gather some of the information, such as server names and logins, before you begin the
installation. The remaining data can be filled in the data sheet as you proceed through the
installation to ensure that you have the data when prompted.

Provisioning Infor Operating Service Tenant

It is recommended to use XA with System i Workspace using Infor OS MT CE. You can use XA
with System i Workspace but without Infor OS. You can omit the Infor OS provisioning and
configuration but complete the other steps: install System Manager, install System i Workspace
and the export of the metadata. You can then access System i Workspace directly using
standalone URL as described in the System i Workspace documentation. Even if you plan to use
Infor OS, you must verify the System i Workspace function.
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Chapter 4 Post installation

This chapter provides the post-installation information for System i Workspace AnyWhere.

System | Workspace AnyWhere

Each of the tasks in this section refers to the System i Workspace AnyWhere Installation &
Administration Guide that can be accessed from the Infor Support Portal.

Verifying the installations

After the installation of all the components, you must execute the process described in the
“Verifying the System i Workspace deployment” section of the System i Workspace AnyWhere
Installation & Administration Guide.

Note: Validate both SIWA admin and install verify urls after successful installation.

https://<hostname>:<port>/<web-contextname>/admin.html

Note: If SIWA admin page is not loading properly when you hit above url, then follow the
“Appendix H Validate IBMi Server and DB details in SIWA installation”in
this guide.

https://:<hostname>:<port>/<web-contextname>/install-verify.html

Note: If an Internal Server Error messages is displayed on screen when above url is hit, then
follow “Appendix C Internal Server Error Resolution”in this guide.
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IASP
If your XA Environment is on an iASP, execute these processes to ensure whether IASP group is
set to the right iIASP :

Specify STRM400 on the AS400 screen to start the System Manager.

Select Application Manager and press enter.

1
2
3 Select Maintain Environments and press enter.
4 Press F4 and select Environment.

5

Ensure that the iIASP group is set to the right iIASP.

Maintain Environments

Environment Q0 *UPDATE

Type in details and press ENTER to update

Environment name. . . . . . 9.2 - Build testing w/IFM
Environment group ? . . . . 9.2 - Build testing w/IFM
Role processing . . . . . . 0O (@-No, 1-Yes)

iASP group. . . . . . . . . IASP

Ming.le active. . . . . . . (B-No, 1-Yes)

F3=Exit F4=Prompt Fl1=Delete F12=Previous Fl14=Work Management

Securing Net-Link and Secure Socket Layer (SSL)
configuration

The standard installation process involves secure socket layer (SSL) configuration and accessing
the Net-Link through a URL to the IBMi due to which users are confined to a secure network.

Microsoft Windows deployment

For Secure Sockets Layer (SSL) configuration, follow the process described in the “Secure
Sockets Layer (SSL)” section in the System i Workspace AnyWhere Installation &
Administration Guide.

Refer “Net-Link WAR file deployment”, “WAR file generation”, “Tomcat (version 7.0 +)
section in “WAR file deployment” and “Workspace Net-Link URL configuration” sections in
the Infor XA Setup Guide for Secure Net-Link Guide to set up a secured Net-Link in System i
Workspace AnyWhere.
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IBMi deployment

The “Infor XA Setup Guide for Secure Net-Link” document describes the process to set up a
secure Net-Link and configuring SSL for a IBMi deployment(WebSphere).

Refer “Net-Link WAR file deployment”, “WAR file generation”, “WebSphere (version 9.x)
section in “WAR file deployment”, “Configure SSL” and “Workspace Net-Link URL
configuration” sections in the Infor XA Setup Guide for Secure Net-Link Guide to set up a
secured Net-Link in System i Workspace AnyWhere.

Client Settings

This section explains about the client settings that needs to be configured on each client PC that
accesses the System i Workspace AnyWhere. Follow the procedure described in the Chapter 9
“Client Settings” in the System i Workspace AnyWhere Installation & Administration Guide.

System | Workspace Profiles

It is recommended that you set one System i Workspace AnyWhere Profile for each XA
Environment to be configured.

This means that for each System i Workspace AnyWhere Profile, only one Environment is
configured and this one profile relates back to one application inside Infor OS. Currently, the
Tenant is used, which is associated with each Infor OS application to link back to the XA
Workspace profile.
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Chapter 5 Exporting Metadata

This section describes steps that are required to export the metadata from IDF to SiW. This
metadata describes the card and card files and the contents in IDF. This is used by SiW to
construct the menus and the options.

Enabling host reports

Enabling the export metadata job is required to ensure that AULAMP3 is in the library list for the
environment.

1 On the green screen, specify STRXA at the command to start your XA environment, and
select the correct environment.

Specify CAS on the command line.
Specify AMZM70 on the command line.
Select Maintain Library List.

Add AULAMP3 to the Library List.

g B W DN

Requirements

To run exports:

e Login with a user ID that has supplemental group authority AULUSER and AULSECOFR.
e System Manager and SiW PTFs must be latest.

Exporting metadata from IDF to Workspace

After installations, the users need to export the metadata from IDF to SiW. The metadata
describes the card and card files and the contents in IDF. It is used by SiW to construct the
menus and the options.
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The IDF metadata is the data that describes the objects in IDF and how these objects are
arranged into cards and card files.

This metadata must be converted to SiW metadata which describes the tasks available in SiW
and how the tasks are grouped into menus.

The two interfaces use different terminology and different styles to present the application tasks
available to a user. This export process maps the IDF metadata to the SiW metadata.

Although the Net-Link interface of IDF is integrated with SiW, you must use Power-Link to invoke
the Export process.

Exporting public or private metadata

The Export public metadata to Workspace host job exports the metadata for public card files,
cards, and the related objects. The host job ignores export of metadata for private card files or
cards even for the user who runs the job. However, user defined public card files, cards, and
objects are included.

If you need to export private card files and cards as well as the public ones, you are not required
to run both the public and the private export jobs. The Export private metadata to Workspace job
includes the public card files and cards.

You can rerun either export job if card files or cards are added or modified. You must include
users when you run the host job again. Else, authorization to access the menu is no longer valid.

The export jobs also export definitions for the environment, applications, library lists, companies,
and users.

The Export public metadata to Workspace host job is available in these cards:

e Business Objects object on the Integrator card

e User Profiles object on the Integrator card

e User Profiles object on the Environment card.

This provides users without Integrator access to the job. The process and screenshots in this

section explain the host jobs from the Business Objects object. The process is similar for the
User Profiles object.

The Export private metadata job is only available on the User Profiles object. It is very similar but
allows the selection of the users, to be exported.

1 Start Power-Link.

2 Navigate to the Business Objects object on the Integrator application card or the User
Profiles object on the Integrator or Environment.
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1 Select File > Host Jobs.

the AULAMP3 library is not added to the XA Environment library list.

alphabetical order which is not the best sequence to run them.

data.

Select the Execute check box.

Select the Export public metadata to Workspace tab. The tabs are displayed in

Note: The Host Job option is not displayed if System i Manager is not properly installed or

The Description attribute is applicable only for the logs and does not affect the exported

ol
I
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1 Specify the name of the Top level menu that is created in the Top level menu and menu
name prefix field. From the Top level menu, you have access to all other exported menus.
This name is used as a prefix for all other exported menus to limit the length. The default top
level menu is IDF. It is recommended that you use IDF unless IDF clashes with an existing
menu. It is also recommended that you do not run the job multiple times with different Top
level menu names, because this creates many similar menus in System i Manager. If you
have to delete redundant menus, use System i Manager functions.

2 Specify the description of the Top level menu in System i Manager, in the Top level menu
description field.

3 Specify if the users must be included, in the Export process in the Include Users field. If you
do not include users, you must run the Export again later and include the users or create the
users manually in System i Manager. If the Export job exports new menus or menu options,
you must select Include users. Else, the authority to the menus and options is not available
in Workspace.

4 Specify if user attributes must be set, in the Set User Attributes field. For an XA user,
selecting Yes for this attribute is usually appropriate. The exception is when you have non-
XA tasks and menus in System i Manager. In this case, you might require an initial menu that
references the exported IDF top level menu and the non-XA tasks.

5 Specify if the menus are replaced in the Replace Menus field. Select Yes to delete previous
version of the menu and export a new version. Selecting No allows the export to run more
quickly but if objects are removed from cards in IDF, obsolete options might remain in
System i Manager.
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Note: Selecting Yes is appropriate, except in the case of exporting additional languages.

6 Specify if translated card file, card, and object descriptions must be exported. A maximum of
five languages can be exported in one run. If you need to export more than five languages,
you can run the Export again with additional languages. If you run the export host job again
to add languages, you must set Replace menus option to No. Else, the previous translations
are lost.

7 Click Submit.

The Export public and private metadata to SiW jobs run on the client, therefore the system is
slow to respond when you click Submit.

A report is generated with the list of exported files and list of errors, if any. This report is
displayed on the system used for the Submit process and not on the host.

Exporting IDF level 1 tasks

You must run the Export L1 data to Workspace host job to use IDF Level 1 tasks in SiW. The
Export L1 data to Workspace host job exports both Infor supplied and additional user defined L1
Options.

If you do not require L1 tasks in SiW, do not run this export process. The Export L1 data to
Workspace host job is available in Business Objects on the Integrator application card, in
Power- Link. The Export L1 data to Workspace host job is also available in the User Profiles
object on the Integrator or Environment application cards. This provides access to the Export
L1 data to Workspace host job without an Integrator license.

You must run either the Export public or private metadata job before executing this job. Else, the
Export L1 data to Workspace host job fails.

Note: You must run the Export public or private metadata job again after executing this job.

The Export L1 data to Workspace Host Job generates the tasks and menus required in SiW to
run user IDF L1 options.

1 Start Power-Link.

2 Navigate to the Business Objects object on the Integrator card.
3 Select File > Host Jobs.
4

Select the Export L1 data to Workspace tab. The tabs are displayed in alphabetical
sequence.

5 Select the Execute check box.

Note: The Description attribute is for the logs and does not affect the exported data.
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1 Specify this information:

o Menu name prefix: Specify the prefix used for the generated menus. Using the same value
as in the public or private metadata job is recommended. The generated menu names may
have the same prefix, which is not an issue.

e Language attributes: Specify the translated menu and option descriptions to be exported to
Siw.

2 Click Submit.

The Export L1 data to Workspace host job runs on the iSeries and generates a report that can be
located using WRKUSRJOB.

When the export is complete, it is necessary to run the Export public or private host job again.

In the first run of the export, the links to the L1 menus are dropped as the L1 metadata is not
available. After the L1 export, the metadata is available but not linked to the other menus. In the
second run of the public or private metadata, the links are established.
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Exporting users to Workspace

In XA, an environment might be unlocked and therefore the environment can be accessed by
anyone with a valid IBM i user profile. For SiW, all the users must be authorized to use System i
Manager.

Users are exported to Workspace using the Export public metadata to Workspace host job or the
Export private metadata to Workspace host job.

If you have XA users who are not defined in the User Profiles object, it is recommended that you
define the users before you run the Export users to Workspace host job. Otherwise, you must
define the users in System i Manager and authorize suitable menu authority. To define these
users, select User Profile Maintenance on the Security Maintenance in Cross Application Support
(menu AMZM38 option 5.Work With XA User Profiles).

If you use SiW to run tasks exported from IDF and run the public or private version of the Export
metadata to Workspace host job for the first time, you must set the Set user attributes to Yes.

Otherwise, the initial menu is not displayed for the users in the workspace. This is applicable for
most XA users. You can change this attribute to No for subsequent Export users to Workspace
host jobs, unless you have defined additional users or additional private card files and cards.

Additional metadata maintenance

If cards or card files are changed in IDF, then it is necessary to export the metadata again. This
is required if you:

e Add an object to a card

e Remove an object

e Change the workspace of an object on a card

e Add a new card, a new card file, or change the cards in a card file.

The only Integrator change that requires a rerun of the export is a change to the business object
title.

If you have not added or changed L1 user options, it is not necessary to run the L1 export again.
A single run of the public or private metadata export job meets the requirement.

Re-exporting metadata from IDF to Workspace

If you make changes in IDF that affect the IDF cards (for example, additional objects) or IDF L1
Tasks (for example, additional user options), you must run the appropriate Export host job(s)
again.

If your change does not affect L1 tasks, then you can run the Export public metadata to
Workspace host job or the Export private metadata to Workspace host job. Use the public or
private version depending on whether you require public cards or public and private cards file or
cards.
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If your change affects L1 tasks, for example, an additional user defined L1 task, then you must
run the Export L1 data to Workspace host job. You might have to run the Export public metadata
to Workspace host job or the Export private metadata to Workspace host job afterwards. Your
action depends on whether the change requires a new link from an L2 menu to an L1 menu. Itis
recommended you run the Export public metadata to Workspace host job or the Export private
metadata to Workspace host job regardless.

After these jobs, you must run the Export users again to Workspace host job to configure the
authority of the exported tasks in SiW. You are not required to use Set user attributes when re-
exporting users, the job sets the menu authority whether this attribute is used. If you have
deliberately changed a user’s initial menu in System Manager, then you must specify No for Set
user attributes.

Because most of the export jobs do not support subsets, you might export more metadata than
required. This result is not usually a problem because unchanged objects, card files, and cards
export the same data as previously. If you have changed any of the exported data in System
Manager, these changes may be overwritten by a re-export. Therefore, it is recommended you
do not modify System Manager data created by an export host job. System Manager warns you if
you attempt to modify System Manager data created by an export host job but does not stop you.
If you must build your own menus in System Manager that refer to exported data, it is
recommended you create new menus rather than modify exported ones. Avoid the menu prefix
that you used in the exports, (for example, IDF) to prevent a conflict.

After you run the export host job(s), you must refresh the System i Workspace data. See
“Updating Workspace”.

Exporting multiple environments

Environments are usually independent of each other in both IDF and System Manager. You can
export different IDF environments independently and with different options.

There is one situation in which the environments interact: a user in System Manager has the
same initial menu identifier in all environments. That is, if a user’s initial menu is IDFUS00123 in
one environment, then the initial menu is IDFUS00123 in all other environments. In XA, the menu
might or might not have the same definition in all environments and the menu might not even
exist in all environments.

The Export public metadata to Workspace host job does not create user specific menus and, if
the default prefix is used, all users are assigned the initial menu (which by default is IDF). This
means the identifier of the initial menu is IDF in all environments, but the menu is not necessarily
the same in all environments, the options may vary.

The Export private metadata to Workspace host job creates specific user menus that allow
access to the user’s private card files and cards. The names of these menus are the selected
prefix, IDF by default, followed by US and a number. The numbers are assigned sequentially (for
example, 00001, 00002, 00003) in the first run of the host job. When the job is run for a second
or later environment or rerun for the first environment, any previously exported user is assigned
the same number. Users not previously exported are assigned a new number. Therefore, the
user menu numbers may not be consecutive on the second or subsequent export.

Problems can occur if private metadata is exported in one environment and not another since
one environment assigns an initial menu such as IDFUS00123 and the other environment, IDF.
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To avoid problems with initial menus, it is recommended:

1 If you export private metadata in one environment, you can do so in any other environments
as well. If necessary, re-export environments that were previously exported with only public
data.

2 Use the same menu prefix in all environments. It is recommended you use the default menu
prefix, IDF, unless a clash with existing menus occurs.

3 If some users have an incorrect initial menu because you changed from public to private
export host jobs or changed the prefix, then run the Export public metadata to Workspace
host job again or the Export private metadata to Workspace host job with Set user attributes
specified as Yes.

If you are familiar with System Manager, you can use System Manager functions to specify or
correct user’s initial menus or authority. If you change user’s initial menus or authority in System
Manager, it is recommended you specify No for Set user attributes in the Export public metadata
to Workspace host job or the Export private metadata to Workspace host job.

Example of exporting multiple environments

Menus are defined in environments, so for example, the menu SOMEMENU in environment AA
is not necessarily the same as the menu SOMEMENU in environment BB and the menu might
not exist in environment CC. However, the initial menu for a user does not specify an
environment. So, if you change the initial menu for SOMEUSER to SOMEMENU, then you need
to ensure that SOMEMENU exists in all the environments that SOMEUSER accesses.
SOMEMENU is not required to be the same in all the environments, but it must exist. Because of
this requirement, you must either use the Export public metadata to Workspace host job in all
environments or Export private metadata to Workspace host job in all environments. For
example:

e The Export public metadata to Workspace host job is run for environment AA. The menu IDF
is exported and specified as the initial menu for all users. At this point, all users must be able
to access SiW for environment AA and see the menu IDF.

o The Export private metadata to Workspace host job is run for environment BB. User specific
menus such as IDFUS00123 are generated and specified as the users’ initial menus. For
example, user JOHNDOE has his initial menu specified as IDFUS00123. JOHNDOE can
successfully access SiW for environment BB and see his personal menu but gets an error
when he tries to access environment AA since there is no menu IDFUS00123 in environment
AA.

If the two export host jobs had run in the reverse order, then the problem is different. If the Export
public metadata to Workspace host job is run second, the initial menu for JOHNDOE and other
users is changed to IDF. JOHNDOE can access SiW in both environments but only sees menu
IDF. He does not see his personal menu IDFUS00123 in environment BB.

This example assumes that the Default menu prefix has been used in all exports and that Set
user attributes is Yes. The result is different with other settings but in all cases problems happen.
Your only solution is to either use the public job for all environments or the private job for all
environments.

The Export private metadata to Workspace host job ensures that the same menu name is used
in all environments. If JOHNDOE is assigned IDFUS00123 in environment AA, then he is
assigned IDFUS00123 in BB.
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Note: Refer KB 2105811 on Export Metadata log and Export L1 data log for further reference.

Updating Workspace Application Manager in SIW

After the completion of Export metadata, the users must update the Workspace Application
manager to update the definitions in SiW.

To update the definitions (exported from IDF to System Manager) in SiW:
1 Open the utility by specifying this URL for SiwW Anywhere:

https://<hostname>:<port>/<web-contextname>/admin.html

2 Navigate to Update Definitions under Application Manager.
3 Choose the respective profile from the Choose Profile dropdown.

4 If you are performing this process for the first time after environment setup or after metadata
export, then select Update main Application Manager definitions and click Update.

Infor System | Workspace = Update Definitions

AnyWhere Administration

B8 version Information Choose Profile m

Lo2JJ -
Configuration Update main Application Manager definitions

Select all Select all existing Select none You need to run this if you add, modify or remove any user, role, task, menu or menu
option (including adding or removing them from roles) OR change the role processing
mode ie. switch it on or off. (NB. When changing the mode, you may also need to end

Update Definitions the QZDASQOINIT jobs on the iSeries.)

Application !

1 Click Select all to select all users/roles or select a specific user.

2 Select the Update main Application Manager definitions check box to ensure all definition
updates in System Manager are reflected in System i Workspace.

3 Select Update.
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Infor System | Workspace
AnyWhere Administration

]

Update Definitions

Lo2n v

Select all Select all existing

Users

Roles

Select none

Update main Application Manager definitions

Bl | Update following users
Q

ADEEPCHA - * User not defined to 05/400 *
ADIXIT - Akash Dixit (HCL
ADUSRAJ - * User not defined to 0S/400 *
AGARIPAL - * User not defined to 0S/400 *
ALASUN - Sundeep Ala
ALLEMIC - * User not defined fo 0S/400 *

AMAPICS - AMAPICS USER PROFILE

&1 Update following roles
Q
WFIWMADM - Work Management Administrator
WSADMIN - System | Workspace Administrator

WSSYSCMD - System i Commands

Note: Refer the” Application/System Manager Synchronisation ” section in the Chapter “System i
Workspace additional configuration” in the System i Workspace AnyWhere Installation &

Administration Guide for more information.
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Chapter 6 Additional configuring in SIW

System properties changes

1 Locate the System i Workspace system.properties file (as documented in the System i
Workspace AnyWhere Installation Guide).

2 Add this property to enable System i Workspace AnyWhere to be launched from Infor OS:

Property Description

com.infor.siw.cloud.mingle.url The URL, minus any context path, of the
Infor OS server that is hosting System i
Workspace AnyWhere. This URL must be
correct to prevent ClickJacking. Else, the
browser does not let System i Workspace
execute inside Infor OS. For example:
https://mingle.your-enterprise.com

3 Restart System i Workspace. For an IBM i deployment, ensure the serverl application server
and HTTP server are also restarted.

Note: If the Infor OS uses port as well in URL while launching, then you must add the port
number also in the previous example:
https://mingle.your-enterprise.com: XXX
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File Edit Format View Help

com.infor.config.dbserver=USALIL2M.INFOR.COM
com.infor.instance=WSANYWHERE

com.infor.kerberos=0

com.infor.realm=

com.infor.install.type=WAS

com.infor.refresh-am-cache=0

com.infor.siw.usercache.size=500
com.infor.domains.allowed=usalvwxadvxi@l.infor.com
com.infor.siw.cloud=1
com.infor.siw.cloud.mingle.url=https://usalvwxadvxi@l.infor.com: 3443
com.infor.siw.cloud.idp.properties=/fedlet_config
com.infor.siw.cloud.mingle.slo.url=https://usalvwxadvxi@l.infor.com

¢s.CZ=IBM852
ru.RU=IBM855
pl.PL=IBM852
tr.TR=windows-1254

File Edit Format View Help

com.infor.config.loc=/QIBM/UserData/WebSphere/AppServer/V9/Base/profiles/default/instal »
ledApps/usalil2a/WSAnyWhere.ear/Workspace.war/server/restricted

com. infor.config.dbkey=WSAnyWhere

com.infor.config.dbuser=JDBC_AMV3

com.infor.config.dbpasswo

com.infor.config.dbserver=usalil2a.infor.com

com. infor.instance=WSANYWHERE

com.infor.kerberos=9

com.infor.realm=

com.infor.install. type~HAS

com. infor.refresh-am-cache=0

com.infor.siw.usercache.size~500
com.infor.domains.allowed=mingle-integ02-portal.mingle.awsdev.infor.com,mingle-integd2
-sso.mingle.awsdev. infor.com,usalvwxadvxi@l.infor.com
com.infor.siw.cloud.mingle.url=https://mingle-integ@2-portal.mingle.awsdev.infor.com
com. infor.siw.cloud=1

com.infor.siw.cloud.idp.properties~/fedlet_config

com. infor.siw.session.cookie=)SESSIONID

com. infor.siw.cloud.debug=1
com.infor.siw.cloud.mingle.slo.url=https://mingle-integd2-sso.mingle.awsdev.infor.com

¢s.CZ=1IBM852
ru.RU=IBM855 v

Configuring Single Log Out

Note: If using SIWA FP 14 or above below settings are discontinued hence not be available for
customers.
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The Single Log Out (SLO) behavior is set via the System i Workspace AnyWhere Administration
Ul (admin.html), Workspace Configuration > Profiles, using the Single Log Out Behavior
field found in the section InforOS Platform Integration Settings:

Setting Description
Allow and terminate all System i Emulator The Sign Out link inside the
sessions System i Workspace AnyWhere

Application menu is hidden. To
sign out, the user must use the
Infor OS Sign out option.

If the user signs out of Infor OS
while having active 5250
AnyWhere Emulator sessions, the
sessions are disconnected from
the client, but preserved on the
System i Workspace server. The
sessions are automatically
recovered and restored when the
user next signs into System i
Workspace

If the user signs out of Infor OS

while having active System i

Emulator sessions, the sessions

are terminated (unless using the

System i Workspace Telnet Proxy),

which can cause object/record

locks within your system.

Customers, that do not use the

System i Emulator, must use this

setting.

Note: This is now the recommended
setting for customers who use
the 5250 AnyWhere Emulator
for running the daily SIM
tasks in the enterprise.

Block if any active System i Emulator The Sign Out link inside the

System i Workspace AnyWhere
Application Menu is displayed.
Users must manually exit any
System i Emulator tasks and then
sign out of System i Workspace
before signing out of Infor OS. This
is the default setting.
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Allow cross-domain cookies

Due to further browser security restrictions, cookies set within iframes are now being treated as
third-party cookies which breaks System i Workspace AnyWhere from functioning when
integrating with Infor OS MT CE. To get around this issue we must enable the Same Site Cookie
flag which alters how the browse treats these cookies.

Windows SiWA Deployment:

1 Edit file conext.xml which can be located in the tomcat\conf folder:
(For example: C:\Program Files\Infor\SiwAnyWhere\tomcat\conf)

2 Add the following line to the <Context> element:

<CookieProcessor className="org.apache.tomcat.util.http.LegacyCookieProcessor
sameSiteCookies="none" />

3 Save the file.

= cortext xml E3

L
<!—— The contents of this file will be loaded for each web application —-->
[H<Context zezzionCoockiclame="JSESSIONID NEW":>
<CookieProcessor className="org.apache.tomecat.ntil.http.LegacyCookieProcessor" sameSiteCookies="none" />

1 <!—- Default set of monitored resources. If omne of these changes, the -
22 <!-- web application will be reloaded. -
<WatchedRezource>WEB-INF/web.xml</WatchedResource>
<WatchedResource>WEB-INF/tomcat-web.xml</WatchedResource>
<WatchedResource>§{catalina.base}/conf/web.xml</WatchedResource>

<!—— Uncomment this to disable session persistence across Tomcat restarcs ——>
= le=
<Manager pathname="" />

31 < /Contexts

IBMi SiWA Deployment:

1 Use the following URL (replacing <hostname> with your IBMi server FQDN or IP Address):
http://<hostname>:2001/HTTPAdmiIn

(for example: http://usalil2a.infor.com:2001/HTTPAdmIN)

2 Navigate to your SiWAnyWhere installed HTTP Instance and select Edit Configuration File
3 Add the following lines as shown below:

Header always edit Set-Cookie "*(?!.*(\s+|;)(?i)SameSite=)(.*)" "$0; SameSite=None; Secure"
env=ISAMESITE_SKIP
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Header onsuccess edit Set-Cookie "N(?!.*(\s+|;)(?))SameSite=)(.*)" "$0; SameSite=None; Secure"
env=ISAMESITE_SKIP

& c A Not secure | usalil2a.infor.com:2001 /HTTPAdmIn

i Apps SupplierExchange Infor OS5 Infor | Wiki SIW AnyWhere XA_|ntegrations | 5... IBM i CPQ | SalesPorta m |

Administral

AllSarvers  HTTP Servers  Application Servers | Installations

W Running @ E‘_’] Server. [ WSANYWHERE - Apache w | Server are= | Global configuration hd

w Common Tasks and Wizards WEANYWHERE > Edit Configuration File
J Create Web Services Server
) Create HTTP Server
o) Create Application Server

Edit Configuration File

w HTTF Tasks and Wizards Selected file: fwwarwsanywhers/conftipd.conf
) Add a Directary to the Web =
& LDAP Cenfiguration LogMaint logs/error log 7 @ o

o Configure S5L SetEnvIf "User-Agent” "Mozillas2" noksepaslive

"User-agent” "IDK/1%.8" force-response-l1.8@

f "User-Agent” "lava/1\.8" force-response-1.2
"User-agent” “RealPlayer 4%.8" force-response-1.8@

"User-Agent” "MSIE 4%\.8b2;" nokeepalive

SetEnvIf “"User-agent™ "MSIE 4%.eb2;" force-response-1.8

CetEny HTTPS_PORT 443

w Server Properties
By General Server Configuration
04 Container Manapement
B \firtual Hests
& URL Mapping

g Eﬁ‘l‘f;‘ep'“"f:s‘“g Header always edit Set-Cookie "~(2!.*(\s+|;}(?1)SameSite=){.*)" "$8; Ssmesite=None; Secure" env=!SAMESITE_SKIP
[ Content sz,ﬁngs Header onsuccess edit Set-Cookie "~(20.*¥(\s+#|;)(?i)sameSite=)({.*}" "$8; SameSite=None; Secure" env=!SAMESITE_SKIP
4 Directory Handling DirectoryIndex index.himl
<Directery />
B Security Require all denied
By Dynamic Content and CGI </Directorys
B Logging - .
<Directory /wew/wsanywhere/htdocs>
[ Proxy F_tequ:lr‘e a1l gramted
[ System Resources </Directery»
] g;ccif evirtualtost *:443:
& 5
4 Smart Filtering SSLERZLNE On
 Compression SSLAppMame QIEM_HTTP_SERVER_WSAMYWHEREL

colDisable SSLw2 SSLv3

& HTTR2
=rByType DEFLATE text/himl
rByType DEFLATE text/css
yType DEFLATE text/javascript

B4 WebSphere Application Server

s yType DEFLATE application/javascript
&£
o Display Configuration File ht,
< Edit Configuration File = WMITECCESS .
o Directive Index
o Real Time Server Statistics ,

R Resize the edit window: Shorter Taller Narmower Wider
[ox| |apply | cancet

4 Click on Apply and then click OK.

5 Restartthe HTTP Instance and its associated Application instances. (for example: HTTP
instance WSSANYWHERE and its associated Application instances default/serverl and
default/WSAnyWhere)

Note:

Same Site Cookie configuration need to be implemented in Net-Link related HTTP instance
Configuration File as well along with SiWAnyWhere HTTP instance, if both are running on
different ports on WebSphere.

As an alternate below changes can also be implemented to handle this issue.

Follow the “Appendix D Configuring SiWA IBMI WAS with single port” from Infor XA Infor
XA Setup Guide for Secure Net-Link guide to run both SiWA and Net-Link applications from
same port and Same Site Cookie configuration done on SiWA HTTP instance will be enough to
handle this.
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System | Workspace additional configuration

System i Workspace is configured during the installation process so, by default, no additional
configuration is needed to start and use System i Workspace.

However, you may want to add additional environments by referring the “Adding extra
environments” sections in the Chapter Post installation tasks and other configuration, such as
adding additional profiles, can also be performed if you wish to have different profiles by referring
the “Configuring System i Workspace” and “Application/System Manager Synchronisation ”
sections in the Chapter “System i Workspace additional configuration”in the System i
Workspace AnyWhere Installation & Administration Guide.
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Chapter 7 Configuring XA in Infor OS MT CE

Use the steps provided in this section to configure XA with Infor OS On-Premise and Cloud using
Ming.le.

As mentioned in “Post installation” chapter, it is recommended that you have one System i
Workspace profile for each XA environment that you intend to configure and to match each
profile with one Infor OS application. For example, you can have an XA test environment and an
XA production environment, each with their own Application tab.

To configure the integration, log on to Infor OS with a user ID that is assigned Administrator role
for the Infor OS application. It is recommended that you use the same user ID that is used to
install Infor OS, that is, SPInstall.

You can use the Infor OS environment to access the IDF views and screens. Users can access
the Net-Link screens to which their user profile has authorization. Users can view all the IDF
options that were exported whether the user profile has authority to the options.

Infor Ming.le uses Infor ION terminology. If you have installed Infor ION and configured ION to
work with XA, use the same values that you used in that installation. If you are configuring Infor
Ming.le but have not yet implemented Infor ION, note the values that you use and then use these
same values when you install Infor ION.

These terms are common to Infor Ming.le, Infor ION, and integrations that use Infor ION:

e Tenant
The tenant is the container for accounting entities and locations. No data is ever shared or
accessible between two tenants. Your production environment and your test environments
are separate tenants. The default tenant is Infor.

e Accounting entity
The accounting entity is the lowest level for financial reporting. In an XA implementation, a
Financial Divisions, Companies, Sites, and Warehouses are Accounting entities. Accounting
Entities are defined as Organization Node in the Financial Division, Company, Site, and
Warehouse Objects.

e Location

Location is a geographic site of an organizational facility or function associated with a user,
typically a warehouse or an office.

e Logical ID (lid)
The logical ID is the identifier used to locate the environment. It is generated based upon the
hostname and environment and takes the form lid://infor.xa.{mysystemi}-{xy}.
mysystemi is the System i name in lower case and xy is the environment code also in lower
case.

You can configure XA as application in Infor OS by using Admin Settings option in Ming.le.
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After configuring XA in Ming.le, users can view the XA as an application in App Menu, similar to
other Infor applications such as CRM and EAM. User can launch XA by clicking on the XA
specific option in App Menu.

Adding the XA application in Infor OS MT CE

To configure for Infor OS MT CE (Cloud Edition):

1 Login to Infor OS MT CE using the account setup for IFS administration.

2 Click the User option located in the top-right hand corner and then select Admin Settings.
3 Click the + Add Application option on the right-hand side.
4

Select the Application type as Infor Non-provisioned and Application Name for an example
as ERP Discrete iEnterprise (XA) - 9.2

5 Specify this information to create the XA application option:

5% Infor Ming le™

Manage Applications

Applications / Add New Application

Application Type=
1 Infor Provisioned
O Infor Mon-Provisioned

) Mon-Infor

Application Mame *

| Choose Application Name & Version - |

Display Mame *

Application lcon *

Choose lcon
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Logical ID *

@ Us=HTTPS

Host Mame ™

Port

Context

Default Tenant

e [

Field Name Field Description

Application Name  Select from the drop-down either the XA 9.2 or XA 10 application.

Display Name Specify a display name for this application.
Application Icon Choose an icon for the application.
Logical ID Specify in the XA environment which is appended to the logical

make up the logical ID for example: lid://infor.xa.<environment>

Use HTTPS This setting must be enabled to use HTTPS.

Host Name Specify the fully qualified hosthame of your System i
Workspace server.

Port Specify the port number used by System i Workspace. By default,
this field is set to 443.

Context Specify the web context name which was defined for the
System i Workspace. By default, this field is set to systemi.

Default Tenant Specify the profile name defined within System i Workspace. It is
recommended that this is set to the XA Profile ID, which is case
sensitive.

1 Click Save and Click OK.
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2 Select the Permissions tab.
Click Add New Users and/or IFS Security Roles.

3 Otherwise, refer “Create a new application security role” in this Chapter. Search and
select the role created.

4 Click Done.
5 Click Save.
6 Click OK.

Delete  Add New Users andlor IFS Security Roles

m_ i

.L Infor-SystemAdmini... IFSSecurityRole lid:#finfor secial instance01

1 MingleAdministratar IF3SecurityRole lid-#finfor.secial instance01 lid-finfor.crmee crm/defa
] 1 XA-Administrator IFSSecurityRole lid:#finfor.secial instance 1,lid:ffinfor.xa.usalil2Zm-ef li
1 X Xauser IFSSecurityRole lid:ifinfor. social instance0 1 lid-Vinforxa usalil2m-ef l

7 Click Cancel to exit.

For enabling Manage Context/Utility App, refer Chapter 9 Drillback Configuration in this guide.
For adding the tab on screen, add the group/users to permissions in Admin settings of Manage
Context/Utility Apps.

Launch XA in Infor OS MT CE

1 Go to “App Menu” and click the configured XA application icon.
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. - )
ﬂ sex  |nfor Ming le™

Infor XA 9.2 - MAPICS/DB (1)

My Favorites = B My Tasks 3 My Notes
& mior ty Notes
® [ Defaull
& [EEEEs Customer Relationships
® [EEEs Customer Senvice
B E Customers
B B Customer Orders and Quoles
B HECO Line ltems
B ECO. Holds
B [ Customer Order History
Task Search Qe Wy Spool Files c 2 95 &6 2 g O -
Sasrch for vith AL of the words =
= 7 | | -E_E
i NN of e e . - 707736 | QPJOBLOG | Mon, & Mar 2021050044 | 71 READY
‘ ‘ ‘ P . ‘ > 708376 | QPJOBLOG | Fri §Mar202122:48:54 READY
> 706375 | QPJOBLOG | Fri 5 Mar202122:48:53 3 READY
- mosis | oeinmina | A 8 Maron21 323098 1 REANY -

Create a new application security role

1 Log into Infor OS using the account setup for IFS administration.

2 Click the User option in the top-right corner and select User Management.
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e Jany Khan Patan

3 On the Application menu, select Configure > Master Data Types > Security Roles.

) Security Role

Configure ¢ Master Data Types | Security Role

+ 3
L E— =
AftributeServiceCaller This is an IFS role that allows the user to call the IFS Atfribute

J DataAdministrator This is an IFS role that allows the user to administer master

I_I DECISIONSERVICE- Users who can approve and activate or reject an approval No

] DECISIONSERVICE- Users who can create, update and submit an approval matrix in No

J GRIDAPP- The users with this role has access to Activity Locator context No

I —_— GRIN. I lzara with thiz rnla net full adminictrative arrees tn the Grid in N

4 Click the + option to add a new Security Role:

<— Security Role

5 Enter Name and Security Role for the Description.
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6 Check the Assign to New Users field so that, in future, any new users that you add to Infor
OS can automatically get access to this new Security Role.

7 Click the + option to add users to the Security Role. If you have not yet added any users,
then refer Chapter 11 - Adding users for adding users into Infor OS.

Assign Users to Security Roles + ADD 4 ADD&CLOSE x
1 Search for Users! janykhan Q
v User ID Name Email Address
INFOR\patan1 JanyKhan Patan JanyKhan Patan@infor.com

8 Specify the username you want to add to the Security Role in the Search for Users prompt
box, as displayed in the previous example, and then click the magnifying glass option.

9 Select the user you want to add from the table, and click Add.

10 Repeat the search for each user you wish to include, and then click Add & Close to return to
the main interface.

[] Assign to New Users

Users Documents SCIM Groups Applications

-+

(] Maveen Gajjala gajjala_reddy@hcl.com
(] Sundeep Ala sundeep ala@infor com
] User 0509 user.0509@infor.com

(I} USER 0511 user.0511@infor.com

11 The table is updated with the selected user profiles. Click the Save Item option at the top of
the page to apply the user(s) to the Security Role.
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Chapter 8 Single Sign-On (SSO)

This chapter describes the steps to enable the Single Sign-On functionality to integrate Infor XA,
using System i Workspace AnyWhere On-Premise, with Infor OS MT CE.

Note: SIWA should be running on FP 13 (minimum) and latest Infor OS for SSO with Infor OS MT
CE to work without any issues.

Throughout this guide we are referring to the following specific deployment options, please only
follow instructions which are relevant to your deployment:

Single Sign-On Combinations:

This chapter covers SSO enablement for these combinations:

a System i Workspace AnyWhere with IBM deployment (WebSphere) on Infor OS MT CE
using SAML SSO.

b System i Workspace AnyWhere with Windows deployment (Tomcat) on Infor OS MT CE
using SAML SSO.

If users are going to be using Single sign-on for both System i Workspace AnyWhere and a 3rd
Party 5250 Emulator (such as IBM Access for i) then it is also recommended that each IBMi user
has its Set password to expired set field set to “NO” and the User password set to a random
GUID password which cannot be guessed.

Note: If IBMi users have their Set password to expired set to *YES, this causes the Change
Password screen to appear during a Single sign-on if the user’'s password has expired.

Software

The following software should have been installed and tested independently before proceeding
with these integration instructions:
e System Manager 3.0 (with latest PTFs applied)

¢ Infor Development Framework for Infor XA 06.03 (IDF R9) and any additional IDF licensed
applications like IDF Power-Link with Integrator and Net-Link.3

e Infor XA IDF 9.2.2 client software build must be 02.09.02.02.30 or later.
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e Infor XA IDF 9.2.2 server PTFs is PCM SH16055 (XA 9.2.2 with PTF level 025000).

e Infor XA IDF 10.0 client software build must be 03.10.00.01.03 or later

e Infor XA IDF 10.0 server PTFs is PCM SH16231 (XA 10.0 with PTF level 00100).

e System i Workspace AnyWhere (with latest Feature/Fix Packs applied — at least FP13)
e Infor OS MT CE

Caution: Latest silver copy of System i Workspace AnyWhere (FP7 Build 200331 GA
(Silver) - plus the latest Feature/Fix Packs applied) is needed, which comes with Apache
Tomcat 9.0.34, if you wish to integrate with a Infor OS MT CE (Windows SiW Deployment).

Please make sure to complete the steps mentioned in Chapter 6 “Additional configuring in Siw”

Security Assertion Markup Language (SAML) SSO
on Infor OS MT CE

This SSO implementation is recommended as this is easy to implement and maintain.

Migration from PingFederate to InforSTS for single-sign-
on (SSO)

Infor applications that leverage SSO functionality through Infor OS and are currently integrated
with PingFederate using the SAML/WS-FED and OPENID protocols, are required to transition
from PingFederate to InforSTS.

Note: PingFederate in Infor OS MT will be deprecated at the end of Oct 2023.

To migrate from PingFederate to InforSTS, please redo the below SSO steps for all your
applications running on Infor OS MT.

Obtaining the setup ZIP file

1 Find the latest InforOS_SSO_Setup.zip file, from the System i Workspace AnyWhere
solution on the Infor Support website (KB 1963350).

2 This must be extracted or copied to the root directory of a Microsoft Windows PC or Server
that has Amazon Corretto Java 8 installed and has the JAVA_HOME environment variable
and PATH variable correctly configured to point to a valid Amazon Corretto Java 8
executable.
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Updating the service provider metadata

1. Rename the file sp_XA.properties to sp.properties.

2. Update the following properties within the sp.properties file:

Property Description

sp.entityid Replace TENANT with the environment code being used
within System i Workspace AnyWhere:

ERP_XA_TENANT

sp.common.name Replace siwa-hostname.domain.com with the hostname
and domain of the System i Workspace AnyWhere server.

sp.sso.url Replace server-name.domain.com with the hostname and
domain of your System i Workspace AnyWhere server:
https://siwa-
hostname.domain.com:443/systemi/CloudIntegrationServi
et

sp.slo.url Replace server-name.domain.com with the hostname and
domain of your System i Workspace AnyWhere server:
https://siwa-
hostname.domain.com:443/systemi/fedletSIoPOST

sp.fedletadapter.class = com.geac.xtrane.servlet.http.CloudSLOFedletAdapter

Creating the identity provider and fedlet metadata

1 Run the build-metadata.bat file giving it the following parameters:
build-metadata.bat /CE sp.properties

2 This creates a populated set of Fedlet Metadata in the folder fedlet_config at the end of the
process.
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3 During the build the build-metadata.bat is paused, do not continue until you have completed
the following:

BN Administrator: Command Prompt - build-metadata.bat /CE sp.properties

a. Log into InforOS using the account setup for IFS administration authority.

b. Click on the User Icon and then select User Management > Security
Administration > Service Provider, click on Import Icon as shown below.

(.- =y
+ I@/_J
Import sp.properties file Entity 1D Appl Type _
2 SYSTEM21 ERP_SYSTEM21_JCW SYSTEM21 SAML
V. XA) ERP_XA_54 ERP_XA_54 XA SAML
@ XA)ERP_XA_EE ERP_XA_EE XA SAML
2 XA) ERP_XA_FF ERP_XA_FF XA SAML
2 XA) ERP_XA_PP ERP_XA_PP XA SAML
2 XA) ERP_XA_TT ERF_XA_TT XA SAML

c. Select the file sp.properties from the populated folder fedlet_config, check the
“Integrate with InforSTS” check box and Click Import.
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Import Service Provider

Select your file *

B sp.properties =
B Integrate with InforSTS
CANCEL IMPORT

d. SP Entry is added successfully. Click on Edit, shown as below.

Service Provider

+ 7

O 2 (XA) ERP_XA_54 ERP_XA 54 XA SAML
(] 2 (XA) ERP_XA_EE ERP_XA_EE XA SAML
J 4 (XA) ERP_XA_FF ERP_XA_FF XA SAML
] 2 (XA) ERP_XA_LZMPP ERP_XA_L2MPP XA SAML

e. Scroll to the bottom and click on VIEW.

Home Portal Security Document Management

Service Provider

Application Type *

KA Al

Federation Protocol *

SAML Al

Integrate with InforSTS

OAUth2 Scopes

Display Name ™

(XA) ERP_XA_L2MPP

| Entity 1D *

ERP_XA L2MPP
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4 Service Provider

| HTTP Post A4 H https://usalil2m.infor.com:443/systemi/Cloud| ‘

SLO Endpoint *

| HTTP Post v H https://usalilZm.infor.com:443/systemi/fediets

Signing Certificate™

Current Certificate: CMN=usalilZm.infor.com, OU=SIWAnyWhere
Expiration: 6/12/2033 5:07.07 AM

Secondary Signing Certificate

_—
| = |
Current Certificate:
Expiration:
Name ID Format and Mapping *
| transient v ‘ v

Identity Provider Information

VIEW

f.  The Identity provider information pop-up is displayed with the details. Click the
Download IDP File option as displayed.

Identity Provider Information

Entity ID
hitps://mingle-cga-
$50.cqa.inforcloudsuite. com/nforsts/XAINT_TST/90F95ET27D39483AA294BA866701828

Certificate *
CN=sis-signing
Vi
Expiration
THTI2025 10:21:28 AM
——--BEGIN CERTIFICATE-—- =

MIICqzCCAZOgAwIBAGIHA2casFFO9DANBgkqhkiGOWOBAQSFA
DAWMRQWEQYDVQQDDAtzdHMtc2inbmiuZzAeFwWOyMjASMDg ™
XODAXMjZaFwOyNTA3MTcxNTIxMjhaMBYXFDASBGNVBAMMC 2

IDP Single Sign-On URL
https:/imingle-cqa-
$50.cqa.inforcloudsuite. com/inforsts/XAINT_TST/90F95ET27D39483AA294BABE6701628

4 »

CANCEL DOWNLOAD IDF FILE EXPORT SAML METADATA
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g. This file needs to be renamed as idp.properties and copied to the setup folder
overwriting the existing one.

4 You are now ready to continue with build-metadata.bat process, press any key to continue.

BN Administrator: Command Prompt

Copy the fedlet metadata folder

e Copy the fedlet_config folder to the root folder of your System i Workspace AnyWhere
server or for an IBM i deployment of System i Workspace AnyWhere, this is most likely be
the ROOT folder of the IFS

Note: For IBMi deployments, after copying the fedlet_config folder to the IFS, check the
encoding of the idp.xml file is in ANSI format. We have observed instances where this file is
created in UTF-8 format, which seems to cause issues with the OpenAM API. If in UTF-8 format,
the lead bytes are not correctly converted during the copy to the IBM i IFS. If it is UTF-8, open in
Microsoft Windows Notepad and use Save As to change the encoding to ANSI (leave file name
identical).

Java Runtime Changes

¢ An additional Java runtime property is required for the Web Server to identify the location of
the SAML2 metadata folder created during the previous steps, For example,

-Dcom.sun.identity.fedlet.home=<Path to SAML2 metadata folder>
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Windows Deployment

e Using RegEdit, update the following registry key below to add in the additional -D parameter,

shown as below:

HKEY_LOCAL_MACHINE\SOFTWARE\WOWG6432Node\Apache Software Foundation\Procrun
2.0\SiWAnyWhere\Parameters\Java\Options

B Registry Editor
File Edit View Favorites Help

v HKEY_LOCAL_.MACHINE  ~ || Name Type Data
. ai[;g[iﬂ’ggo ab] (Default) REG_S7 {value not set)

SAM _‘_‘_']Classpath REG_SZ C:\Program Files\Infor\SiWAnyWhere\tomcat\bin\bootstrap.jar C:\Program Files\Infor\SiWAnyW...

SECURITY ab| jym REG_SZ C:\Program Files\Amazon Correttotjdk11.0.7_10\bin\server\jvm.dil

SOFTWARE w8 lvms REG_DWORD 000000080 (128)
7-Zip 18] v REG_DWORD 000000800 (2048)
Classes 53}_{] Options REG MULTI 57  -Dcatalina.home=C:\Program Files\Infor\SiWAnyWhere\tomcat -Dcatalina.base=C:\Program Files... :
Clients ), Q!']OptionsQ REG_MULTI_SZ  --add-opens=java.base/javalang=ALL-UNMNAMED --add-opens=java.base/java.io=ALL-UNNAME...

z - R 5

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOWB432Node\Apache Software Foundation'\Precrun 2.00SiWAnyWhere'\Parameters'Java

Edit Multi-String >

Walue name:

Options

Walue data:

-Deataling home=CProgram Files*Infor’SiWAmWhere\tomcat
-Dicataling base=C\Program Files“Infor’5W Am"WWhere \tomcat
-Dignore endorsed.dirs=C:\Program FilesInforSiW AmyWhere'tor
-Djava o tmpdir=C:*Program FilesIrfor* SiWAm\Where'tomcat te
-Djava .util logging manager=org.apache juli. ClassLoaderLogManz
-Dijava.util logging .config file=C%Program Files nfor' SiWAmWhe
l—Dcum.sun.identit'_.r.fedla.hume =Cfedlet_config

IBMi Deployment

1 Use the IBM WebSphere Administrative Console to make configuration changes. From
the menus on the left-hand side, select Servers -> Server Types -> WebSphere
Application Servers.
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WebSphere, [ |

aul

Cell=

| views ATz 5

Welcome

| Application servers ? =

Application servers

& Guided Activities

Us= this page to view = list of the and the s1atus of sach of these servers. Vou czn alsa uss this page to change the

status of 2 specific application server.

ion servers in your

+ Preferences

[k )
[ &3
- - - P
Name % Node 2 Host Name {3 Version £

You can administer the following resources:

® Applicatizng
4 Services WSAnyWhere usalil2a usalil2z.infor.com Bzse 9.0.5.5
i
serverl usalil2a usalil2z.infor.com Bzse 9.0.5.5
& Resaurces | Total 2 |
& Seewrity

2 Select your System i Workspace AnyWhere Application server (usually WSAnyWhere for a
default installation). On the next screen, expand the Java and Process Management option
under Server Infrastructure section.

3 Select Process definition.

Server Infrastructure

B Java and Process Management

Class loader
Process definition

Brocess sxecution

Administration

Java SDKs

4 On the Additional Properties menu, select Java Virtual Machine.

WebSphere, |

Cellzusalil2m, Profile=defaull
| view: [Al = v ‘
Application servers ?
Welcome

H Guided Activities - T
Use this page to configure a process definition. A process definition defines the command line information necessary to start or initialize 2 process.

& Servers

= Server Types

Sphere application servers

General Properties

Additional Properties

Executzble name

A Java Virtual Machine
+ Services Environment Entries
& Resurces Executable arguments Process exscution

b L
e rocess Logs

4 Environment

& System adminitration

Legaing and tracing
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5 Locate the Generic JVM arguments field, which may have existing values.

Viaw: |4l tasks - l

 Guided Adtivities L varboss class leading

= Servers Verbose garbage collection
O verbose INI
Initial heap size
1024 | MB
5 Aol Maximum heap size
# Applications ’wﬁ—L ME
+ Seevices —
) Run Heref
&l Resources
HPref Arguments
& Security |
& Ervironment —_
) Dabug Mode

& System adeministration
Debug argumeants

& Users and Groups ,Ee- thbipdwa=transport=dr_socker server=y, suspend=n,address=7777

& Monitaring and Tuning Generic JVM arguments
-Djava.awt. headless=false -Delient.enceding. everide=UTF-8 -
Doom.ibm.xml. dxp. jaxb.opd. level=3

+ Troubleshooting
+ Service integration

+ UDDT

Exzcutzhles J4R file nams

O Disable 3T

Oneretlng gystem name
6 Atthe end of the existing arguments, type a space followed by the setting pointing to the path
to your fedlet_config folder.

-Dcom.sun.identity.fedlet.home=/fedlet_config

After this setting, add these space-separated additional arguments to configure the OpenAM
classes to use the IBMJCE for certificate decryption:

-DamCryptoDescriptor.provider=IBMJCE
-DamKeyGenDescriptor.provider=IBMJCE

Generic VM arguments

-Diava.awtheadless=false -Delient.encoding.override=UTF-8 -Doomuibmusml.xlzpdazh.optilevel=3 -
Dopmesunddentity.fedlet. hame=/fedler_config -DamCryotoDescriptan provider=IBMICE -
DamieyEenDesciptonproyider=IEMICE|
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8 Click Apply and then, click Save.

9 Exit the Administration Console.

System Properties Changes
1 Locate the System i Workspace AnyWhere system.properties file (as documented in the

= Messages
P The session management changes apply to both the 5IF container and the Web container,
M Changes have been made to your bocal configuration. You cans
= Save directly to the master configuraticn.

= Feview changes before saving or discarding.

M The sarvar may naad ta be restarted for these changes to taka effect.

System i Workspace AnyWhere Installation Guide). Add the following properties:

Property Description

com.infor.siw.cloud Set to 1 to enable the cloud specific features
of System i Workspace AnyWhere

com.infor.siw.cloud.idp.properties The path to the SAML metadata folder. Used
by System i Workspace AnyWhere to extract
values from the metadata it needs at runtime
(such as the Epoch Cookie name and domain)

Example for SIWA Windows deployment:

com.infor.siw.cloud.idp.properties=C:/fedle
t_config

Example for SiWA IBMi deployment:

com.infor.siw.cloud.idp.properties=/fedlet_
config

com.infor.siw.cloud.mingle.url The URL, minus any context path, of the Infor
OS server that is hosting System i Workspace
AnyWhere. This is used to prevent
ClickJacking so it must be correct, or the
browser does not let System i Workspace
AnyWhere execute inside Infor OS MT CE.
For example:

com.infor.siw.cloud.mingle.url=https://I0S-
hostname.domain.com
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com.infor.siw.cloud.mingle.slo.url The URL, minus any context path, from either
the idp.adfs.location or idp.saml.slo.url
property value from the file idp.properties. This
is used to prevent ClickJacking so it must be
correct, or the browser does not let System i
Workspace AnyWhere log out correctly from
InforOS, for example:

com.infor.siw.cloud.mingle.slo.url=https://s
lo-hostname.domain.com

com.infor.siw.session.cookie The name of the session cookie used by the
Application Server required so that any direct
HTTPS requests from the System i Emulator
share the same session ID as the System i
Workspace AnyWhere web pages.

The name of the session cookie is set during
the installation of System i Workspace
AnyWhere, though it may be overridden
either at installation time, or via the IBM
WebSphere Application Server console.

The default session cookie name is
JSESSIONID, so for example:

com.infor.siw.session.cookie=
JSESSIONID

Note: Only required if the System i Emulator
and Designer are provided to the customer.

Caution: The “com.infor.siw.session.cookie”
configuration is discontinued from SIWA FP14
or above,

2 Save the changes. System i Workspace AnyWhere can now be re-started. For an IBM i
deployment, ensure the serverl application server and HTTP server are also restarted.

Note: You can now only access pages within System i Workspace AnyWhere after signing into
Infor OS MT CE. Direct or Standalone access to SiWA application is now disabled.

SiIWA admin page also cannot be access directly when SSO is enabled.

But after login to SiWA inside Infor OS, we can access SiWA admin page in the same browser
using new tab.

Caution: End of the SAML SSO implementation for InforOS CE MT.
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Configuring XA User IDs in Infor OS MT CE for SSO
Support

Caution: This step is not required if you are using automated user-provisioning functionality
mentioned in Chapter 9 User Provisioning Implementation.

Each user that needs access to System i Workspace AnyWhere must be configured to add a
mapping from the Infor OS platform to their ERP User (i.e. their IBMi user account). This is done
via the User Management interface. This setup same for both Infor OS On-premise and Cloud.

1 Log into Infor OS and select User Management from the User menu.

Manage Users
+ 9 UPLOAD SYNC EXPORT ALL USERS IMPORT 11.X USERS
| Select Property - H Contains - H ¥ sund
= = =N =
INFOR!\sala Sundeep Ala sundeep.ala@infor.com 10/5/2020 9:55:40 Active

2 Use the table navigation or search to locate each user profile that needs changing. Click the
drilldown option next to the username in the grid to display their properties.

.
| & inorMingle™

Vanage Users Sundeep Ala

Details Additional Properties Security Roles Accounting Entities Locations Groups EAM Templates ERP Person IDs Client

First Mame * Title Picture

Sundeep LX Products Development & Support
Last Mame * Depariment

Ala Development

Email Opt Out
Email Address * Manager
Dinfor.com NFOR'smalik Qz

UPN* Altemnative Manager

sundeep.ala@infor.com QE
User ID FS User GUID

NFOR\sala NFOR\sala
FS ION-Person ID * M2 User Alias
| sundeep.ala@infor.com | SUNALASBD

3 If you are using Role-based authorization for access to the System i Workspace AnyWhere
application, then make sure the user is authorized to the correct Role.
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4 Select the ERP Person IDs tab. In this tab, create a mapping between the Logical ID of the
System i Workspace AnyWhere application and the IBMi username.

Usrz / Sundeep Ala

Defails  Addtional Properfies ~ SecurfyRoles  Accounting Enfiies  Locations  Groups  EAMTemplales | ERPPersonDs |  ClientAccess  Achvily  Custom Master Data Types

Retu fo search

+ 1B
[ oman | vesesyes WD s owe |
[\ sindala L2-88 lid:Jinfor xa usgliZm-bb

(For example, when sundeep.ala@infor.com logs in to Infor OS and accesses the Infor IBMi
based application that runs inside System i Workspace AnyWhere, the IBMi profile ID of
SUNDALA must be used.)

5 Click the Save option in the ERP Person IDs table to apply the changes to the user.

6 Repeat for each user profile that needs access to System i Work.
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Chapter 9 User Provisioning Implementation

For a ‘new’ XA implementation where for all Infor applications user provisioning is in the Infor
Federation Services domain. Provide the ability to create and maintain users in Infor applications
from User Management in the IFS.

System i Manager is a pre-requisite and should be at a minimum PTF level of AMAGO176 to
access the User Provisioning functionality.

SiWAnyWhere should be running on FP 13 to support SSO on Infor OS MT CE.

Infor OS MT CE should on 2021-07 or later to have the XA specific roles in IFS registry to assign
to XA users.

To use this functionality, XA 9.2.2 client should be at least on 02.09.02.02.33 and XA 10 client
should be on 03.10.00.01.06

SH69855 and SH71181 PTFs should be applied on 9.2.2.
SH69855 and SH71633 PTFs should be applied on 10.

Overview

The primary usage of this functionality is, within IFS user management:

When a new user is created and assigned with XA specific Roles including any other application
roles in IFS.

IFS publishes a Sync.SecurityUserMaster BOD to all Infor applications including XA.

XA subscribes to incoming Sync.SecurityUserMaster BOD and process the bod to create System
Manager user, IBMi user, XA User Profile.

XA assigns XA specific Roles and publish Sync.Person BOD to IFS as an indication of
successful user creation in XA.

IFS in Infor OS subscribes to Sync.Person BOD and consume the bod received from XA.
IFS updates the XA User ID value in “ERP Person IDs” section in IFS user.
This helps XA User to directly login to XA environment using SiWA in Infor OS MT CE via SSO.

Based on the XA Roles selected, the XA User can access XA functionality.
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Limitations

Current implementation has below limitations or considerations:

XA environment is a one to one relationship to tenant on Infor OS.

This solution is best suited or intended for customers with freshly installed XA and Infor OS
MT applications and no existing users in both the applications.

Creation of new users in XA does not trigger user creation in IFS. XA does not support
Process.SecurityUserMaster bod to sync user in IFS from XA.

New users created in IFS can be created/synced in XA using Sync.SecurityUserMaster bod
from IFS to XA.

XA does not have roles concept and does not support Sync.SecurityRoleMaster bod to
publish roles from XA to IFS.

Only XA-User and XA-Administrator need to be assigned as roles in IFS and sent to XA.
These two roles are one-to-one mapped with security areas with same name in XA. Any new
roles created in IFS cannot be recognized by this solution.

A newly created user in IFS doesn’t have any of the XA roles assigned to it. XA does support
creation of user without any security roles. Roles in IFS can be added or modified at any
point of time.

The XA-User and XA-Administrator security areas in XA is empty, when this solution is
installed for the first time. It is System Administrator’s responsibility to add the required
security areas or tasks in these security areas in Cross Application Support based on
business need.

Removing XA specific roles for user in IFS, performs cleanup of security areas in XA as well.
Roles can be swapped based on need.

Exception handling is not supported in current implementation. If any failure occurs during
user creation in XA, generic exceptions are observed in Transaction Status in MXABUS user
and confirm bod is shown in ION with those exceptions.

If the user creation fails in XA due to any reason for the first time, then republishing of
Sync.SecurityUserMaster bod from IFS to XA can complete the user creation process.

After successful user creation in XA, to login to XA (using SiWA in Infor OS MT with SSO)
the admin need to manually run the “Update Definitions” for user in SIWA Administration
page.

Creation of IFM user profiles in XA is not in the scope in the current implementation. System
Admin need to take care of required setup separately to get this done.

In IFS if the user is disabled or deleted, then the user can be set as de-activated in XA and
access to XA application is revoked.

IFS User Management

These are the currently supported functionality for maintaining and synchronizing users in the
IFS and System Manager. Changes to functionality is updated in this Chapter.
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New Users

1 New users are added in IFS and a GUID is automatically generated. IFS publishes a

Message Flow — User Maintenance — New User creation in Ming.le/IFS

MinglefIFS

Publish Sync_SecuritylUserMaster

Store IFS User ¢
and Role

details

Create |IBM
User

Create 5M
User

Create XA
User Profile

Assign Role Sync.Person (Filter IFSUser)

specific - C 3
Authority to

User

Sync.SecurityUserMaster for the new IFS user with the GUID as the User ID.
For the new IFS user add the:

In Security Roles, the XA-User or XA-Administrator Role must be added for access to XA
application and tasks.

2 ION routes the Sync.SecurityUserMaster to the XA environment associated with the OS CE
Tenant as per active ION Document flows.

3 XA consumes Sync.SecurityUserMaster and stores all the user and roles data in XA tables. It
creates a record in the SM file with SM user for IFS users, with the GUID as the key and
other IFS details also stored. At this point there is no Person ID associated to the IFS user.

4 IBMi user is created automatically same as SM user. Same user is added into Cross
Application Support -> XA User profiles in the current XA environment.

5 Having associated a XA user to the received IFS user, XA automatically publishes a
Sync.Person BOD with the S21 user being a ‘Person’ associated to IFS security user via the
GUID.

Note: The Person BODs required contains a Description of ‘IFSUser’, to avoid sending BODs
of other types not required in the IFS it is suggested you add a filter to the ION Document
Flow to only route the required type to the IFS.

6 IFS consumes Sync.Person BOD and updates XA user as the ERP Person ID.
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User Changes in IFS

Message Flow — User Maintenance — User Changes in Ming.le/IF5

IF5 User

details Publish Sync.SecuritylserMaster
oeta

updated Sync.Person [Fifter IFSUser]

S

||

Publish Sync_SecurityUserhlaster

Synic.Person (Filter IFSUser)
3

||

Publish Sync_SecurityUserhlaster

Sync.Person (Filter IFSUser]
)

||

deactivated

IF5 User
Publish Sync.SecuritylUserhlaster

activated
SM User Sync.Person (Filter IFSUser)
activated C______________________

||

Publish Sync_SecurityUserhlaster

Synic.Person (Filter IFSUser)
3

||

7 As well as creating new users in IFS as described in the previous processes, changes to the
IFS user can also be in IFS User Management. Any change made results in
Sync.SecurityUserMaster BOD being published and routed to XA. Any changes to the basic
user profile are reflected on the System Manager copy of the IFS user.

8 If the activation status is changed via the IFS User Management Action menu the
Active/Inactive status is reflected in System Manager.

9 Ifthe user is deleted, then the System Manager record is updated with a status of deleted.

10 If roles are added or removed from the list of role assignments those details are also
received on the SecurityUserMaster BOD. The XA tasks and authorization for the user is
updated to reflect the select roles.
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System | Manager Setup

The following are the required pre-requisite configurations in System i Manager.

NOTE: System i Manager should be at a minimum PTF level of AMAGO0176 to access user
provisioning functionality.

User Profile

Establish the configurations for creating the System Manager & IBMi user profile.

Application Manager System: USALILZ2A
Maintain System Manager Properties - User Profile

User Options
Auto generate SM user profile.
Auto generate IBM user profile

1 (0-No, 1-Yes)

1 (0-No, 1-Yes)

User ID Format

Name order . . . . . (1-First name/Last Name, 2-Last name/First name)
First name digits.

Last name digits

Role Options

Add prefix to IFS role name. . . . O (0-No, 1-Yes)
Prefix e

Space after prefix . . . . . . . . 0 (0-No, 1-Yes)

IFS User Maintenance

Add restriction. .. . . (0-Allow, 1-Warning, 2-Prevent)
Change restriction. . . (0-Allow, 1-Warning, 2-Prevent)
Delete restriction. . . (0-Allow, 1-Warning, 2-Prevent)

F3=Exit F5=Refresh F8=Update F12=Cancel

Fields
Auto generate SM user profile

Identifies if a System Manager user profile should be created automatically on receiving a new
user sent from IFS. The user ID can be derived from the supplied user name where the options
below allow you chose how many characters are taken from the first and last names and in which
order. A qualifying numeric count us then added to make the derived ID unique,

Set to 1, generate System Manager user profile automatically. The ID can be derived from the
supplied user name. The recommended setting.

Set to 0, do not generate System Manager user profiles.
Auto generate IBM user profile

Identifies if an IBM user profile should be created automatically on receiving a new user sent
from IFS.

Only applicable if you have chosen to create System Manager user profiles automatically.
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Set to 1, generate an IBM user profile automatically. The User ID is the same as that
allocated to the System manager user profile.

Set to 0, do not generate an IBM user profile.

Note: the password is a unique identifier and isn’t available to the user, it is created from the
IBMi API GENUUID.

Name order

This allows to decide which of the two parts of a name are used first.
Select option 1 to use first name then last name

Select option 2 to use last name then first name.

First name digits

This defines how many characters are taken from the leading characters of the First name.
Chose to take from O to 8 characters.

Last name digits

This defines how many characters are taken from the leading characters of the Last name.
Chose to take from O to 8 characters.

Add prefix to IFS Role name

Identifies whether an application prefix should be added to the Role Name to make the roll
unique, or application specific in IFS.

Set to 1, add the application prefix.
Set to 0, add an application prefix.
Prefix

Enter the prefix if wanted on the IFS Role hames. Must be entered if you have chosen to add
an application prefix

Space after prefix

Identifies whether a space should be left between the prefix and the role name
Set to 1, leave a space.

Set to 0, leave no space.

IFS user maintenance

Whether the System Manager copy of the IFS user can be maintained, currently not
supported, and therefore prevented.
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Infor Operating Services Setup

XA Security Roles

Infor OS MT CE should be running on 2021-07 (minimum) to have the XA application specific
security roles in its IFS registry. You can see below roles in User Management -> Configure -
>Master Data Types -> Security Roles.

E-“ fsnfonetises Appicaton e Soest |

| | E XA-User This role may have access to application defined tasks lid:/finfor.social.instance01
lid-lfinfor xa fest

E-_ Assnio Newties Arpicaion e St ‘

El E XA-Administrator This role may have access and grani access to application No lid:/finfor.social.instance01,
lid-/finfor xa test

XA Initial Setup

This section explain the XA side setup need for this functionality to work. This is one-time setup
and need to be done without fail.

BIS Organization Node Check

In XA Environment -> Application Settings -> Business Information Services -> Organization
Node value need to be setup with proper value to reflect XA environment detail. This
Organization Node value is sent as Accounting Entity value in Sync.Person BOD from XA to IFS
and updated.

XA-User and XA-Administrator Role Setup

1 Goto CAS -> Maintenance/Change -> Security Maintenance.

2 Take option “1” and press ENTER to access Area and task authorizations.
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AMZM38

Type option or co

Area and
User auth
Data grou
Generate
Work With
Work with

1.
2.
3.
4.
5.
6.

Cross Application Support
Security Maintenance

mmand; press Enter.

task authorizations
orizations

p and task authorizations
reports

XA User Profiles

Client Data Connection User Profiles

OPADEVOOOR
FF
USALIL2A

1 At application selection screen, select Cross Application Support by taking option “1”, shown

as below and press EN

Type option;
l1=Select

Opt App
APS
CRP
CAS
COM
CRM
CsSHM
EC
EGL
EPDM
FA
FCST

F3=Exit Fr

TER.
Select Application

press Enter.

Application name

APS Integration

Capacity Requirements Pla
Cross Application Support
Customer Order Management
Customer Relationship Man
Customer Service Manageme
Electronic Commerce
Enterprise General Ledger
Enterprise Product Data M
Financial Analysis
Forecasting

=Backward F&8=Forward

F1Z2=Return

2 At Maintain Security Areas screen, navigate to Role: XA-Administrator and Role: XA-User

3 Take option “2’ and press ENTER to perform changes on Role: XA-Administrator security

area.
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AMZBLSDFR Maintain Security Areas

Application ... CAS Cross Applicatien Support
Position to area

Type options; press Enter.
2=Change 4=Delete L=Display 11=Authorize users

Opt Area
Client Media File Tasks
Client Preduct Update
Client Publish Tasks
Client Report Tasks
Client System Prefterences
Client Template Tasks
Client User Definitions
Inventory Status Tasks
Role: XA-Administrator
Role: XA-User

4 In Maintain Tasks screen, take “F6” to add new tasks, shown as below.

AMABGDFR Maintain Tasks

Area . P Role: XA-Administrator

Position to task 1ID

Type options; press Enter.
d=Deleate l11=Authorize users 22=Lock 23=Unlock

F3=Exit Fe=ndd Fr=Backward F8=Forward
Fll=Job status F12=Return F1r=Subset

No data to display.

5 At Add Tasks screen, move cursor to Area and then take “F4” to Prompt the available
options, shown as below.
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AMSBGDFR Maintain Tasks

Area e e e e e e REole: XA-Administrator
Positien to task ID

Type options; press Enter.

Add Tasks

Area - Roele: XA-Administrator
Applicatien . Cross Npplication Support

Type tasks to add. by task ID or area.

Task ID
Area

F3=E=xit Fd4=Prompt F12=Return

F3=Exit Fe=ndd Fr=Backward F8=Forward
Fll=JdJob status F12=Return F1r=Subset

6 The below Select Areas screen shows the list of CAS application areas. If you want to get the
other application areas, place cursor at app and take “F4”, shown as below.

Select Area

Position to area ID
Subset by description
app . . . CAS

Type options; press Enter.
1=Select H=Display
(Subsetted list active)
Opt Area ID Description App

AMZ AMZTAGQ CAS Other Multiple Currency Support Tasks [
AMZ AMZIBA CAS Other EEC VAT Table Maintenance Tasks CAS
AMZ AMZIBO CAS Other VYAT/Sales Tax Support Tasks cAs
AMZ AMZICO CAS Other Electronic Data Interchange Support Task CAS
AMZ AMZI10 CAS Other Inguiry Tasks CASs
AMZ AMZIZ0 CAS Other Reports Tasks CAS
AMZ AMZI3D0 CAS Other Work With Logic Information Tasks CAS

F3=Exit Fr=Backward F8=Forward F12=Return

7 For an example: Here we are selecting the CSM application by taking option “1” and press
ENTER, shown as below.
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Select Application

to application

Type=e options; press Enter .
1=Select

Op t

A Application nmname

nEs nEs Integration

CcChAs Cross Application Suppor t
CcCOoOmM Customer Order Manmnagemen t©
CRM Customer Relationship Man
CRP Capacity Recuirements FPla
C5SMM Customer Service Managemese

EC

Electromic Commerce

EGL Enterprise Genaeral Ledger

F3=E=it

F1Z2=Return

Select Area

Position to area ID

Subset by description
app

Type options;

1=Select

Opt Area ID
AMBIZ2X CSM Other Customer Service Tasks CSM
AMBI X CSM Other Customer Serwvice Codes CSM

Aaxp
AXP
AXP
axp
AXP
AXP
axp

F3=Exit

CLT
CLT
CLT
CLT
CLT

Fr=

CSM

press Enter.
S5=Display
(Subsetted list active)
Description App

01 CSM All Application Tasks CSM
0z CSM Inquiry Tasks CSM
03 C5M Maintenance Tasks CSM
04 CSM Mass Maintenance Tasks CSM
05 CSM Create Tasks CSM

Backward F8=Forward Fl1Z2=Return

8 From the list of CSM application areas is displayed, select one of the application areas to
which you would like to add as a task to Role: XA-Administrator security area.

AMZBEDFR

Area

Maintain Tasks

Role: XA-Administrator

Position to task 1D

Type options;

d=Delete

press Enter.

ll1=Authorize users 22=Lock 23=Unlock

Area

Area

Task ID

F3=Exit

Add Tasks

Role: ¥XA-Administrator

Application . : Cross Application Support

Type tasks to add, by task ID or area.

CSH Create Tasks

F4=Prompt F12=Return

Fll=Job status F12=Return Fl1r=Subset
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Now the Role: XA-Administrator is authorized with required Tasks.

AMZBGDFR Maintain Tasks

Area . .. Role: XKA-Administratoer

Position toe task ID

Type options; press Enter.

d=Delete ll1=Authorize users 22=Lock 23=Unlock

Opt Task ID Type App Locked
CAXHDR ATTACH SEC cAns
Maintain HMHaster Calendar Attachments
CAXHDR CHANGE SEC cAs
Change Master Calendars
CAXHDE COPY SEC CAS
Copy Master Calendars
CAXHDR CREATE SEC CAS
Create Master Calendars
CAXHDR DELETE SEC CAS
Delete Master Calendars

F3=Exit Fé=Rndd Fr=Backward F8=Forward
Fll=Jobk status F12=Return Fl1r=Subset

Follow same process to add tasks into Role: XA-User.

AMZBGDFR Haintain

Area e e e e Role: XA-User
Position te task 1ID

Type options; press Enter.

d=Delete ll=Authorize users 22=Lock 23=Unlock

Opt Task 1D Type App Locked
AHGH1BE9 SEL PUR
Purchase 0Order Closeoult Selection
AMGH1G1 2 MHMT FPUR
Create Shipping Schedule
AMGHM3001 INQ PUR
Purchase 0Orders
AMGM4BE 2 RPT PUR
Requisition Analysis
AMGEM4B0T RPT PUR

Purchase 0Order Closeout Audit

F3=Exit F6=Add Fr=Backward F8=Forward
Fll=Job status F12=Return Fl1r=Subset
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Changes to APGBCPHY and APGBCO1P objects

Login to XA and run command EDTOBJAUT AULAMF3/APGBCPHY *FILE

Add or change “AMAPICS” user with ““CHANGE” as Object Authority.
Edit Object Authority

Object . . . . . . . : “PHY Owner . . . . . . . : AULOWNER
Library Lo AMF3 o my up - AULAMDBUS
Object type C

ess Enter.
Object secured by authorization list

Object
User Group Authority
*PUBLIC *EXCLUDE
*GROUP AMAPICS *CHANGE
*GROUP AULAMDBUSR  xCHANGE
*GROUP AULOWNER *ALL

Similarly run EDTOBJAUT AULAMF3L1/APGBCO1P *FILE.
Add or change “AMAPICS” user with ““CHANGE” as Object Authority.

Object . . . . . . . : 01P Owner - AULOWNER
Library . . . . . : AULAMF 3 ima g o I AULAMD
Object type . . . . : *FILE AS

, press Enter.

Object secured by authorization list . . . . . . . . . . . . *NONE

Object
User Group Authority
*PUBLIC *EXCLUDE
*GROUP AMAPICS *CH
*GROUP AULAMDBUSR  *CHANGE
*GROUP AULOWNER *ALL

BOD Setup

Below bods are supported by XA to implement this functionality.

Incoming BODs

Sync SecurityUserMaster

New and updated IFS user is published in the form of Sync.SecurityUserMaster bod from IFS to
XA through ION.
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Outgoing BODs

Sync Person (XA User)

New and updated XA user to be published as a Sync Person bod to IFS. The user id is updated
as ERP Person ID for the User in IFS in Infor OS.

Object Settings

Go to Environment ->Object Settings -> IFS User Trigger, set the “Maintenance control support”
to “Local” or “Both” and select the “default replication destination” with respective destination
meant for ION.

Sync Person bod is only published if this setup is done.

= (DD} Object Setting - IFS User Trigger

File Maintain Customize Mavigation Help

Defautt .. | =5 | & ‘

B’— IFS User Trigger
=]

l Host Process Settings

Drescription IFS User Trigger
Maintenance control support Local

Default replication destination 10N CONMNECT @j

Default external control (nonej
Created by 12:00:00 AM
Changed by PATAJAN 0SMT/2022 1:19:45 AM

Activating the System-Link Transformations

The following SL transformation need to be activated in XA to use this functionality:

System-Link Request System-Link Transformation
XA_Replicate_IFSUser XA _Replicate_IFSUser_SyncPerson_BOD 2 12 0.xsl
XA_Sync_SecurityUserMaster XA_Sync_SecurityUserMaster BOD_2 12 0.xsl

78 | Infor XA Configuration Guide for Infor OS MT CE



Drillback Configuration

Chapter 10 Drillback Configuration

Drillback configuration requires the deployment of a configuration file within Infor Ming.le
and Infor ION. This file is supplied by XA for drillback support.

Configuring Ming.le Drillbacks

To configure drillbacks in Infor Ming.le, you must import the XA_Standard_Views.xml Drillback
Definition File. Navigate to the infor\vlib\Ming.le folder in the client IFS directory, which is the
location of the XA sample solution files used for integrations through Infor OS and save the
XA_Standard_Views.xml file.

1 Logon to Infor OS as the administrator.

1 Click your profile picture and select Admin Settings. You require an Admin profile to
manage drill-backs.

2 When the Admin Settings loads, click Manage Drillbacks. A list of drill-back definition files
that are uploaded is displayed. If the list already contains the XA Standard views (as
displayed), remove the existing definitions, by clicking Delete.

3 ClickYes.
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Admin Settings

Manage Applications  Manage Context / Utility Apps ~ Manage Drillbacks  General Settings

Manage Applications

4 Click UPLOAD DRILLBACK XML and browse to select the Drillback Definition file as
specified earlier.

5 Click Open.
6 Click OK.

Manage Drillbacks -~ UPLOAD DRILLBACK XML

Application 3 € Open
+ < Infor XAGSIW)-05 » drill backs v ¢ Search drill backs »

Organize v New folder B= - I @
-
How to Docs ol MName Date modifie ™

IDF Installs

infor.kx

infor.eam

infor.daf

infor.wm

Infor Emails - Gowtham
Infor 0§

Infor 05 Decumentation
Infor XA(SIW)-0S

documentation

j drillback_mappingxml|
j hyperlinksxm|

Nj inforaaxml

) b 83 daml

) be_8_3 55ml

‘j XA_Standard_Views.ml|

drill backs

File name: |\ v| XML Document (*.xml) v

Manage Drillbacks -+ UPLOAD DRILLBACK XML

Content Tvee =

infor.kx LXStandardView_8.3.4.003 Standard
infor.eam EAM Drillback Views Custom
infor.daf Infor Document Management v12.0 Standard
infor.wm SCE - WM Content Custom
infor.xa XA Standard views Custom

These Drillback Definition files are used in Infor Ming.le to generate the drill-back links for ION
tasks/alerts.

Drill-backs are supported from InforBusinessContext messages which are shared in SocialSpace
or subscribed to by other Ming.le applications. Each InforBusinessContext message supported
by XA IDF includes a drill-back URL the receiving product can use to drill back into XA. These
drillbacks are often referred to as InforBusinessContext Drillback.

Drill-backs are also supported from products integrated with XA using ION and BOD messages.
Products such as Infor Reporting, ION analytics, require additional configuration (see their
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respective guides). A drill back can be requested to XA and the appropriate related task can be
launched. These drill-backs are often called BOD DrillIBacks.

ERP XA supports drill-backs that include these BOD nouns:

BOD Infor XA Object
AccountingEntity Accounting Entity
AccountingChart General Ledger Account

Administrative Division

AdvanceShipNotice Shipment Notice
Shipment Container
Shipment Container Item

BillToParty Entity
Financial Division Vendor
Customer Company
Account

Carrier Party Carrier

ChartOfAccounts General Ledger Account Nature

CodeDefinition Business Information Services
Financial Division
Company
Payment Term Code File Unit
Warehouse
Site

ContactMaster Contact

Contract Customer Quote
Customer
Contract Quote

CustomerPartyMaster Customer
FinancialCalendar Financial Division
FinancialPartyMaster Entity

Financial Division
Vendor Customer
Company Account

ItemMaster Item Revision Item
Warehouse ltem

Invoice Financial Transaction
Customer Invoice
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BOD Infor XA Object

Location Company Site
Financial Division
Warehouse

Opportunity Opportunity

PayableTransaction

Financial Transaction
Vendor Invoice

PayFromPartyMaster Entity
Financial Division
Vendor Customer
Company Account
Person Buyer
Sales Representative
ProductionOrder Manufacturing Order
PurchaseOrder Purchase Order
Purchase Order History
Quote CustomerQuote Quote
RemitToPartyMaster Entity
Requisition Purchase Request
SalesOrder Customer Order or Quote

Customer Order History

ShipFromPartyMaster Entity
Financial Division Vendor Customer
Company
Account

ShipToPartyMaster Entity

Customer Ship To

SourceSystemGLMovement

GL Account Period Balance
GL Account Period Budget
General Ledger History
General Ledger Activity

Supplierinvoice

Financial Transaction Vendor Invoice
Customer Receivables

SupplierPartyMaster

Entity Vendor

SupplierQuote

Quote
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BOD Infor XA Object
SupplierShipmentSchedule Purchase Order

Purchase Order History
TradingPartner Entity

Financial Division Vendor Customer

Company Account

Using Drillbacks in Ming.le and Context/Utility App

To use the drillback functionality in Ming.le and Tasks Context/Utility Apps, configuring drillbacks
and enabling Tasks Context/Utility app for that XA environment in Ming.le is a pre-requisite.

1 Select My Tasks > Activity Feed to display the list of tasks created for you in Infor Ming.le.

Activity Feed ~ Workflows

Connections + My Tasks (50)

PO number: PEV0563.2019-11-22 is having status Open Lo
-+ CREATE A GROUP o

m | Show Detsils | Share

Following 4 PO number: PEV0030.2019-01-21 is having status Open it
m | Show Detzils | Share
PO number: PEV0002.2018-12-05 is having status Open B

m | Show Details | Share

2 Click Show Details to open and select the Drillback link as highlighted in this screenshot.
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O Task %

En
) Dol Back NV
[ Assow Toue [RY

irdorPulis Task 1607 SrforPulseWerkllow. 136
DONE
Parameters

Status: Cpan LD o ko ap sl e
L PEVISS3 20181122 AE L2WLEE 5 ATL WEEE

Attachments

Warkflow Progress Indicalor

4

3 Click the Drillback link. The page is redirected to the specific XA object (Purchase order in
this example) as displayed.

PEV0563 Vendor: EAM-EE EAM Entity Buyer: BC1 Barb Buyer 1
ntains | [Help | | [Defauit(RT) OB | BT E

ss  ShiploAddess  GiltoAddress fems \Varance Amounts Dates  Ovenview  Repicaion Approval  Gomments

Count of extermally cantrolled tems:

Configuring the IDF Context Application

You can configure IDF Context application in Ming.le and the application is displayed on the
right.

Note: To use the IDF Context App, System i Workspace must be at PTF level 16 or later.

Enabling IDF Context Applications

1 InlInfor OS, go to Admin Settings > Manage Context/Utility Apps. Context App Primary
View, Context App Secondary View and Context App Tertiary View are displayed.
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2

3

Admin Settings

Manage Applications ~ Manage Context / Utility Apps  Manage Drillbacks

Manage Context / Utility Apps

+ ADD CONTEXT/UTILITY APP

_

Alerts

Context App Primary View

Context App Secondary View

Context App Tertiary View

Context Viewer

Click Context App Primary View to display the detalils.

Manage Applicalions  Manage Context / Utility Apps ~ Manage Drillbacks  General Seftings

Context/Utility App Details

Mame *

| Context App Primary View |

Type *

| Context App - |

Description *

Context App Primary View

Permissions Context Massage  Apglications

Add New Users andior IFS Security Roles # Grant access to all users

Utility App

Contextipp

Contextipp

Contextipp

Contextipp

0o XL xasw IFSSecurityRole

lid-ffinfor.social instance01

In Permissions section add the security role created for XA using “Add New Users and/or IFS
Security Roles”. All the users under this security roles can view this Context App while

accessing XA.

Go to Context Message section and add these messages as displayed. Refer KB 2046253

for more details.
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Permissions Context Message Applications

Delete  Add Messapge

inforBuginessContext
[ | siwLogin

[ ] siwlogoul

5 Goto Applications section and enable the toggle for required XA application.

Permissions Contexdt Massage Applications

Application Name and Version Logical ID

XA-92 lid-finforxa.usalil2e-gr _.
XA lid-//inforxa.usalip20-9a ._

6 Now launch XA and click the double arrow option on top right corner to launch context apps.

"N My Notes sos

My Notes
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Drillbacks in Task Context/Utility App

Tasks Utility App enabled in Manage Context / Utility App enables users to view the Tasks in the
right-side corner of SiW Anywhere System | Home screen. A list of tasks available for current

user on the right is displayed.

Wifed XA 9.1 - Company One (1)

Wy Favourites - G - My Tasks
B = Oefier Based - & Zor

B m st O
@ By
@ B Custerres Derana
B Eracetss

@ e

@ i rer Arenom
@ 3 vamhousn

B E e vsroue
B EPumen

Wy Noles wun Task Searcth

Taarchi

AN Eemy

g (B & Sy

1 Click More > View Details. The Task details screen is displayed.

2 Click Drillback.

O Task

PO number: PEV0S63.2018-11-22 is having status Open
Today at 5:08 AM
LEE 0T ) | ASSIGN

inforPulseTask:1607  #nforPulseWorkflow: 326

DONE
Parameters

Status: Open

1D PEV0563.2018-11-22
Attachments

[ cd Attachments

A
PO numaer. PEVIGE1 29 e
PO nemier PEVIG0 23
PO pumber PEVION2 23
PO PERDSE 20051108
1 LN
Qo
X

lig:lfinforsa.usali s
L2M-EE SATLWEEE

3 Click Drillback to launch and redirect to PO details in XA.
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PEV0563 Vendor: EAM-EE EAM Entity Buyer: BC1 Barb Buyer 1

Continve|  |Fies| | Dsplay.s| [ Mantan. | [Hep.| | [Defut ®7) RN Ac-N

#BT0

VamaPre(erenues VendorAddress  ShipdoAddress  BiMoAddress  bems  Venance  Amounts  Dastes  Overview  Replication

Approval

Comments

Tasks

Order status:
Reision:

Invaice: status:

Buyer

Name:

Vendor:

Vendor name:

Warehouse:

Create date:

Confirm by date

Relesse date:

Priority:

Hold from print

Ot item quaniies on PO,
Print special charges:
Approval status:

Request approval

Count of externally controlled items:

Compltz
0

Yes

sct [
Bart Buyer 1
EAM-EE [0
EAM Entty
eeE [
11222018
(blank)
{blank)

None:

Mo

No

No
e

No

M} ¢ [cemgparv]

[ ) PO number. PEV0363 20
TODAY AT 5708 24

[m] PO number. PEV0030.20...

YESTERDAY AT 12:10AM

[ ) PO number PEV0002.20
11202019 75148 280

[m] PO PERD921.2019-11-06 ..

L2015 640:30 A

123 12 13

(]

88 | Infor XA Configuration Guide for Infor OS MT CE



Infor Business Context IBC

Chapter 11 Infor Business Context IBC

Overview

The Infor Business context message is a Ming.le standard message that broadcasts the current
status of an application. The message consists of the identity of the application and the view that
is being displayed, and a list of “entities”.

All Infor applications running inside Infor Ming.le send these messages. In IDF, the entities
correspond to the business objects that are currently being displayed.

In list view, the IDF always sends a message when the selection changes. The message
contains an entity for each selected row.

In object view, the IDF sends a message containing the displayed object and any many-to-one
related objects. When the user selects a row from a list card, the currently selected object is
added to the message.

Context applications or web parts can be added to any application page in Infor Ming.le. These
context applications display data that is appropriate for the message.

The IDF context application listens for Infor Business Context messages and when the context
application receives a message and recognizes the first entity, the context application looks at
the preferences for the corresponding business object to see if a card preference has been
defined. If a card preference is defined, then the IDF context application displays the object using
that card preference.

tomer Orders and Quotes

Digeya| (Neman| (Hens| [ AN @ @@ B 2B @

Settings (XA_COR_LIST)

Co Order Status Customer  Sold-to. Whs  Orderdate Reference Sales Contract Requast Create user ] R
Business object
1 00 252002 Ingrids EUR Both Enity 0 1208201 SCHEREN — -
(frst entity)
1 10 7234201 Sadie Cusiomer 0 1208201 ANDEKIM —
1 15 100 DALE SHERMAN 1 0 1215201 SYMILES X
(object prefarence)
1 00 7234201 Sadie Cusiomer 0 1208201 S
1 0o 20001400  Kims Entity through Poweriink 0 01201 BKC
(O St s praferance?
1 10 7234201 Sadie Cusiomer 0 030220M ANDEKIM
O Record entties?
1 00 100 DALE SHERMAN 1 0 1ns201 MXACFG
1 00 100 DALE SHERMAN 1 0 NS0 MXACFG [ Unto | onanue |
1 CO 3304 00 100 DALE SHERMAN 1 0 a0 MXACFG
1 CO 3303 00 100 DALE SHERMAN 1 0 M40 MXACFG
1 cO 3302 00 100 DALE SHERMAN 1 0 4201 MXACFG
1 co 33 00 100 DALE SHERMAN 1 0 a0 MXACFG
1 CO 330 00 100 DALE SHERMAN 1 0 401 MXACFG
1 co 33 0o 100 DALE SHERMAN 1 0 4201 MXACFE
1 CO 338 00 100 DALE SHERMAN 1 0 14201 MXACFG
1 CO 337 00 100 DALE SHERMAN 1 0 a0 MXACFG
1 O 338 0o 100 DALE SHERMAN 1 0 142010 MXACFE
1 CO 335 00 100 DALE SHERMAN 1 0 a0 MXACFG
1 CO 334 00 100 DALE SHERMAN 1 0 M40 MXACFG
1 CO 3383 00 100 DALE SHERMAN 1 0 4201 MXACFG
1 co 332 0o 100 DALE SHERMAN 1 0 4201 MXACFE
1 CO 331 00 100 DALE SHERMAN 1 0 101 MXACFG
1 GO 3380 00 100 DALE SHERMAN 1 0 13201 MXACFG
1 co 3378 00 100 DALE SHERMAN 1 0 113201 MXACFG
1 CO 3378 00 100 DALE SHERMAN 1 0 MM MXACFG
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You can select the settings option and select the Business object and Card from dropdown.

this example, Customer Order and Line Items are selected, respectively.

rder daie
HOHZ0T
H0E20M1
15201
06201
2011
W020M
11572019
1M52019
11472019
11472019
11472019
11472019

Reference Sales

Customer: 100 DALE SHERMAN 1 Order; CO 3395

Continue| | Fileu | | Display 4| | Maintain | |Helpa | | | Default

P'icng.‘EI\rg Soldto  Shipto  OrderShipments  Commissions

Warehouse

Ship-o:

Sales:

Order reference:
Sales representative

Language:

Order
Request

Manufachuring due:

1 [|j] Purchase Order
(blank) Number:
Regular credit szle Date:
(oiank) Revision:
m [I]] Tolals
001 = Defautt local language Volume:
Weight:
Hisz01e Value:
152010 Invoicz amount:
Hisz01e

(Elank)
(Blznk)

(Blznk)

0.000
0.000
71900
71900

Contract Request

0 1208201
120872011
121572011
1270672011
1ii20M

[T =T = N = =]

03022011
152018
MH52018
142018
MH42018

[T T = N = I =]

42019
0 11142018

FOB|BLNTD

Lineltems  Holds  Special Charges  Overview

Create user
SCHEREN
AMDEKIM
SYMILES
ZAZ

PHE
AMNDEKIM
MHACFG
MHACFG
MXACFG
MXACFG
MXACFG
MHACFG

Comments  OrderTotals  Processing Options

Settings (XA_COR_LIST)

I |

Business object
Customer Crder

Card

Lie e

O Set as preferance?

[ Recard entities?

oo ] o

Customer Order

Mm Closed

Sequence  [em
9 BIKE

Contract Accounting

Line items are displayed when you open the customer order as displayed in the screenshot.

Preference definition

Preferences for the context application for any business object are defined in Power-Link.

LUHLEAL AP Ty VIS

1 From the Main browser, double-click the Business Object to display the context application.

= |
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B2 (EE) Infor ERP XA Power-Link on USALIL2M :: 1.8.0 202 (Amaz.. —

o

File Customize Mavigation Help

Defautt .,

History
-Z—.'%

ety

7
Requigitions  Reguisition Cuotes Purchase
History

o = =

Infor XA

CA Plus

Customer Relationships

€

Customer Service

=1
tems  VWarehouse Buyers Vendors Purchasing

Engineering

Addresses Activity

Materizals

Production

Purchase Reguests Purchase Reguest Cuntra

Finance
Procurement

Planning

Environmert

Integratar

Integration

Procurement Codes |

2 Select Customize > Preferences.

| Customars  Magation Help
Preseriation -h

) Query
(5 Locate . Cirk

-
-

[ Workspaces ..

.'ﬁﬂl..
= Subselz

ﬂi-ﬁﬂl...

[ Cads ..
(5 Coied Filaz

=805

aranl mama

IF I

The Purchase Order Preferences screen is displayed.
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Display Maintain Cusfomze Navigation Help

General (R7) v | [t records) VARSD SISO/ L1 IBARRIRIINSTUSLASRALK AR

@

@ Purchase Orders

Order | Priorty Vendor ! Name l Order status | Held | Approval I Released I Confirm by I Confirmed I Rev' Revised | Buyer | Name
PSS1145 SW SupphWWEB 20 = Accepted Approved 0 ARY Annette Rosc
P3S1146 SwW SupplyWEB 20 = Accentad 4 0 Aﬂl_u-nne!lc Rosc
P$S1158 SwW SupphyWEB I nnette Rosc
PR 100 T Sasit (EE) Purchase Order Preferences :: 1.8.0_202 (Amazon.com Inc.) L}y Spender
PA MMH 100 Dick Samuri < - s ally Spender
PA MMO1 100 Dick Samuri General | Workspace | List | caraFie | vempiate | Fing | Brosacast 3y Spender
PAA 2369 Mama Mia's Pizza Suppbes)| ~ Ally Spender
PAB 100 Dick Samuri Defauls :U Spender
PAND1 SW SupplyWEB Spender
PAND3 W SuppyiED o ipubic preforsace) v Ly Spender
PATEST 3400 Seats Unlimted (entity data Warehouse (public preference) anne
PBB0010 SW SupplyWEB hnette Rosc
P8B80233 SwW SupphyWEB Options hnette Rosc
PBB02738 Sw SupphWEB nnette Rosc
PBB0317 SW SuppYWEB Flag changes as revisions | (public preference) hnette Rosc
PBB0319 SwW SupplyWEB nnette Rosc
PBOB 2369 Mama Mia's Pizza Supphes, Receive Complete aly Spender
PBOB1 2369 Mama Mia's Pizza Suppbes ally Spender
PBS3001 AARVEN | Annette’s vendor Toapiste.. | (ast voed) v Hnette Rosc
PBS2002 sW SupplyWEB hnette Rosc
PBS3003 AARVEN | Annette's vendor hnette Rosc
PBV0139 SW SuppiyWEB nnette Rosc
PBV0270 SW SupplyWEB nnette Rosc
PBV0341 AARVEN | Annette’s vendor nnette Rosc
PBV0353 EAM-EE EAM Entty arb Buyer 1
PBV0387 AARVEN | Annette’s vendor nnette Rosc
PBV108S EAM-EE EAM Ently arb Buyer 1
PCAM40S 100 Dick Samuri ammy Bryan
PCAM409 caM Cam Vendor Continue Cancel Help ammy Bryan
PCAM410 CAM Cam Vendor ’kmmy Bryan
PCAME00 100 Dick Samuri [ anne
PCAME01 CAM2 cam 2 vendor PO ACCEPT Esmmy Brvan

3 Select the Card File tab.
4 Select the Net-Link tab.
5 Specify the preferences for the context application.

The context application content area is where the cards that are to be used by the IDF
context application are defined. You can use any cards, but most cards are designed to be
used in a full screen and may result in unwanted scrollbars when presented in the limited
space available to the context application. It is recommended that you define specific cards
using the customization features of Power-Link specifically for the context application. See
the context help of Power-Link for guidance about how the customization facilities are used.

6 Refer “Export Metadata from XA” section in Infor System Manager Quick Installation
guide for Infor XA, after setting up Preferences in power link, to reflect the changes made in
PowerLink export Private metadata.

7 After exporting the metadata, Workspace must be updated for the existing or new users.
Refer “Updating Workspace” section in Infor System Manager Quick Installation guide for
Infor XA.

8 Launch XA in Infor OS, to display the Context App Primary View with Addresses.
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Purchase Orders
PO
[® | [Fe.| [Dapiyy. s | 5. | OB F QOB R ANED
- Priy Vendor  Mams Order g3t Hed Apeal  Rsleased Confimm by
0 A Pt W Su NS 0= A S
D4 FENg W Suigh VR 0= Accagimd Aggroved
04 Punm =W SoppiyNEE 2= hccepind Approved
0Da 100 Dok Samuri. 3= Fecatng i Approeed (YR
0 PN 100 Dick Samust 30 = Rseing siae fpowd  O0RT0T
O Rl 100 Dickc Samuri ) = Reoeiving st Approved nez0n T
o4 o% Mama Mia's Pizza Supphes = Canceled Amrond  (4S20R . -
304 10 D Samn Pl Al i Cossty  USA® Lnted Semen of e
oa aw SuphVEE 1] = At Aggrived L e
o4 =W EopplyhES 10 = Azcaptarce W Approved Geanz0n amen
aa BN St ke ety caa) 20=Acesgmd Aow OVIBAM
oa W SuepNES = Aeasied Mproed BT
Da W SohiNES e haed Aoprod
oa Y EcpphES = hecacmd Appromd
o4 W SupVES = A et
o9 W Sooph'NES 20w Acoectmd Aggproved
Da % Mama Mia's Pizza Suppies 10 = Accertance g Approved s ooz 1 RN 2
04 e om Mama Ma's Pizza Suppkes 20 = Acceomd Approved W Oarman ] -
049 FEsn EATVEN  Aenanes e W= A S ] £
D9 FEsIE L SurphWEE 4] = Receiving comp Approved L] AR
. [ 4] PEsIil AATVEN  Arresa's wencir 4] = Bacain Approves [} am

Context App Primary View fd

9 Select a purchase order in the Context App Primary View to display the Purchase orders
Addresses.
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Chapter 12 User maintenance

This chapter only covers minimal user maintenance and you must refer to the Infor OS
Administration Guide for the complete documentation of the features described here.

Adding users

1 Log into Infor OS using the account that your setup for IFS administration.

2 Click the User option located in the top-right hand corner and then select User
Management:

Manage / Users

+ a UPLOAD SYNC EXPORT ALL L
[ INFOR\SPInstall-dev

4 Click the + option to add a new user.

5 Enter a name in the search box and click Load.
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Add Users + ADD X CANCEL
Path User Fiter
Booisirap - Contains A »  rialan Q LOAD
INFOR\rtalan Rajasekhar Talar rajasekhar talari@infor.com
6 Select the user from the list and click Add.
Users
SYNC EXPORTALL USERS IMFORT 11.X USERS | Select Property v H Contains v H X tala Q|

+ 3

12/772020 10:23.05 PM Active

(] INFOR\talari Rajasekhar Talari rajasekhar talari@infor.com

7 Verify the user information and update as per the business requirement.

Users Rajasekhar Talari
Activity Custom Master Data Types

Details Additional Properties Security Roles Accounting Enfifies Locafions Groups EAM Templates ERP Person IDs Client Access
First Name ™ Title Picture.
Rajasekhar XA Products Development & Support
Last Name ™

alari

Email Address *

rajasekhar.talari@infor.com QzF
UPN
ajasekhar talari@infor.com Qz
User D IFS User GUID
NFORArialari INFOR\talan

IFS I0N-Person ID * M3 User Alias

rajasekhar talari@inforcom | RAJTAL39

8 Navigate to security roles and click the + option to add the required security roles to a user
as per the business requirement.

Manage Users Sundeep Ala

Details Additional Properies Security Roles

B
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Select Security Roles + AoDD + AopacLose
xa-U Q
-_—mw_ L
\ XA-User This role may have lid:ffinfor.socialinstance01,

lid-lfinfor ¥a test

9 Click the Save option, as highlighted, to save the changes in user profile.
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Chapter 13 Net-Link WAR file redeployment

This section explains about the procedure on Net-Link WAR file redeployment. We perform this
section only, when we want to redeploy the Net-Link war file with new changes.

System | Workspace AnyWhere with Windows
deployment

Refer “WAR file Generation” and “Tomcat (version 7.0 +)” sections in “Appendix C
WAR file redeployment” from the “Infor XA Setup Guide for Secure Net-Link”
document, which describes about the Net-Link WAR file redeployment with Siw
AnyWhere using Windows deployment.

System | Workspace AnyWhere with IBMi
deployment

Refer “WAR file Generation” and “WebSphere (version 9.x)” sections in “Appendix C
WAR file redeployment” from the “Infor XA Setup Guide for Secure Net-Link”
document, which describes about the Net-Link WAR file redeployment with Siw
AnyWhere using IBMi deployment.
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Appendix A Publishing BODs

Business Information Services

The BIS Organization node setting in XA is used by all BODs as a base accounting entity for
many different BOD elements including document ID’s. The Code Definition BOD is used to send
the list of accounting Entities to the Business Vault.

It is recommended the BIS organizationNode (“machineName.EnvironmentCode”) on the
Business Information Services card in the Application Settings object is not more than ten
characters. For example, if machine name is USATLDO06 and environment is AB, you can use
either USATLDO6 or DO6.AB or any other combination of characters that is less than or equal to
ten characters.

If you change the Organization node attribute for the root Organization Node accounting entity,
the PUB?* files storing published data for many objects are not changed. Also, the root
Organization Node accounting entity in the Business Vault is not updated even if you run the
Publish Business Information Services host job on the Business Information Services card in
Application Settings.

If the root Organization Node accounting entity is changed in BIS, you must clear PUB* files and
re- publish all accounting entities.

1 Clear all published data files (PUB***) for the environment.

2 To rebuild the PUB* file data as well as re-sync of BV data, re-publish all published objects
including objects that publishes Code Definitions and Accounting Entity.

3 Use the publish host job on each object to publish BODs.
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Appendix B Creating a default WebSphere profile

If you are unable to get the default profile from WebSphere profile dropdown while creating an

IBM HTTP Server instance, follow these steps to create default WebSphere profile:
1 Start QSH session in iseries.

[ HCL-XA Dev VM 17 - APAC - Desktop Viewer = o
EERE A-shuLza - o
File Edt View Communication Actions Window Help
BRELIHOTODEEE ¥ 2= S 2

IBM i Main Menu

4=Prompt F9=Retrieve
initial menu

F1z

(C) COPYRIGHT IBM CORP. 1980, 2015.
H;JI~ A

MW

20/013
2 Run these commands:

$ cd /QIBM/ProdData/WebSphere/AppServer/\V9/BASE/bin

$ ./manageprofiles —create -serverName serverl -nodeName <hostname> -cellName
<hostname> -hostName <hostname.domain.com> -templatePath

/QIBM/ProdData/WebSphere/AppServer/VO/BASE/profileTemplates/default -profileName
default

...replace <hostname>, <hostname.domain.com> with the relevant iseries hostname.
For example:

$ cd /QIBM/ProdData/WebSphere/AppServer/V9/BASE/bin
$ ./manageprofiles —create -serverName serverl -nodeName usalil2m -cellName usalil2m -
hostName usalil2m.infor.com -templatePath

/QIBM/ProdData/WebSphere/AppServer/V9/BASE/profileTemplates/default -profileName default

Infor XA Configuration Guide for Infor OS MT CE | 99



Creating a default WebSphere profile

[l HCL-XA Dev VM 17 - APAC - Desktop Viewer 2 o
R A-UsALL2A - aER

File Edt View Communication Actions Window Help

BRELIIQ0TODECOE B & & =

QSH Command Entry

Note: In some severs the folder “BASE” is “Base”. Check the folder structure before running
the command.

3 Once done, you can go back to WebSphere HTTP admin -> HTTP servers -> WebSphere
applications server. Now, the default profile is listed in the dropdown.

Note: If you still face issue while creating the default profile, check with IBMi support and get
this resolved.
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Appendix C Internal Server Error Resolution

At the end of SiIWAnyWhere installation, try to verify the installation, if you are receiving an
Internal Server Error.

Q & https://usalilZm.infor.com/systemifinstall-verify.htmi ~ ) Certificate eror & | Search...
22 500 Intemal Server Error

Internal Server Error
The server encountered an internal error or misconfiguration and was unable to complete your request.
Contact the server admmistrator at [no address given] to mform them of the time this error occurred, and the actions you performed just before this error.

More mformation about this error may be available in the server error log.

Follow these steps to get the issue resolved:

e Loginto IBM i Web administrator console.

http://<hostname.domain.com>:<port>/HTTPAdmin

...replace <hostname>, <hostname.domain.com> with the relevant iseries hostname.

For example: http://usalil2m.infor.com:2001/HTTPAdmIn

e STOP the HTTP server and Application servers related to SiIWAnyWhere

e On the IBMi server (Ex: USALIL2M), check if the file - plugin-key.kdb is present in this
location.

QIBM\UserData\WebSphere\AppServer\V9\Base\profiles\<profilename>\configlHS _ WSANY
WHERE\

o If the file - plugin-key.kdb is not present, then copy the file:
FROM

QIBM\UserData\WebSphere\AppServer\V9\Base\profiles\<profilename>\config\cells\<cellna
me>\nodes\<nodename>\servers\IHS  WSANYWHERE

TO

QIBM\UserData\WebSphere\AppServer\V9\Base\profiles\<profilename>\configllHS_ WSANY
WHERE\

Note: You must have QSECOFR authority to perform this action.

e START the HTTP server and Application servers related to SiWAnyWhere.
e Once done, launch https://usalil2m.infor.com/systemi/install-verify.html
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Internal Server Error Resolution

If you still receive an Internal Server Error, then navigate to the WebSphere Application Server >
Launch Administrative Console > Servers > WebServers > IHS_WSANYWHERE > Additional
properties > Plug-in properties and select Copy to WebSphere KeyStore Directory > Apply and
click Save.

WebSphare. "
Cell-z3ll2m, Protle-cetult Cosepage
| View: | Al tesks b |
Weleome .
Web servers > IHS WSANYWHERE > Plug-in properties Field help
(8 Guited Actiies For fiskd help information, select 2
= Use this page 1o confligure 3 web server plug-in. The plug-in passes HTTP requests from & web server 1o WebSphere(R) application servers. Tield label or list marker when the
o sarves help curser is disglayed.
Runtime: | | (Eoriguratios
9 Server Types

Page help

WiehSphere appiication servers More information about this page

‘WebSphere HQ servers

Weh servers Pl .
ug-in properties hdditionsl Properties
[#] Appleations
Regest and Responss
RIS [0 1gnore DNS Faures during Wb server startup Cadhing
§ Resaurees + Relresh configuratian interval Bequest Routing
2l Environment

Repositary copy of Web server plug-in files:
4] System adminisération

# Plug-in configueation Mie name
(8] Users and Grougs

Manitaring and Tunin;
@ : L Autormatically generate the plug-in configuration e

(3] Troudleshonting

# Service egratin Automatically prepagate plugin configuration il

+ i\L'i-\r' ey store fl naine

Manage keys and certificates
Copy Lo Web server key store directory

(5 upni

102 | Infor XA Configuration Guide for Infor OS MT CE



Known Issues

Appendix D Known Issues

In IE browser, standalone application (SiWAnywhere or SiW v2015) does not work after inserting
Mingle link in properties file.

There are known issues when accessing SiW from |IE browser after inserting
“com.infor.siw.cloud.mingle.url” in properties file to access from Infor OS, in IE browser both
standalone and from Infor OS this error message is displayed:

@l This content cannot be displayed in a frame

To help protect the security of information you enter into this
website, the publisher of this content does not allow it to be
displayed in a frame.

What you can try:

® Open this content in a new window

If you use IE11 (because of the HTTP allow-from headers you have to set for Infor OS
compliance, which other browsers ignore), and configure SiW to run inside Infor OS, then you
have to run it inside Infor OS.

To run SiW or the related administration pages outside Infor OS, you can choose one of these
options:
o Use a different browser from IE11 to access SiW.

e Add additional icons in Infor OS to explicitly call admin pages (which can be authorised to
administrators).
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Appendix E Troubleshooting

1 Ifauseris trying to login to Infor OS for the first time using Infor credentials and observed
that user is unable to login to the Infor OS successfully, then you must make sure whether
the user profile is configured in Infor OS application or not. If not, user can request the
Project Manager or XA Integration team for user provision in Infor OS with the user’s Infor
mail ID and need to specify whether user needs access on Infor OS Development or Infor OS
QA environment.

2 Ifauserlog into Infor OS successfully, but gets prompt again for credentials while launching
the SIWA applications, then user can enter the respective IBM i user ID and credentials. (For
example, in this screen, login prompt screen is displayed for USALILO2 IBM i machine).

System | Workspace AnyWhere

Profile ||-E'2JJ d |

User* | alzsun |

e [ —— |

Company | US Demensiration Company - |

Environment | XA2J IFNWEFDM Schedued fssu... ¥ |

|| Remember ke

& O

1 If useris able to login to Infor OS and SiWA applications, but facing issue at Context App
Primary, Secondary & Tertiary Views with an error message “You are not currently logged
on” displayed.
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Context App Primary View Lo

Yo are ot cUTSnty logged on.

Context App Secondary View L)

“fiow are nol eumantly logged on.

Context App Tertiary View Lo

Then as a workaround, right click the respective Context App view and click the “Reload

frame”, as displayed.

Context App Primary View -

“ou are nat ouently logged on

Back Alt+Left Arrow
Forward Alt+Right Arrow
Reload Ctrl+R
Save as... Ctrl+5
Print... Ctrl+P
Cast...

=8, Create QR code for this page
Translate to English
B Compare via Compare Hatke

View page source Ctrl+U
View frame source
Reload frame

Inspect Ctrl+Shift+1

Even after successfully SIWA environment setup, if the environment is launching with no IDF

tasks in home page.
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& usalvwxaidf02.infor.com/systemiTST/server/workspacexsp?inforMode=0

Infor XA 9.1 - COMPANY 10 (10)

My Favorites My Tasks

My Notes wee Task Search Qe

Search for with ALL of the words

Al items - |

with NONE of the words results

\ L) |

e Then you need to check whether exporting is done successfully or not in the
ExportPublicMetadataToWorkspace.log at the local IDF logging folder (similar to going to
Power- Link -> help -> About -> Ctrl + D -> Ctrl + L and going to logging folder).

/v ThisPC » Storage (D:) » sala » IDF_Corretto » cache » client » USALIL2C 36007 » 54 » logging

i *  MName Date modified Type Size

J temp 8/13/20201:27 AM  File folder
22693 - = -
03060 | | ExportPublicMetadataToWorkspace.log 8/13/2020 1:37 AM  Text Document 674 KB |

o If you find any errors, those need to be resolved and re-run export metadata again and make
sure you are not encountered with any errors.

2 If you encounter with “Language Code is not defined” error, you need to cross check and
update language code in SIM console.
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Administration Functions

Maintain User Profiles
User Profile
TALARAJ Rajasekhar Talari

Tupe changes, press Enter and then F3 to Update
User level. . . . . . . . . . . 3 (1=Nowvice, 3=

Initial menu . . . . . . . . . 1DF
Default sign-on company

Single application task . . . . __
Default development application _
Language code . . . . . . . . . Us

1 When you try to open any business object from IDF using SIWA, if it displays a blank page,
you need to add the SIWA URL to the insecure content and try to relaunch the application.

Settings Q, Search settings

A, You and Google 3 Insecure content
B Autofill

Inzecure content iz blocked by default on secure sites
@ Privacy and security
& Appearance

Block
Q, Search engine

No sites added

(=1 Default browser
) On startup Allow
Advanced ~ Mo sites added

1 Restart the server SIWA application installed server if this issue appears and recheck the
Database access under diagnosis in SIWA admin page.
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Infor System | Workspace = Database Access
AnyWhere Administration

L2M-EF

Invalid password "abcde123" for user "JDBC_AMV3" on database connection.”

The specific error message was "Could not obtain connection from pool using getConnection "L2M-EF"". Try restariing the server (to check the database pool) and
also try signing on to "USALIL2M.INFOR.COM" as "JDBC_AMV3" and running the following commands to see if there are any errors.

CALL SETAUL [AULSYS3 'OSLSYS"
CALL SETSMLIBL

Technical Details
Show More

2 If you receive this request, cross check the NLS and NLC processes are in active state or
not, if not start the processes.

@ Infor XA Net-Link

There are no servers available to handle requests. Please contact your
system administator.

Press O to retry.

v (SN} IR LIRS T LN ML R IlI'.n.'h.'l-I.lH'.l el Wl ILIJI.II.I.F_r
& |EF MNLC Met-Link Controller {auto)
& |EF NLS MNet-Link Server (auto)
- - - - N e s N " PEm E N L -

1 If you face issue, as displayed, when launching L1 tasks, check the whether the environment
is pointing to correct iIASP group or not by navigating to this path in System Manager
Console.

STRM400 - Application Manager = Maintain Environments

108 | Infor XA Configuration Guide for Infor OS MT CE



Troubleshooting

at Task Inifialization
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Application Manager System: USALILZ2C
Maintain Environments

Environment TT *UPDATE

Type in details and press ENTER to update

Environment name. . . . . . 9.2 - Build Testing w/o IFM
Environment group ? . . . . 9.2 - Build Testing w/o IFM

Role processing . . . . . . O (O-No, 1-Yes)
iASP group. . . . . . . . . IASP

1 Due to maintenance activities in weekends and holidays, SiW and Net-Link related Http and
Application servers in “IBMi Web Administration Console” goes down similar to XA servers in
Link Manager. You need to check and start them if you face any issues while launching
SIWA application.

2 To Secure the Net-Link and launch the SiWA application in Infor OS, the Globals for the XA
server must be on 9.2. If the globals is on 9.1, user cannot download Net-Link.war file and
fails to secure the Net-Link on SiWA. It is not recommended to run SiWA on Infor OS without
securing Net-Link.

3 If the the client system is getting blocked at System Manager(SIM) or if you are facing below
error while accessing SIWA environments with or without SSO, you have to add the IPv4
address of the client system in the allowed clients at SIM.
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Ermor During Sign On

Your IBM i System reported the following Sign In efrors

System Manager
Application Manager
Machine Manager
Housekeeping
Network Manager

6. Work Management

Type selection===>

¢ Navigate to Secure Sign-on option - Display Access Log

Administration Functions

Administration Menu

System Manager Properties
Maintain User Profiles

Print User Profiles

Maintain Language Parameters
Apply AUthorisation Codes

Licence Usage Enqu
Maintain Company P
Maintain Soft Opti
Authorisation Viol
10. Maintain Role Prof
11. Print Role Profile
12. SecUre Sign-on

13. Maintain IFS User

OE-~N0O0hWNH=

Selection or command
===> 3

SecuUre Sign-on

Configure TELNET Exit Program
Configure Token generator

1
2
3

. Display Access lLog

4. Main Menu

o Identify and copy the client IPv4 address with result as blocked, as displayed.

For example: 127.0.0.1

Display Access Log

" Type Client
TOK 127.0.0.1

P8/12/20 08:19:22

Result
BLOCKED

User
ALASUN

Date Time

e Take F3 to exit.
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Navigate to Secure Sign-on option - Configure Token generator.

Administration Functions

Administration Menu

System Manager Properties

Maintain User Profiles

Print User Profiles

Maintain Language Parameters

Apply Authorisation Codes

Licence Usage Engu SecuUre Sign-on

Maintain Company P

Maintain Soft Opti 1. Configure TELNET Exit Program
Authorisation Viol 2. Configure Token generator

10. Maintain Role Prof
11. Print Role Profile 4. Main Menu

12. Secure Sign-on

13. Maintain IFS User

1.
2.
3.
4.
5.
6.
7.
8.
9.

Selection or command
=3 7

o Update the Client IPv4 address at Allowed clients, as displayed.

Application Manager System: USALILZ2

Configure Token Generator
Token Expiry Time. 230 Seconds

Allowed clients. 127.0.0.1

Blocked users.

e Press F8 to Update.
e Press F3to Exit.

1 If, on launching the XA application from InforOS, you see either a blank screen or one, or
both, of these screens.
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© Error During Sign On

>SS0 not conhgured. Logm using your normal Sysiem i

assACrd

System | Workspace AnyWhere

Prose | C31P0d v

ser * |+ NO MATCHING ERFPERSON USEF

Company | Caneric Damonstrason Company v

nvronment | System 21 3.1 core -

Remember Me

1 IO

Then Single Sign-On (SSO) is not correctly configured in InforOS, System Manager, System i
Workspace AnyWhere, or all three.

Note: Itis expected that you have already tested System i Workspace AnyWhere as a stand-
alone application, from a client PC, and resolved any issues with that setup before enabling any
of the SSO features.

1 If the below message is displayed, when you try to access any object in XA, you need to
logout of SIWA environment and login to Net-Link environment of this same application.
Navigate through couple of objects and check the objects in SiWA/Infor OS.
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Met-Link Task Cannot Be Staried

Uniil the: first Met-Link task has successfully stared

Close

1 If you encounter with an error “abc.infor.com refused to connect”, shown as below, where
abc is SIWA installed server hostname.

& c @ usalvwxaios01.infor.com/infor/c883eeff-3a5d-4a81-8bbc-21984d47534 aQ h 2
erExchangs Infor OS Infar | Wik SiW AnyWhere XA_Integrations | S... 18M €PQ | SalesPortal Reading list
For SiWA with Microsoft Windows deployment:

e Login to the SiWA installed server with an admin privileges, and from windows search open
services, check if the Infor SIWA (SiWAnyWhere) service is in Running status or not. If not,
start the service by clicking on Start the service, shown as below.

L Services - *
File Action View Help
| T B2 HE »mnwp
“. Services (Local) . Services (Local)
Infor SIWA (SIWAnyWhere) Name - Description Status Startup Type Log On As &
».‘,';’EIKE and AuthlP [Psec Keying Medules ThelKEEXT ... Running Automatic (T.. Local Syste..
ESERihe service %Infur SIWA (SiWAnyWhere) Infor SiW A... Automatic Local Syste...
{,‘_’;Interactlve Services Detection Enables use... Manual Local Syste...
Description: {“_’;Intemat Connection Sharing (ICS) Provides ne... Manual (Trig... Local Syste...
Infar SW Amdithers Ruild 200221 FDT 58 im0 n"oe - P e
o Services -
File Action View Help
e HECE HE > 8w
£ Services (Local) . Services (Local)
Infor SiIWA (SiWAnyWhere) MName - Description Status Startup Type Log On As
. G.,'_’;IKE and AuthlP IPsec Keying Modules ThelKEEXT .. Running  Automatic (T.. Local Syste..
Stop the service &?Infor SIWA (SIWAnyWhere) Infor SIW A...  Running  Automatic Local Syste...

Restart the service

For SiIWA with an IBMi deployment:

e Login to IBM Web Administration console and check if the HTTP & Application servers
related to SIWA WebSphere and Net-Link are in Running status or not. If not, start both the

SIWA WebSphere and Net-Link server instances, shown as below.
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Under All HTTP Servers tab, select the SIWA WebSphere installed HTTP server and click on

Start.

IBM Web Administration for i
Setup Advanced | Related Links
| All Servers  HTTF Servers | Application Servers | Installafions

¥ Commen Tasks and Wizards
J Create Web Services Server Manage All Servers 0

J Create HTTP Server

Welcome PATAJAN

4 Create Application Server VAII HTTP Servers |AII Application Servers
Data current as of Dec 14, 2020 5:50:15 AM.
Server o Version Status Address:Port Associated Application Server Description
) ADMIN Apache/2.4.20 (IBMi) @ Running *2001 Mong Administration server
O AJSP Apache/2.4.20 (IBM1i) @ Stopped ~ ™8210 MNone
() APACHEDFT Apache/2 420 (IBMi) @ Stopped =30 Maone 1BM supplied sample HTTP server (powered by Apache)
) IADFT Apache/2.4.20 (IBMi) ® Stopped 2020 MHone
() NLWEBSVR Apache/24.20 (IBMi) @ Running 36201 NLAPPSVR, V9.0 Base Net-Link Web server
O WOLWITF Apache/2420 (IBMi) @ Stopped  =11331 Mone
@ WSANVWHERE  Apache/24.20 (IBMi) @ Siopped =443 default, V9.0 Base
Server starfup parameters: | | 2]
(Reesh| [ start ] sop | [ estar
Manage Details Delete | | Rename
&« C A Notsecure | usalil2ainfor.com:2001/HTTPAdmiIn

B! ppps M IONOSCE @ USALVWXADVXION..

IBM Web Administration for i

Setup Advanced | Related Links
| All Servers  HTTP Servers | Application Servers | Installations

@ New Infor SE @ 12....

¥ Common Tasks and Wizards Start: default/serveri .0.

A Create Web Services Server

n Log in - Infor JIRA w Infor Xtreme Log In

Welcome PATAJAN

(<,

B Etet TS e Welcome to the Start Wizard. This wizard will help you start all of the compenents associated with this Web environment.

J Create Application Server

Select the items you wish to starl:
The following application servers will be started:

v default/servert

v defaultVVSAnyWhere
The following HTTP servers on the local system are associated with this application server:

EwsanvwWHERE
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&« C A Notsecure | usalil2ainfor.com:2001/HTTPAdmIn

T Apps B jon oS cE @ USALVWXADVXIOL.. @ New Infor SE & 12... n Lag in - Infor JIRA W Infor Xtreme Log In -~ @ Infor Supplier Excha... n Infor Wiki - ION Tra...

IBM Web Administration for i Weicome PATAJAN
Advanced | Related Links
‘ All Servers  HTTP Servers | Application Servers | Installations

¥ Commen Tasks and Wizards
J Create Web Services Server Manage All Servers 0

d Create HTTP Server 2 \ EEEEE
J Create Application Server All HTTP Servers |AII Application Servers

Data cumrent as of Dec 14, 2020 &:15:03 AM.

Server o Version Status Address:Port  Associated Application Server Description
) ADMIN Apache/24.20 (IBMi) @ Running *:2001 Mone Administration server
O ASP Apache/2.4.20 (IBMi) @ Stopped %8210 None
APACHEDFT Apache/24 20 (IBMi) @ Stopped  *80 Nane IBM supplied sample HTTP server {powered by Apache)
) MWMADFT Apache/2.4.20 (IBMi) @ Siopped %2020 MNone
) NLWEBSVR Apache/2.4.20 (IBMi) @ Running *35201 NLAPPEVR, V9.0 Base Mei-Link Web server
) WOLWITT Apache/24 20 (IBMi) @ Stopped  *11331 Naone
@ WSANYWHERE Apache2.4.20 (IBMi) @ Running *443 default, V9.0 Base
Server startup parameters: | |9

IBM Web Administration for i Welcome PATAJAN
Setup Advanced | Related Links
|AIISenvers HTTP Servers | ion Servers |
* Commen Tasks and Wizards Manage All Servers 0

d Create Web Services Server
J Create HTTP Server e -
A Create Application Server All HTTP Servers |MI Application Servers

Data current as of Dec 14, 2020 6:19:38 AM.

Server o Version Status Address:Port Description
) Admin1 V8.5 (intapp svr) @ Running %2002
o Admin2 V8.5 (int app svr) @ Running  *2004 2005
& Admin3 V8.5 (intappsvr) @ Running ™2008
) Admind V8.5 (int app svr) @ Running <2008
o Admins V8.5 (intapp svr) @ Running 2011
(® defaultiservert V9.0.55 Base @ Running  *2808 5060 5061,5550,9043,9060,9080,9443
() default’'WSAnyWhere 9.0.5.5 Base @ Running =2310,5062,5063,55681,9044,9061,2081,9444
() NLAPPSVR/NLAPPSVR V9.0.5.5Base ¥ Running  =10000,10001,10002, 10003, 10004, 10005,10016,10017  Net-Link Application Server

Setup Advanced | Related Links

iAIIServers HTTP Servers | ion Servers |

¥ Commeon Tasks and Wizards
< Create Web Services Server Manage All Servers ©

J Create HTTP Server = .
J Create Application Server |AII HTTP Servers |AII Application Servers

Data current as of Apr 15, 2021 6:36:10 AM.

Server . Version Status Address:Port Description
Admin V5.5 (intappsvr) @ Running =2002
Admin2 V5.5 (intappsvr) @ Running =2004,2005
Admin3 V8.5 (intappsvr) @ Running 2006
Adming V8.5 (intapp svr) @ Running *2008
Admins V5.5 (intappsvr) @ Running =201
default/servert V9.0.5.5 Base @ Running  *2809,5060,5061,3350,9043,9060,9080,9443

defaultWSAnyWhere  V9.0.5.5 Base @ Running  *2810,5062,5063,5381,9044 9061 9081,9444
NLAPPSVR/MNLAPPSVR V9055 Base @ Stopped  *10000,10001,10002,10003,10004,10005,10016,10017  Net.Link Application Server

(Retresn | [ star | siop || Resan

l Manage Details ] [ Delete ] [ Rename |
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Setup B GLUETEE Advanced | Relaled Links

All Servers  HTTP Servers | Application Servers | Installafions

iz emanon; Taskeaod Wiearts Start: NLAPPSVR/NLAPPSVR ©

J Create Web Services Server
J Create HTTP Sernver

I Create Application Server Welcome to the Start Wizard. This wizard will help you start all of the components associated with this Web environment.

Select the items you wish to start:
The following applicaticn servers will be started:

NL.’-‘-.PFSVFUNLAPPSVR
The following HTTP servers on the local system are associated with this application server:

B nLWEBSVR

| Start |Cancel |

R L — -,y

ers HTTP Servers | Application Servers | Installafions

‘asks and Wizards 2]

Web Services Sarver Manage A" SEWEFS .

ATTP Server S

\pplication Server AllHTTP Servers | All Application Servers

Diata current as of Apr 15, 2021 6:40:34 AM.

Server . Version Status Address:Port Description
" Admind WE.5 (intappsvr) @ Running %2002
Admin2 V5 (intappsvr) @ Running *2004 2005
Admin3 V8.5 (intappswr) @ Running *2006
Admind V8.5 (intappswr) @ Running *2008
Adming V8.5 (intappswr) @ Running =201
default/serveri V8.0.5.5 Base ¥ Running *2809,5050,5061,5550,9043,2060,9030,9443

O defaultWsAnyWhere W8.0.5.5 Base @ Running *2810,5062,5063,8881,2044,9061,9081,9444
@ NLAPPSVR/NLAPPSVR V9.0.5.5 Base ¥ Running *10000,10001,10002,10003,10004,10005,10016,10017  MNet-Link Application Ser

Setup B GUELEE Advanced | Related Links

All Servers  HTTP Servers | ion Servers |

* Common Tasks and Wizards )
1 Create Wek Services Sarver Manage All Servers ©

) Create HTTP Server
2 Create Application Server AllHTTP Servers | All Application Servers

Data current as of Apr 15, 2021 6:41:14 AM.

Server o Version Status Address:Port  Associated Application Server Description

3 ADMIN Apache/24.20 (IEMT) @ Running *2001 Mane Administration server

) AJSP Apache/2.4.20 (IBMi) W Stopped *8210 MNong

() APACHEDFT Apache/2.4.20 (IBMi) @ Stopped %80 Mane IBM supplied sample HTTP server (f
) IWADFT Apache/2 420 (IBMi) W Stopped  *2020 None

NLWEESVR Apache/2.4.20 (IBMi) @ Running *36201 MLAPPSVR. V9.0 Base Met-Link Web server

O WOLWITT Apache/2.4.20 (IBMi) W Stopped 11331 MNane

(8 WSANYWHERE Apache2420 (IBMi) @ Running 443 default, V9.0 Base
Server startup parameters: | @

1 In SiWA Admin page, under Profiles, if you have selected empty value for default locale and
saved it. Then we might receive “java.lang.ArraylndexOutOfBoundException”, shown as
below.
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Infor

Moge
Add New Profile
Descngplicn LZMEF
Profile 1D L2MEF
S0L Pool Connaction LXMEF -
System i Hame usalil2m infor.com {
Iinfisr Applcation Infor X492 -
Default Locale | B
en_US
en_ 38

Companies

Fartal Errors

java lang. ArrayIndexOutOfB oundsException: Index 1 out of bounds for length 1

clacs = class javax xal rancform TransformerExcepticn

on: Index L out of bounds for langth 1
nctton(Extensiontandler)s ackage Java:&l?)
Fackage. fava s

favax. ol transfom. TransformarExcaep

2t org.apache

W Extensiomrundlorla
able.fava:2z2
ion(Transformerinpl, o
te(FuncExtFu
Tiandle

Java:2iea)

109

Jmes: 2409)

~Jaea: 2400)

tezplates. [ley

ans forsar. javai2aes)

Jwen: 2484)
Jareat 23089)

Javaiiew)

ans forsecingl. fava: 2400)

favailivze

sforeeriogl Jovs: 2400

javai137é)

orserinol 1xa:2ded) .

To resolve the issue, please follow the below steps:

In

¢ Navigate and open the “constants.xsl” file, shown as below:

For SIWA Tomcat, it is located in restricted folder under:
tomcat\webapps\systemi\server\restricted
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“ S <« Program Files » Infor » SiWAnyWhere » tormncat » webapps * systemi > server » restricted »
4 Name Date modified Type Size
3+ Quick access
drillbacks 7/19/2021 9:57 AM  File folder
[ Desktop 4 . )
exit-paths File folder
¥ Downloads # WFi File folder
&[ Documents  # =] 5250-application-mapping 7/19/202110:03 AM XML Document 3KB
&=/ Pictures »* [ admin-menuxsp 7/19/2021 10:03 AM  XSP File 33 KB
fedlet_config =] config-5250 8/12/2020 1:24 AM XML Document 1KB
fedlet_config_SL |:| config-UM-active-clients.xsp 7/19/202110:03 AM  X5P File 23 KB
= |j config-UM-client-overrides.xsp 7/19/2021 10:03 AM  X5P File 23 KB
properties -
. || config-UM-configuration.xsp 7/19/2021 10:03 AM  X5P File 18 KB
properties = ) . B _ ) )
u config-UM-global-settings xsp 7/19/2021 10:03 AM  X5SP File 21 KB
[ This PC I:] config-UM-new-clientxsp 7/19/2021 10:03 AM  X5P File 21 KB
I Desktop |j config-UM-upload-clientxsp 7/19/2021 10:03 AM  X5P File 18 KB
= = constants o 19/ 20 4l Al tylesheet
3 Dacuments 8/19/2021 6:42 AM  X5L Stylesh 26 KB
; Downloads If%:, cnnstants—-default 7/19/2021 13':3'3‘-'1\h'1 Ex:.SL Sﬁ:;;'lesheet ] K:B

For SIWA WebSpere, it is located in restricted folder under:

\QIBM\UserData\WebSphere\AppServer\V9\Base\profiles\<ProfileName\installedApps\<NodeNa
me>\WSAnyWhere.ear\Workspace.war\server\restricted

.« UserData » WebSphere » AppServer » V9 » Base » profiles + default » installedApps » usalilZa » WSAnyWhere.ear » Workspaceiwar » server b restricted

0 e - )

-

J expandedBur *  Name Date modified Type Size

. installableAp || config-UM-upload-clientxsp 7/19/2021 1:06 PM XSP File 18 KB

/installedApp: (15 constantsasl XSLT Stylesheet 19 KB
. usalilZa <e3 constants-defaultas HSLT Stylesheet 6 KB

¢ Navigate to default_locale element for the respective profile and observe that value would
be empty space, shown as below:

114 g </profile>
115 = <profile>
116 <profile id::-L2I-IE.F</prnfile_id}
117 <dSEAHIE T6EAIEs E/aetaul locale>
11 <documentation url/>
<as400>USALIL2M. TNFOR . COM< /as400>
120 <description>L2MEF</description>
121 <sgl pool>L2ZMEF</=sgl pooll>
122 <applet ilOwlogout="1" device-name="" use-z=1="1" ilOwfawvs="1" hide
123 [H <companies>
124 <company code="10" companvimageurl="">COMPANY 10
125 </companies>
126 [ <environments:
127 <environment exact_ actionlist_ counts="0" system manager authori
128 B </environments>
129 <webtop/>

e Now, update the value of default_locale manually from the available locale information and
save the file (for example: “en_US”), shown as below:
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[=] constants xsl B3 I

116 £ </profile>

17 = <profile>

<prnfile_id)LEHEE(Iprnfile_id)
{default_lﬂcale>en_ﬂ5<fdefault_1ncale>
<documentation url/>
<a5400>USALIL2H.IHFDR.CDH<Ia54004
<description>L2MEF</descriptiony

<sgl pool>L2MEF</sqgl pool>

| e e e B
I
[T =}

=

P S T T U T A R

PR S T % ==}

¢ In SIWA Admin page, navigate to Profiles and click on Save icon and then Update, shown as
below.

Infor System i Workspace = Profiles B9 0
AnyWhere Adminisiration
.:.] on Information Show More
Add New Profile
Description | LovEF | ‘ L2MPP ‘
Profie ID | Laver | ‘ Lamep ‘
SQL Pool Connection | LavEF v e -
S usalii2m.infor.com usali2m infor.com
Infor Applicaion ‘ Infor XA9.2 v | ‘ Infor XA 9.2 - ‘
Profiles
Default Locale ‘ en US - | ‘ en_US - ‘
G | L2vEF v | e v

Update Configuration

Motes

Characters left 250

Cancel Update

Note: If required, refresh the SIWA Admin page URL.

¢ In SIWA Admin page, navigate to Diagnostics and click on Database Access and observe
that the respective environment is OK, shown as below.
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Infor System i Workspace
AnyWhere Administration

Database Access

M Version Information

L2MEF

Configuration
oniiguration Environment "EF " QK

Application Manager
LZMPP

System i| Emulator
Environment "PP " QK

Favourites Manager

Technical Details

Show More
Recommended Tests =how ore

= [Database Access

Enable debugging in System i Workspace AnyWhere

o Firstly, locate the System i Workspace AnyWhere system.properties file (as documented in
the System i Workspace AnyWhere Installation Guide). Add this property to enable SSO
Debug mode inm System i Workspace AnyWhere:

Property Description

com.infor.siw.cloud.debug Set to 1 to enable SSO debugging specific
features of System i Workspace Anywhere

o Secondly, locate the server\xsl| folder within your web application deployment. Edit the logon-
validate-global.xsl file using a text editor and change <xsl:variable name="login-debug"
select="""/> to <xsl:variable name="login-debug" select=""true"/>.

e Save the file.

o Finally, locate the WEB-INF\classes folder within your web application deployment. Edit the
log4j.xml file using a text editor and change <Root level="warn"> to <Root level="debug">.

¢ Save the file and restart System i Workspace AnyWhere to apply these changes.

Note: You may wish to clear down or backup any existing log files at this point.

The next time a user logs into System i Workspace AnyWhere, via InforOS, debugging
information is written to the Standard Output log file of your web application/server.
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Enable debugging of the identify provider

e To change the debugging level that is logged by the Identity Provider, locate the fedlet_config
folder. If you have followed the instructions within this document, this folder must be located
in the root directory of your System i Workspace AnyWhere server.

o Edit the FederationConfig.properties file contained within this folder using a text editor and
locate this line: com.iplanet.services.debug.level=error.

e Change the com.iplanet.services.debug.level setting to one of off, error, warning or message.
e Save the file and restart System i Workspace AnyWhere to apply the change.

Note: You may wish to clear down or backup any existing log files at this point.

The next time a user logs into System i Workspace AnyWhere, via InforOS, debugging
information is written to the debug folder located under the fedlet_config folder.

Additional Troubleshootings

For any additional troubleshooting steps, refer “Troubleshooting Techniques” Chapter in the
System i Workspace AnyWhere Installation & Administration Guide.
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Appendix F Multiple SIW AnyWhere Tomcat
Installations in a single Windows server

If you want to install and run multiple instances of SiwW AnyWhere in a single Windows server
using unique ports for each individual installation, please follow the below additional settings for

each SiW AnyWhere installations:
1 Navigate to SiWA Installation folder
(for example /tomcat/conf/context.xml file.)
2 Edit the context.xml file and change the following line:
<Context>
To
<Context sessionCookieName="JSESSIONID_ {environment|D}”>

where {environmentID} is the id of the environment.

EhmMaﬂmeﬂl

<2xml wversion="1.0" encoding="UTF-8"72>
Eler-—-
Licensed to the hpache Software Foundation (ASF) under one or more
contributor license agreements. See the NOTICE file distributed with
this work for additional information regarding copyright ownership.

o B

=~ o

(the "License™); you may not use this file except in compliance wWith
the License. You may obtain a copy of the License at

[Pa ="

10 http://www.apache.orgflicenses/LICENSE-2.0

Unless regquired by applicabkle law or agreed to in writing, software
distributed under the License is distributed on an "45 I5S" BASIS,

I
LTS i Wy

See the License for the specific language governing permissions and
limitations under the License.

L
= o

Vo o

EIXEBHEERY ==<=ionCookiclane="JSESSIONID L2MEG"§

<l1—— web application will be reloaded.

<WatchedResource>WEB-INF /web.xml</WatchedResource>
<WatchedResource >WEB-INF/tomcat-web.xml< /WatchedResources
<WatchedResource>5{catalina.base} /conf/web.xml</WatchedResource>

=l o,

I T R I R A
o b

1]
1l
=

P [

The ASF licenses this file to You under the Apache License, Version 2.0

WITHOUT WARRANTIES OR CONDITIONS OF ANY EKIND, either express or implied.

<1'—— The contents of this file will ke loaded for each web application -->

<!—— Default set of monitored resources. If one of these changes, the

£1—— Uncomment this to disakle session persistence across Tomcat restarts ——>»
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1 Restart the Siw AnyWhere Windows server and make sure the status of Siw Anywhere
services are running post server restart.
L. Services
File Action View Help

e Al IEREREYN 7 Rl I

.« Services (Local) . Services (Local)
Infor SIWA (SiWAnyWhere) Mame . Description Status Startup Type Log On As
. -J.':) E and AuthlP IPsec Keying Modules  The IKEEXT .. Running  Automatic (T.. Local Syste..
Stop the service Infor SIWA (SIWAnyWhere) Infor SiW A.. Running  Automatic Local Syste...

Restart the service

Gk Infor SIWA (SIWAnyWherelST)

Infor 5iW A..  Running  Autornatic Local Syste...
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Appendix G Multiple SIW AnyWhere WebSphere
Installations in a Single IBMi server

If you want to install and run multiple instances of Siw AnyWhere WebSphere in a single IBMi
server using unigue ports for each individual installation, please follow the below additional
settings for each Siw AnyWhere installations:

1 Login to IBMi Web Administrator for i using the below URL, then navigate and select the Net-
Link WebSphere Application server, which is used for Securing Net-Link, shown as below:

http://<hostname>:2001/HTTPAdmiIn

where <hostname> is FQDN of IBMi server

(for example: http://usalil2m.infor.com:2001/HTTPAdmIn)

& C A Not secure | usalilZm.infor.com:2001/HTTPAdmin
=1 Apps Supplierkxchange Infor OS Infor | Wiki SIW AnyWhere KA_Integrations | S... IBM i CPQ | SalesPortal m Infor d/EPM
IBM Web Administration for i — Welcome SUNDALA
Setup BUGTELEN Advanced | Related Links
All Servers  HTTP Servers | ication Servers |
v C Tasks and Wizard: Y
3 Crests Web Senvices sarver Manage All Servers ©

d Create HTTP Server
J Create Application Server AIlHTTP Servers  All Application Servers

Data current as of Aug 27, 2021 2:19:30 AM

Server a Version Status Address:Port Description
O Admint VB.5(int appsvr) W Running *2002
) Admin2 V&5 (int appsvr) @ Running *:2004,2005
) Admin3 V3.5 (int appsvr) ¥ Running *:2008
" Admind V85 (int appsur) @ Running “2008
"y Admind W5 (intappsvr) @ Running *:2011
) defaultiserveri V9.0.5.4 Base ¥ Running  *:2809,5080,5061,5880 2043,9060,9080,2443
»  default\WSAnyWhere V9.0.5.4 Base ¥ Running *:2810,5062,5063,85581 9044 8061,9081 9444
O defaultT ST/serverT ST VO.0.54 Base ¥ Running *:2811,5064,5085 8582 904590629082, 9445
" defauliT STWSAWTST V2.054 Base ¥ Running 281250665067, 85583 9046 8063,9053 9445
@ NLAPPSVR/NLAPPSVR V9.0.5.4 Base ¥ Running  *:10000,10001,10002 10003,10004,10005,10016,10017  Net-Link Application Server
() NLAPPSVRTST/NLAPPSVRTST V9.0.5.4 Base % Running *10020,10021,10022 10023,10024,10025,10035,10037  Net-Link Application Server
) WOLIBSS V&S5 (intappsvr) W@ Stopped  *112336

1 Launch the IBM WebSphere Administrative Console to make configuration changes, shown
as below:
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IBM Web Administration for i

Welcome SUNDALA

T Manage WGNUELCRECE SR

All Servers | HTTP Servers  Application Servers  Installations

@ Running

* Common Tasks and Wizards
d Create Web Services Server
d Create HTTF Server
d Create Application Server

* WAS Wizards
J Create Virtual Host
d Install New Application
A Create JDBC Provider
 Create Data Source

¥ Server Properties
B Properties.
B Server Tracing
B Server Ports
B View HTTP Servers

* Applications
B Manage Installed Applications

* Resource Configuration
B Manage Virtual Hosts
B Manage JOBC Providers
B Manage Data Sources

* \Web Performance
E. Web Performance Advisor

* Problem Determination
B View Logs
<l Web Log Maonitor
& View Create Summary

¥ Tools

& Launch Administrative Console

IS oY software \E_

Licensed Materials

] Server: [ NLAPPSVR/NLAPPSVR - V9.0 Base v]

International Busi
product and servic

NLAPPSWVR/MNLAPPSVRE

Manage WebSphere Application Server - V9.0.5.4 Base
Prafile: NLAPPSVR  Server: NLAPPSVR

FProduct install path: /QIBM/ProdData’'WebSphere/AppServer/\VV'9/Base

Met-Link Application Server

& fBx

H] L Y 4. il |

Create Additional Virtual Host In
The default virtual host "default_host" was created for this Adfter creating the serve
application server. However, you can specify additional virtual applications.
hosts for mare control over what URI's can run which applications.

Current Configuration

Manage Virtual Hosts Mana
% default_host € Swaggerll
@ admin_host @ query
@ Nei-Link
€ RESTAPIDOCS
@ ivtApp

MNote: To update the status, click Refresh

WebSphere Integrated
Solutions Console

User ID:

- Prooerty of IBM (c) Copyright 1BM Corp. 1957, 2020 All Rights Reserved.
1BM, the IBM logo, ibm.com and WebSphere are trademarks or registered trademarks of

s Machines Corp., registered in many jurisdictions worldwide, Other

ce names might be trademarks of IBM or “other companies, A current list of
1BM trademarks is available on the Web at Copyright and trademark information.

1 From the menus on the left-hand side, select Servers > Server Types > WebSphere

Application Servers
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< C A Not secure | usalil2m.infor.ct

=5 Apps SupplierExchange Infor O5
'HEI:IS_phEm.

Views: | &l tasks W

‘Weloome

& Guided Activities
— Servers

= Server Types
WebSphere application servers

= WebSphere MO servers

Wels Servers

1 Click on the Net-Link configured WebSphere Application server and then navigate to

Server Infrastructure > Java and Process Management > Process Definition > Java
Virtual Machine > Custom Properties

WebSphera. [

Cell=Ush Tile=NLA
[ view: [Alt=ts - ‘

SALILZM WLAPPSVR,
Welcome

Apolication servers ]

+ Guided Activilies Application servers
i

Us= this page 1o viaw z izt of the ication servers in your envil and the status of each of these servers. You can alzo uss this page to change the
= Servers status of 2 specific application server,
= Server Types 4 Preferences
WebSphere application servers
s
WebSphere MQ servers 1)
- Name & Node Host Name 3 Varsien

Vou can administer the following resources:
NLAPPSVR, USALILZM_NLAPPSVR. USALIL2M,INFOR.COM Basz 9.0.5.4
| Tetal 1

Server Infrastructure

= Java and Process Management

Class loager
Process definition

Process execution

Administration
Java SDKs

Application servers = NLAPPSVR = Process definition

Use this page to configure a process definition. & process definition defines the command line information necessary te start or initialize a process,

General Properties Additional Properties

Executable name

Java Virtual Machine

Environment Entries
Executable arguments

Process sxecution
Process Logs

Logging and tracing
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Apolication servers T

Application servers > NLAPPSVR = Process definition > Java Virtual Machine

Use this page to configure advanced Java(TM) virtual machine settings.

|| runme |
General Properties Additional Properties
Classpath Custom properties

1) Click on New and add a new Custom Property for the JVM to reuse the sessionld,
shown as below:

Apolication servers

Application servers > NLAPPSVR = Process definition = Java Virtual Machine > Custom properties

Use this page to specify an arbitrary name and value pair The value that is specified for the name and value pair
configuration properties.

+ Preferences

Use System Property Name: HttpSessionldReuse and System Property Value: true

Application servers > NLAPPSVR > Process definition > Java Virtual Machine > Custom properties > HttpSessionIldReuse

Use this page to specify an zrbitrary name and value pair The value that is specified for the name and value pair is 2 string that can set intemal system
configuration properties.

General Properties

# Name
|Http5ession IdReuse |

#* Value

[eree ]

Description
[psly | [0 | [ Reset | [ Cancel |

2) Save your changes and restart the Application Server.

Cell=USALILZM MNLAPPSWVR, Profile=NLAPPSVR
Apolication servers

[= Messages

v Changes have been made to your local configuration. You can:
= Save directly to the master configuration.

= Review changes before saving or discarding.

M The server may need to be restarted for these changes to take effect.

Infor XA Configuration Guide for Infor OS MT CE | 127



Multiple SiW AnyWhere WebSphere Installations in a Single IBMi server

Application servers

Application servers > NLAPPSVR > Process definition > Java Virtual Machine > Custom properties

Use this page to specify an arbitrary name and value pair, The value that is specified for the name and walue pair is 2 string that can set intemnal system
configuration properties.

+ Preferences

Delets

g e

Select Name & value g Description
You can administer the following resources:

[] HttpSessionldReuss trus

Note: SSO cannot be implemented for the second instance of SiIWA, as we are using single
WebSphere for 2 SiWA. This is a limitation,
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Appendix H Validate IBMi Server and DB details in
SIWA installation

SIWA Admin page not loading properly

After successful installation of SIWA instance if you observed below page while accessing
admin.html page, then this suggests that there might be some issue IBMI server or DB
credentials in the installation.

C_‘! ] |_J_'=aln:.||:r1 infor.com

B s B 5 W Ow

Infor Syvstem i Workspace
AnvWhere Adminisiration

Workspace Confi=uration

T

Databaze Connections
Configurations
WebTop

MNet-Link

EE

Caching Options
Lock & Feel

L

Note: This issue is observed in a scenario when you have deleted an existing SiWA installation
on a WebSphere or Tomcat and gone for fresh SiWA installation, but with same instance/ User
Key name.
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Though the previous SiWA installation is deleted on WebSphere or Tomcat, the previous
installation data will be stored in IBMi server and same old configuration might be re-used in new
installation due to using same User Key.

IBMi Deployment:

Go to below folder in IFS.

/QIBM/UserData/WebSphere/AppServer/\VV9/Base/profiles/<ProfileName>/installedApps/<NodeN
ame>/WSAnyWhere.ear/Workspace.war/server/restricted

Open and validate details in DBConnectionManager.properties and constants.xsl files.

USALIDR1 w | | Filker
Directory
JQIBM UserData/WebSphere /AppServer fV3/Base fprofiles/defaultfinstalled Apps fusalidp 1S AnyWhere. ear Workspace .war fserver frestricted
<| m
Icon Mame & 2 Size (KB) Last Modified -1

| 1|September 21, 2022 at 4:17:52 AM EDT

103 September 21, 2022 at 4:15:41 AM EDT

L DEConnectionManager . proper ies
= temp-wsconfig. xsl

= temp-wsconfig. xml

8 September 21, 2022 at 4:15:41 AM EDT

= constants,xs| & September 21, 2022 at 4:06:12 AM EDT
| config-5250.xml 1 September 19, 2022 at 7:23:14 AM EDT
WFi September 19, 2022 at 7:18:06 AM EDT
exit-paths September 19, 2022 at 7:18:06 AM EDT

Windows Deployment:

Go to SiWA Tomcat installation folder, tomcat -> webapps -> systemi -> server - > restricted

folder.
<« Local Disk (C:) *» ProgramFiles » Infor » SiWAnyWhere + tomcat » webapps » systemi » server » restricted »
Marme - Date modified Type Size
drillbacks 71172022 245 AM File folder
. exit-paths T/11/2022 2:45 AM File folder
’ WFi 71172022 245 AM File folder
* =] 5250-application-mapping 71172022 2257 AM XML Document 3KB
- D admin-menu.xsp 71172022 2257 AM - XSP File 30 KB
ig =] config-3230 8 XML Decument TKB
4| constants G X5L Stylesheet 10 KB
4| constants-default 7 X5L Stylesheet B KB
D create-actiontracker-query xsp 3/ X5P File 14 KB
_E DEConnectienManager 9y PROPERTIES File TKB
D display-sessicns.xsp 7 X5P File 10 KB
D edit-5250-prefs.xsp 7 X5P File 17 KB
=
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For example validate below details in constants.xsl file:

Check as400, STATIC_URL with https, AURORA_URL with https, STATIC_LOCATION,
JDBC_AMV3 password.

<?xml vers

="1.0" encoding="UTF-8"2><xsl:stylesheet xmlns:xsl2="http://www.w3.0rq/1999/XSL/Transform" xmlns:xsl="http://www.w3.orq/1999/XSL/Transform"
http://xml.apache.orq/xalan" xmlns:java="http://xml.apache.org/xslt/java" xalan:dummy="1" java:d: "1 excluds-result-prefixss="java" version=
"1.0"><xsl:variable name="RTF AS400 DETATLS"><profiles»<profile<profile id>Defamlt</profile id><default localeren US</default_locale><documsntation url/>
<as400>usalidpl. infor.com</as400><description>Defanlt</description><sql_pool>Default</sqgl pool><applet ilOwlogout="0" device-name="" use-zsl="0" il0wfavs="1"
"1" dblclickS5250="1" appdata="" versi "0" desig sabled="1">Default</applet><companies><company code="1 "
=""/></companies><environments><el ronment exact act, """ sortke; 0" code="TT ">Primary Demo
Environment PTF 03704 </environment></environments><webtop/><idf etoken="1" owtasksearch="1"/><default_ae
/><default_loc/><proxy port="23" htip-port="443"/><siw5250server popup AEtE-porT="443">usalidpl. infor. com
</siw5250server></profile></profiles></xsl:variable><xsl:variable name="AS400_DETATLS" select="xalan:nodeset (SRTF_AS400_DETAILS)/profiles/profile"/>
<xsl:variable name="TEMP_FOLDER" select="'/Infor/WSAnyihere/cache'"/><xsl:variable name="STATIC URL" selsct="'https://usalidpl.infor.com/systemi/static'"/>

/stem manager authorisati

<xsl:variable name="HOME URL" selsct="''"/><xzsl:variable name="AURORA URL" selsct="'https://usalidpl.infor.com/systemi'"/><xsl:variable name="STATIC LOCATION"
select=""/QIEM/U: / /AppSer ./vs/Base/profn1es/defau1t/mstaued.n.ppsjusandp1/wsmyme:~e ear/Workspace .war/static' "/><xsl:variable name=

"APPLET CODEBASE"S<applet name="Default" description="default description" folder="path/Infor/Jacadann/JacadaFiles" server="jacada.hostname"><jacada user
521 _language_code="US" connection="Default" ogram="CWSINITIAL"/></applet></xsl:variable><xsl:variable name="SHOW OPTIONAL COMPANY" select="1"/>
<xsl:variable name="SHOW OPTIONAL ENVIRONMENT" select="1"/><xzsl:variable name="FOROGOTTEN PASSWORD URL" select="''"/><xsl:variable name=

"TRANSLATABLE TEXT KEY" selsct="'encompassTranslatableText'"/><xsl:variable nam=="TRANSLATABLE TEXT PREFIX" selsct="'encompassTranslatableText-'"/>
<xsl:variable name="DEFAULT LOCALE" select="'en GB'"/><xsl:variable name="MENUBAR REFRESH INTERVAL" select="360"/><xsl:varisble name="LOCALES FRAGMENT"

><locales><locale descri ke " collapsed="yes"/><locale descripti nglish" co ge="en"
flag=""/><lacale description | French" co es"/><locale description German" cous de" flag
= apsed="yes"/><locale description ki Italian" c apaed—“yes"/}(lucale description | ES"

es"/><locale description
age="aos" fl,
yes"/><locale desc Japanese" co
" oc __apse:k"yas"/)(lucale description ki "Polish" co ge="pl" flag=
apaedf"yas"/}(lucale dEsc"pt ) i ="gs"

g variables<xsl:variable name="LOCALES" select="xalan: nndaset(smmms FRAGMENT) " /><xsl:variable name=
"CON'NEC’I'IDNSiFRAmIENT"><cnnnsctlnns drivers="com.1bm.as400.access . AS400JDBCDrivVer”><CONNECTion autorefresn='0" name="Default"><user>DDBOIAMVEL/ user><password>

assword»<as400>nsalidpl . infor. com</as400><maxconn>32</maxconn><aullib>AULSYS53</aullib><v31ib>05L5YS</v3lib><default_customer code>AUL

</default_customer code><fullrefresh rime="00:00">0</fullrefresh><s2l language code locale="en US"/><s21 language code locale="en US">US

For example validate below details in DBConnectionManager.properties file.

kntsxsl .4 [= DEConnectionManager properties E3 |

drivers=com.ibm.as400.acce=ss.A5400JDBCDriver

Default.url=jdbc:as400://usalidpl.infor.com;naming=system; errors=full;date format=iso;translate binary=true;prompt=false
Default.maxconn=32

Default.user=JOBC_ AMV3

Default.password=)

Default.as400=usalidpl.infor.com

Default.aullib=AULSYS53

Default.w31ib=05L5YS

Note: After changing these files and updating same in IFS folder, we should not restart the HTTP
and Application servers or SiWA service. This is revert the changes in these files.

After changing these files, refresh the admin.html and install-verify.html.

Once SiWA admin launches fine, then go “Workspace Configuration” and click on save/Update
Configuration.
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<« C & usalidplinfor.com/systemi/admin.html e 4 H ¢ » O

mm webmail Infor Support Porta... n Jira s EAM SE WMS CPQ Lsp SiWA fav Imported From IE CRM Othg

Infor System i Workspace
AnyWhere Administration

n Infe

X Workspace Configuration A

Update Configuration

Notes

Characters left 250

Cancel

Now we can go and restart HTTP and APP servers in WebSphere. Similarly SiWA service for
Tomcat.
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