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About this guide

About this guide

This document describes the process of enabling TLS-secured communications for IDF web
components such as Net-Link and IDFIONAPI by implementing it through reverse proxy
configuration and an alternative method, WAR deployments, where applicable.

Revision History

Version Date Author Comments
0.1 14/Jun/2017 | Michael Dillon Initial Draft
0.2 11/Apr/2019 | Singaravizhiyan R | Added Building WAR file and Workspace Net-Link
URL configuration
1.0 10/16/2020 | Development WebSphere 9.x Configuration
2.0 06/19/2021 Development WAR file redeployment
3.0 04/13/2022 | Jany Khan Patan IDFIONAPI WAR file deployment in WebSphere
4.0 11/16/2023 | Jany Khan Patan Content restructure
5.0 7/22/2024 Jany Khan Patan Added “Appendix D Adjust HTTP Thread Count for
Secured Net-Link in WebSphere”.
6.0 06/11/2025 | Jany Khan Patan 1. This document will support all applications
using IDF instead of just XA.
2. Reverse Proxy configuration on IBM HTTP
server to access default Net-Link is made as
recommended approach.
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About this guide

Contacting Infor

If you have questions about Infor products, go to Infor Concierge at https://concierge.infor.com/ and
create a support incident.

The latest documentation is available from docs.infor.com or from the Infor Support Portal. To
access documentation on the Infor Support Portal, select Search > Browse Documentation. We
recommend that you check this portal periodically for updated documentation.

If you have comments about Infor documentation, contact documentation@infor.com.
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Net-Link Deployment

Chapter 1 Net-Link Deployment

The standard installation process involves accessing the Net-Link through a URL to the IBM i due to
which users are confined to a secure network. However, in some circumstances it is necessary to
provide access to the users outside of the network. Although the platform is secure, and can be
protected via firewall settings, connecting directly to IBM i from the web is not recommended.

Therefore, to support secure external access, it is necessary to expose the IDF web components like
Net-Link through a properly secured and controlled setup.

Below are the 2 ways to deploy and access Net-Link securely from other applications.

Reverse Proxy Method:

The recommended way of accessing Net-Link web server components is using Reverse Proxy

configuration on IBM HTTP server.

Browser

bmz

IBM HTTP Server

IBM i

Reverse proxy

Naming

|| Jetty d

36002-44000

XAC /NLC/
NLS I

RMI
36002-41001

RMI
36002-41001
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Net-Link Deployment

e The XAC, NLC and NLS servers can be deployed on the IBM i or an auxiliary machine.

e There can be multiple NLS servers, and they can be split among the IBM i and multiple
auxiliary machines.

o Link Manager needs to communicate with all server processes.

e IBM HTTP Server could be replaced with nginx, Apache, or IIS. We provide the instructions
for IBM HTTP Server.

Note: The reverse proxy implementation is simple to set up and easy to maintain. Unlike WAR
deployments, It does NOT require generating and redeploying Net-Link WAR files whenever WAR
updates or changes are delivered with fixes.To implement above deployment, refer to “Chapter 2
Reverse Proxy configuration in IBM HTTP Server to access default Net-Link” in this document.

WAR file deployment method:

Another example topology of the IDF components used for Net-Link in a container deployment
scenario: The default ports used by IDF for HTTP and HTTPs are typically 80 and 443 respectively.

Client App server (Tomcat, System |
WebSphere, Jetty etc.)
http

https

Browser Web archive

Link
Manager

Aux machine

Infor IDF Setup Guide for Secure Net-Link | 11



Net-Link Deployment

The web components of Net-Link run in a Servlet container. Examples of such a container are
Apache Tomcat and IBM WebSphere. The components are packaged into a Web Archive (WAR)file.

Note: The container used for System i Workspace can also be used. This document explains how to
obtain the WAR file, and to deploy it to these servers. The above implementation needs additional
maintenance of generating and re-deploying ‘NetLink.war’ file on Application servers when there are
changes in WAR file.

To implement above deployment, refer to “Appendix B Net-Link WAR file Generation and
Deployment on IBM i WegSphere” in this document.

Fully Qualified Domain Names

For a Microsoft Windows deployment, we recommend that the Windows Server has a Fully Qualified
Domain Name (FQDN) that can be used to address the Windows Server, both externally and
internally (i.e. the Windows Server knows itself by this FQDN) within your enterprise.

For either Microsoft Windows or IBM i deployment, we recommend that the IBM i server also has a
FQDN that it can be used to address the Windows Server, both externally and internally (i.e. the IBM
i knows itself by this FQDN) within your enterprise.

It is important to have FQDNSs in place before you install System i Workspace, otherwise, the URL
paths, SSL configuration and other settings created during the installation may be incorrect and
cause failures when trying to access or use System i Workspace.

12 | Infor IDF Setup Guide for Secure Net-Link



Net-Link Deployment

Infor IDF Setup Guide for Secure Net-Link | 13



Reverse Proxy configuration in IBM i HTTP Server to access default Net-Link

Chapter 2Reverse Proxy configuration in IBM i
HTTP Server to access default Net-Link

To simplify web security for IDF deployments where all web related components are running on a
single IBM i server, a single HTTP server can be used when deploying through a firewall. The
components include SiW Anywhere and Net-Link. These instructions will provide the basics for
configuring this kind of environment.

Pre-requisite: To implement the changes below, SiWA should be pre-configured and run on IBM
using HTTP and App servers. The reverse proxy configuration is done on HTTP server where SiWA
is running.

Using this reverse proxy setup, the default unsecured IDF Net-Link application running on port
36001 can also be accessed through SiWA URL with ‘NetLink’ as context.

Reverse Proxy configuration in WSANYWHERE
httpd.conf file

1 Login to IBM i Web Administration, using the below URL (where hostname, is the FQDN of the
IBM i server)

http://<hostname>:port/HTTPAdmin_or htttps://<hostname>:port/HTTPAdmin

2 Navigate to Manage -> All Servers -> All HTTP Servers. Net-Link HTTP server and SiWA
HTTP server are running on different ports.

Click on the SiWA configured HTTP server, which is running on port 443 (for example:
WSANYWHERE) shown below.

O WQLlBgs Apache/2.4.53 (IBM1) @ Stopped  ™12331 WQLIB8S
@® WSANYWHERE Apache/2.4.53 (IBMi) % Running *:443 default, V9.0 Base SIWA_WS-L2M
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Reverse Proxy configuration in IBM i HTTP Server to access default Net-Link

3 Click on “WSANYWHERE” HTTP Server, open the httpd.conf file by navigating to Tools -> Edit
Configuration File, shown below.

All Servers HTTP Servers Application Servers | Installations

server: [WSANYWHERE - Apache ~

@ Container Management

B Virtual Hosts “ Manage Apache servi
™ URL Mapping

@ Running

SIWA_WsS-L2M
™ Request Processing
B HTTP Responses
& Content Settings

™ Directory Handling
VWWelcome to the IBM Web Adminis

quickly and easily. With IBM HTTI

@™ Security

™ Dynamic Content and CGI

& Logging To get started, use the Create Ne
the wizard has been successfully

™ Proxy

b SR [REsnirEEs Once you have the basic server c

™ Cache

B FRCA

@ Smart Filtering If Web serving is a critical aspect

& Compression clustering.

O HTTP/2 Use the Fast Response Cache Ac

cache located in the Licensed Inte
& WebSphere Application Server

Use full proxy support, including f

St T,°°|_5 . . . controls for receiving and forward

= Display Configuration File optimize HTTP Server workload, :
=~ Edit Configuration File

server: (WSANYWHERE - Apache v| Server area:| Global configuration v

- WSANYWHERE > Edit Configuration File

Edit Configuration File

Selected file:  /www/wsanywhere/conf/httpd.conf

Listen *:443 -
DocumentRoot /www/wsanywhere/htdocs

TraceEnable OFf

Options -Followsymi inks

LogFormat "%h %T %1 %u %t \"%r\" %>s %b \"%{Referer}i\" \"#{User-Agent}i\"" comb:
LogFormat "%{Cookie}n \"%r\" %t" cookie

LogFormat "%{User-agent}i" agent

LogFormat "%{Referer}i -> %U" referer

LogFormat "%h %1 %u %t \"%r\" %>s %b" common

CustomLog logs/access log combined

LogMaint logs/access log 30 @

LogMaint logs/grror_log 3@ @

SetEnvIf "User-Agent"” "Mozilla/2" nokeepalive
m\‘;’\;\,ﬁ "User-Agent" "JDK/1\.8" force-response-1.8

r OK Apply Cancel

4 ltis suggestible to take a backup of httpd.conf file, before proceeding with any changes.

5 Add the below statements to the httpd.conf file in the SiWA environment. If these LoadModule
statements already exist be sure they are not commented out.

LoadModule proxy module /QSYS.LIB/QHTTPSVR.LIB/QZSRCORE.SRVPGM
LoadModule proxy HTTP module /QSYS.LIB/QHTTPSVR.LIB/QZSRCORE . SRVPGM
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Reverse Proxy configuration in IBM i HTTP Server to access default Net-Link

Edit Configuration File

Selected file: /www/wsanywhere/conf/httpd.conf

LoadModule ibm_ssl module /QSYS.LIB/QHTTPSVR.LIB/QZSRVSSL.SRVPGM
LoadModule proxy module /QSYS.LIB/QHTTPSVR.LIB/QZSRCORE.SRVPGM
Loadiodule proxy http module /QSYS.LIB/QHTTPSVR.LIB/QZSRCORE.SRVPGM
LoadModule proxy connect module /QSYS.LIB/QHTTPSVR.LIB/QZSRCORE.SRVPGM
Loadiodule proxy ftp module /QSYS.LIB/QHTTPSVR.LIB/QZSRCORE.SRVPGHM
LoadModule proxy balancer module /QSYS.LIB/QHTTPSVR.LIB/QZSRCORE.SRVPGM
LoadModule mod ibm si /QSYS.LIB/QHTTPSVR.LIB/QZISI.SRVPGM

LoadModule deflate module /QSYS.LIB/QHTTPSVR.LIB/QZSRCORE.SRVPGM

6 Add the below statements to the virtual host section for SSL for SiWA. The virtual host section
would be between the <VirtualHost.443> and </VirtualHost> lines. There will be other
statements in this section as well.

Note: The Net-Link proxypass would point to the IDF default Net-Link running on 36001 port.
<VirtualHost *:443>

# Set SSL application for NetLink proxy if using SSL

SSLProxyAppName QIBM_HTTP_SERVER_WSANYWHERE

SSLProxyEngine on

# NetLink

ProxyPass /NetLink http://myIBM i.domain.com:36001/NetLink

ProxyPassReverse /NetLink http://myIBM i.domain.com:36001/NetLink

</VirtualHost>

42 -:VlrtuaIHuat * 443>

44 S5LProxyAppMame QIBM_HTTP_SERVER_WSANYWHERE1
45 S5LProxyEngine On

46 SSLEngine On

a7 S5LAppMame QIEM_HTTF_SERVER_WSANYWHERE1

48 SSLProtocolDisable SSLv2 S5Lv3

51 ProxyPassReverse INethh http: Husahlzm infor.com:36001/NetLink
52 <NWTHUaTHosT™

(Where myIBM i is the hostname of IBM i server and port is Net-Link running default port, for
example shown as below)

Below example WSANYWHERE is using 443 port.
It is possible that WSANYWHERE is using a different port other than 443.

16 | Infor IDF Setup Guide for Secure Net-Link
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Caution: The parameter value of SSLProxyAppName should match with SSLAppName.
7 Click on Apply and OK.
8 Restart the SIWA configured HTTP server and its associated Application server.

9 Verify if Net-Link application is launching with same port as WSANYWHERE.

< cC O @ https://usalil2m.infor.com/NetLink/LoginPrompt?destUrl=NetLinkServlet%3frequest®%3dmainBrowser

Change your Infor H i Integrations av  @® webmail [ Infor Support Portal Learnings

Infor ERP XA Net-Link

English

10 Configure the Net-Link URL in SiWA Administrator by following the steps in “Appendix C
Secured Net-Link URL configuration in SiWA Administrator’.
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Chapter 3Net-Link WAR file Generation and
Deployment on Tomcat

The WAR file contains configuration details to communicate with the IBM i. Therefore, the file cannot
be shipped with the IDF as a component. The file contains components that can change during the
build of IDF. Therefore, it is important to refresh the WAR file regularly when a new build is applied
to the global IDF environment.

Net-Link WAR file generation in IDF

Below sections explain the different ways to generate WAR files in IDF.

Generate WAR file in IDF R92

The current WAR file can be obtained by navigating to the URL
HTTP://{server}:{port}/NetLink/NetLink.war.

where {server}, is the name of the IBM i which hosts IDF, and {port} is the port used for access to
IDF components over HTTP.

(For example: http://usalil02.infor.com:36001/NetLink/NetLink.war)

Caution: The URL is like the link used to access Net-Link.
Note:

e An alternative mechanism to obtain the WAR file has been created in IDF R10 & R11 releases.
Previously, the war file was generated and downloaded from the server via the URL, as
discussed above.

e This still works but as the war file is generated from global the contents are therefore at the build
level that is current for the global environment. A new URL has been created that generates it
from the environment (and at the build level of the environment)

http://{server}:{port}/NetLink/WWebArchive.
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Generate WAR file in IDF R10 & R11

Note: For the purposes of this document, Infor XA Net-Link screens are used. These steps work the
same for LX and System 21.

11 The user must be signed into Net-Link for the environment that has the correct build.

12 Navigate to hitp://{server}:{port}/NetLink where {server}, is the name of the IBM i which hosts
IDF, and {port} is the port used for access to IDF components over HTTP.

13 The Net-Link login prompt should be shown below, then Sign into Net-Link for the correct
environment using respective IBM i userID.

B Infor XA Net-Link x [+ m
<« c A Not secure | usalil02infor.com:36001/NetLink/LoginPrompt?destUrl=NetLinkServiet¥%3frequest¥3dmainBrowser
25 Apps SupplierExchange Infor OS5 Infor | Wiki SiW AnyWhere XaA_Integrations | 5.. BM i CPQ| SalesPortal  [g] Inf

Infor XA Net-Link

alasun 0= 4
(JJ) XAS) IFM/EPDM Scheduled Issue  (20079) - USALILOZ INFOR € =

English

14 The Main Browser should display as below.

B () infor XA Net-Link x | i ¥

< C A Not secure | usalil02infor.com:36001/NetLink/NetLinkServiet?request=mainBrowser&controllerld=c18&group=RequestGroup_1627
1 Apps SupplierExchange Infor OS Infor | Wik SiW AnyWhere XA_Integrations | S... IBM i CPQ | SalesPortal m Infor d/EPM
Infor XA Net-Link

File 4| | Customize 4| | Help 4 Default

Customer Relationships
- m Campaigns Sales Post Sales Codes

Customer Service

¥ &4 & & H oo oM o3 v
| ne @8 v
Materials . ., A A . A Aot

Account Accounts Account Account Contacts Employees Employee Activities Activity Tasks

Contacts Orders Quotes Groups
Production

Finance
Procurement
Planning
Environment

Material Logistics

15 Either in a new tab (the browser session is shared between tabs), or in the current tab, navigate
to http://{server}:.{port}/NetLink/\WebArchive
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where {server}, is the name of the IBM i whichhosts IDF, and {port} is the port used for access to
IDF components over HTTP.

&= (1)) Infor XA Net-Link X & NewTab X

CcC @ http://usaIiIOZ.infor.com:36001/NetLink/WebArchive|

16 The NetLink.war file should be generated and downloaded.

¢ C & Chrome | chrome://downloads

i Apps SupplierExchange Infor OS Infor | Wiki SIW AnyWhere XA_Integrations | S... 1BM i CPQ| SalesPortal  [g) Infor d/EPM

Downloads Q, Search dowr

B Your browser is managed by your organization

Today

NetLink.war X

http://usalilo2.infor.com:36001/NetLink/Download?token=Xn6qrwcgClo

Show in folder

Net-Link WAR file deployment to Tomcat

Follow the steps below to deploy the Net-Link WAR to tomcat for SiWA Windows installation.

1 Go to Windows server having SiWA Windows(tomcat) running. Go to windows services and stop
the SiWA specific service.

Infor SiWA (SiWAnyWhere) Name B Description Status Startup Type Log On As
‘.’.;"3 Hyper-V Volume Shadow C... Coordinates... Manual (Trig...  Local Syste...
Stop the service & . ; .
Bt s &4 IKE and AuthlP IPsec Keying... The IKEEXT ... Running Automatic (T... Local Syste...
*3 Infor SIWA (SiWAnyWhere Infor SiWA... Running Automatic Local Syste...

2 Go to SiWA installation folder and webapps folder. Paste the NetLink.war file and restart the
SiWA service. Tomcat will unzip the war file and deploy it automatically.
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Net-Link WAR file Generation and Deployment on Tomcat

v > ThisPC > Local Disk (C:) > ProgramFiles > Infor > SiWAnyWhere > tomcat > webapps »

~

Name Date modified Type Size
»# Quick access T

I Desktop > host-manager 6/29/2020 5:24 AM  File folder
manager 6/29/2020 5:23 AM  File folder
WDl A NetLink 6/10/20218:26 AM  File folder
| Documents ROOT 6/29/2020 24 AM  File folder
& Pictures 4 SiW5250AnywhereServer 2 File folder
properties * systemi 6/29 File folder

debug || NetLink.war 6/10/2021 439 AM  WARFile 39,529 KB

a2 B\

Configure the Net-Link URL in SiWA Administrator by following the steps in “Appendix C
Secured Net-Link URL configuration in SiWA Administrator’.
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Chapter 4 IDFIONAPI WAR file Generation and
Deployment

This chapter is not applicable for Customers only using Net-Link to use IDF in SiWA or Infor OS
Portal. The IDFIONAPI component of IDF used to connect with ION CE using IMS needs to be
deployed to a server accessible to ION CE. Customers want to use IMS via ION API to receive
inbound BODs from ION CE, need this IDFIONAPI component.

This component should be accessible by IONCE running on Infor OS Portal using AWS. This
component should be accessible from public network using secured port. Call to this component
from AWS can be allowed using specific IP and port by whitelisting only the IPs related to Infor OS
Portal based. Infor OS Portal team provide the valid Portal IPs that Customer’s IT need to whitelist
and allow access to this component. KB2087449 has the list of IP’s Customers need to whitelist
based on their region.

WAR file generation in IDF R10 & R11

Log in to Net-Link for the environment.” http://usalil2c.infor.com:36001/NetLink”
B e e x| + W v -onm

< C A Notsecure | usalil2cinfor.com: 1/NetLink/LoginPrompt?dest! NetLinkServiet3%3frequest mainBrowser Qa ® % a

Infor XA Net-Link

D) R10 INTEGRATION ENVIRONMENT usauizc inFor ~ | IR

English
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BB (DD) Infor XA Net-Link x  +
<« C A Notsecure | usalil2cinfor.com:36001/NetLink/NetLinkServiet?controllerld=c1&group= RequestGroup_1 656324390923 &request=m:
8% vebmail [ Infor Support Porta... [l Jira 105 EAM SE WMS o] LsP SiwA fav Imported From IE CRM
Infor XA Net-Link
File +| | Customize 4| [ Help Default
Cus s PostSales  C
Customer Service
Engineering L5 Y 17, g u e P =
= = 4 w8
=S Accoun Accounts Account Account Contacts Employess  Employee Activiies  Activity Tasks
) Contacts Orders. Quotes Groups
Production
Finance
Procurement
Planning
Environment
Integrator
In the Add b I the “/NetLinkServlet?.....” with “/WebArchive?archive=IMS”
nthe ress par, replace ine elLinkoervietr..... Wi EDArcnive sarcnive=

(e.g. “http://usalil2c.infor.com:36001/NetLink/WebArchive?archive=IMS”), and press enter.

BE infor XA Net-Link = |+
-«

c A Not secure | usalil2cinfor.com:

DFICNAPT (1).war -~ Show all 3

The war file is generated and downloaded to the local machine.

WAR file deployment on WebSphere

The IDFIONAPI deployment process utilizes the WebSphere Wizard function to create an
IDFIONAPI Application and associated HTTP server.

Check that you have the following subsystem running, and that all ADMIN jobs are running within the
subsystem:

WRKSBSJOB QHTTPSVR

If the subsystem is not active, issue the following OS400 command:
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STRTCPSVR SERVER(*HTTP) HTTPSVR(*ADMIN)

For deployment of WAR file using WebSphere, execute the following steps:

1 Copy the WAR file to a location on the IFS of the iSeries which is preferably a ‘temp’ folder.
However, the location can also be at the root.

2 Open the HTTP Administration console (http://{hostName}:2001/HTTPAdmin) and log in with
*SECADM authority.

3 Select the Manage, and All Servers tab.

[ Q@ HTTP Server Administrationon . X

& > C A Notsecure | usalil2cinfor.com:2001/HTTPAdmIn ® % » 2

3 Apps SupplierExchange Infor OS5 Infor | Wil SIW AnyWhere XA_Integrations | S.. 1BM CPQ|SalesPortal G Google » Other bookmarks | [E] Reading

All Servers  HTTP Servers | Application Servers | Instaliations

e e Manage All Servers ©
J Create HTTP Server
J Create Wll%m' All HTTP Servers  All Application Servers
Data current as of Jan 24, 2022 1.23.45AM
Server o Version Status Address:Port Description
Admini V85 (intappsvr) @ Running 2002
Admin2 V85(intappsvr) ® Stopped  *:2004,2005
Admind V85 (ntappsvr) @ Running 2006
Admind V85(ntappsvr) @ Running “2008
Admins V85 (intappsvr) @ Running "2011
defaultservert V9.05.6 Base © Running  *2809,5060,5051,8880,9043 9060,9080,9443
defaultWSAnyWhere V9.0.5.6 Base © Running  *2810.5062 5063 88819044 9061 9081 9444
@ NLAPPSVR/NLAPPSVR V9056 Base ® Running  *:10000,10001,10002,10003,10004,10005,10016,10017  Net-Link Application Server
Refresh Start || Stop || Restart
Manage Details Delete || Rename

4 Select Create Application Server and click Next.
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WebSphere

» Common Tasks and Wizards
S ﬁ e w#’s et Create Application Server
J Create Server
J Create Applicaton Server Welcome to the Create Apphication Server wizard This wizard creates a new application server to run Web appiications with dynamic content, updates the Web server plugin configuration for an

associated external HTTP server. and creates all necessary database providers and connections required for the VWeb appiications you choose to install

Install Product and Installation Manager

The wizard handies the product and Instaliation Manager install as necessary for WebSphere Appiication Server Version 8.0 or higher products in addition to creating and configuring the server.
To create WebSphere Applicabon Server on a new product installation, the product packages are required. The wizard also installs and upgrades 1BM Installation Manager tool which is required
to install WebSphere Application Server product

Configure Host Routing
An application must be mapped 10 a host In order to be accessed. A host is defined by the host name or IP address, and a port number. By default, the to be
through a default kst of hosts defined for the application server. If you wish for more granular control, wucamosmclaccesswywawhalonwomwnosmknosm

« Install Application

Applications must be instalied onto the application server 10 be accessible. The Instal New Application wizard takes your archive file that contains the application and depioys the application on
the server

« Setup Database Connection

Many applications need to access databases 10 retrieve and store data. Database providers and connections are the vehicie used to tell the server how 10 access the database, what database
16 36cace 3nd whare tha Aatahaca it incated

sacknmlgc«m

5 Select V9.0.0.xx Base and click Next.

Al Servers HTTP Servars | Appiication Servers | Instaiatons

v Common Tasks and Wizards
e Create Application Server
J Create HTTP Server v nd Ty;
& . Select Application Server Version and Type

Msysmmmammmmmrmdlmwmmmm For WebSphere Application Server version 8 0 or higher, you can choose o create the server on existing instaltation or
install a new This requires the product packages to be located on this local system of a remote system The wizard handies the install steps in addition to
sowumonmmmlmmmm

Choose the type of application server to create

IBM Integrated Web application server for i
ves
WebSphere Application Server:

New instaliation WebSphere Anpication Server V9.0.5 6 Base, alows you 10 a0 8 wide range of complex business Jogic fo your Wb appiication with a full function J2EET™ compliant
@vo055Base PICaN SN

Wwossmwumnmmmmm Muitiple appication servers can be creeled from each insialistion. The

WebSphere Apoicabon
product install path for this

6 Enter below Application server name, description and click Next.
Application server name: IDFIONAPISVR
Server description: IDF ION API Application Server
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IBM Web Administration for | Welcome ALASUN © websphere
Setup ILUTTTH Advanced | Relaled Links 4
All Servers  HTTP Servers | Application Servers | Instaliations
w Ci Tasks and Wizard!
el Vet & esions Sarvar Create WebSphere Application Server V9.0.5.6
J Create HTTP Server Specify Application Server Name

'J Create Appication Server

Specty a unique name for the application server. 0

Appilcation server name: |IDFIONAPISVR |
Server [OF IONAPIA Server |

| - |
7 Select Create a new HTTP server and click Next.
1BM Web Administration for | Wolcome ALASUN © websphere
Setup LTI Advanced | Related Links
All Servers  HTTP Servers | Application Servers | Instaliations.
C Tasks and Wizarc:
= J%",;".E :;:};s;w il Create WebSphere Application Server V9.0.5.6
2 '3
e T e Select HTTP Server Type
The server may be with an external HTTP server. If selected, the wizard will set up the external HTTP server with the necessary information 1o route incoming URL requests to
this application server
Choose the HTTP server type. 0
® Create a new HTTP server (powered by Apache)
" Select an exsting HTTP server (powered by Apache)
Do not associate an external HTTP server with this appiication server
Back || Next| | Cancel
| 3

8 Enter below HTTP server name, HTTP server description and click Next.
HTTP server name: IONAPISVR
HTTP server description: IDF ION APl Web Server
IP address: All IP address
Port: 36001

Note: The port should be the same as that you have used in the WAR file generation section
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IBM Web Administration for | Weicome ALASUN

Advanced | Related Links
JXi'W | HTTP Servers | Application Servers | Instaliations

¥ jfm {;::'s"';g;’.’f;."r’“ a Create WebSphere Application Server V9.0.5.6
J Create HTTP Server Create a new HTTP server (powered by Apache)

J Create Application Server

A new HTTP server (powered by Apache) will be created and configured to be used by this application server. o

TP s

HTTP server description: | IDF ION API Web Server |

Your HTTP server may ksten for requests on a specific IP address or on all IP addresses of the system,

On which IP address and TCP port would you like your HTTP server to listen?

IP address: All IP addresses v
Port

Note: Most browsers make requests to port 80 by default

| Back | [Next| | Cancel |

9 Click Next.

IBM Web Administration for i Weicome ALASUN

Ci Tasks and Wizards
e iyt Create WebSphere Application Server V9.0.5.6
J Create HTTP Server Create a new HTTP server (powered by Apache)

J Create Application Server

A new HTTP server (powered by Apache) will be created and configured to be used by this application server. 2]

HTTP server name IONAPISVR

HTTP server description’ |IDF ION API Web Server

Your HTTP server may ksten for requests on a specific IP address or on all IP addresses of the system.

On which IP address and TCP port would you like your HTTP server to listen?

IP address: | All IP addresses v
Port: 36001

Note: Most browsers make requests to port 80 by default

() (50 (Concn

Warning: The port 35001 is already configured by another application. Specify a different port or click Next to continue using this port A

10 Accept the default First port in range: default values and click Next.
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1BM Web Administration for | Walcome ALASUN © wevsphere
Advanced | Related Links -

w Common Tasks and Wizards
3¢ f ps Sanier Create WebSphere Application Server V9.0.5.6
J Create HTTP Server .
3 . Specify Intemnal Ports Used by the Application Server

The apolication server uses several internal services such as internal HTTP transport service, Simple Object Access Protocol (SOAP) service. name service, and several other services to perform its
processing. In order for these services to be configured, you must provide a block of 20 consecutive ports that are currently not in use on your system. Specify the first TCP port number in the range
and the wizard will assign the ports that are 1o be used by each internal service, For example, if 10020 is entered as the first port in the range, then ports 10020 to 10039 will be configured

Fotoot e ()0

11 Clear Default Applications and click Next.

I1BM Web Administration for i Welcome ALASUN

Advanced | R

¥ S%“m Tean ac \Veards Create WebSphere Application Server V9.0.5.6

J Create HTTP Server
5) Creats Appacation Select Sample Applications

You may install sample into this application server. Choose the applications you want to install and the wizard will deploy them for you

Select which sample applications to install
v" Query - Provides dynamic query service for EJB client applications. This service is accessible only to applications using EJB query language, not Web browsers
D)efaun Applications - A set of samples, iIncluding SnoopServiet, that may be used to verify your application server is working
() sample A -Asetof phere A Server sample which tasks

aack}[u;%] Cancel |

12 Select Do not configure Identity Tokens and click Next.
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| AuServers HTTP Servers | Application Servers | Instaiatons
‘w Common Tasks and Wizards
2 g,,: '.'.'«?{’ps"“"“' Sartar Create WebSphere Application Server V9.0.5.6
Server for We
B Creste e e arvar Configure Identity Token SSO for Web fo Access IBM i

Identty Token SSO is @ mechanism where a single user Sign-on action permits access to muitiple IBM | systems. This asows your Web-based interfaces to access IBM | back-end applications without
having 10 prompt for additional authentication. identdy Tokens are implemented using Enterprise Identty Mapping (EIM). EIM maintains the relationships between Web users and IBM i user profiles
The application server creates a token for the servers configured 1o support identity Tokens in this EIM Domain.

Note: EIM is hosted on an LDAP server that must be configured and running before continuing

Configure identity Tokens: @
® Do not configure Identty Tokens
Configure Identty Tokens

13 Review the Summary and click Finish.

1BM Web Administration for i Wolcome ALASUN @ WebSphere
Setup ILTTTTTH Advanced | Retated Links —
~ Allservers  HTTP Servers | Appiication Servers | Instaiations
] g%","‘: i o Create WebSphere Application Server V9.0.5.6
J Create HTTP Server Summary

J Create Appicaton Server

When you click Finish this WebSphere application server will be created.

Application Server| HTTP Server

WAS version 9.056Base
Application server name IDFIONAPISVR
Server description IDF ION API Appication Server
Internal port range 10020 - 10039
Virtual host default_host
Profile root QIBM/UserD:
External HTTP server association IONAPISVR
Server URL hitp:/(IEETNEC 36001
Business applications. None
Sample applications [ name | URL to access |
| auery [Used by EJB client appéications |
Back | [En | | cancel | Printable Summary
=

14 Wait until the creation process is complete.
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Apps SupplierExchange Infor OS Infor | Wik SIW AnyWhere XA _Integrations | S.. IBMi CPQ|SalesPortal G Google » Other bookmarks | [F] Reading list
,“._ stration fo ? v
‘Manage [0 d .
| AlServers | HTTP Servers Servers Installations. -
& Creating Server. [ IDFIONAPISVR/IDFIONAPISVR - V9.0 Base v
* Common Tasks and Wizards IDFIONA £l i
J Create \Web Services Server
J gu: HTTP Server
3 Cronte Aoplcation Server Manage WebSphere Application Server - V9.0.5.6 Base
Profie. IDFIONAPISVR  Server. IDFIONAPISVR
Product nstsll path /QIBM/ProdData/WebSp AppServer/V9/Ba:
IDF ION API Application Server
g Server "IDFIONAPISVR/IDFIONAPISVR" is in the process of being created To update the status, click the Refresh icon above
3 2 N s MEE—E.. T FIEST PSR AT R WME . B be=s 44 2]
Create Additional Virtual Host Install New Application Create Data Source
The default virtual host “default_host™ was created for this After creating the server and virtual host you can install Then, define the resources the system will use to access
application server. However, you can specify additional your applications. data for your applications.
virtual hosts for more control over what URI's can run
which applications
Note: To update the status, click &) Refresh

15 Click on refresh to update the status.

1BM Web Administration for |

Welcome ALASUN

@ WebSphere

Servers

» Stopped () Server: [IDFIONAPISVR/IDFIONAPISVR - V9.0 Base v |

v Common Tasks and Wizards
J Create Web Services Server

J Create Application Server

v WAS Wizards
J Create Virtual Host
J Install New
J Create JOBC Provider
J Create Data Source

IDF! ! ADF)

Manage WebSphere Application Server - V9.0.5.6 Base
Profile: IDFIONAPISVR  Server. IDFIONAPISVR &

Product mstall path: /QIBM/ProdD. AppS

IDF ION API Application Server
TN R A TR = o4

Create Data Source
Then, define the resources the system will use to access
data for your applications.

o A NS AIEE=S.. T FE I(:nl”;.-v&l

Create Additional Virtual Host Install New Application
The default virtual host “default_host™ was created for this  After creating the server and virtual host you can install
application server. However. you can specify additional your applications.
virtual hosts for more control over what URI's can run
which applications.

Current Configuration  Profile: “IDFIONAPISVR™ Server-"IDFIONAPISVR™

Manage Virtual Hosts Manage Installed Applications Manage Data Sources

© default_host © swaggerl © DefauEJBTimerDataSource
© admin_host © query

© RESTAPIDOCS

€ mapp

Note: To update the status, click{#) Refresh

16 Check for the newly created server in All Servers.
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@ WebSphere

Setup ILTIITTH Advanced | Related Links
All Servers  HTTP Servers | Application Servers | Instaliations

w Common Tasks and Wizards
S o Wat S o Manage All Servers ©
J Create HTTP Server | —
J Create Appicaton Server ;Alm%vm All Application Servers
Data current as of Jan 24, 2022 1:42:46 AM
Server a Version Status. Add Port A d Server Description
ADMIN Apache/2 420 (1BM1) @ Running " 2001 None Adminsstration server
AJSe Apache/2.420(IBMi) ' Stopped  “8210 None
O) APACHEDFT Apache/2.420(1BMi) ® Stopped 80 None 1BM suppled sample HTTP server (powered by Apache)
@® lonapisvR Apache2420 (BMI) © Stopped  *36001 IDFIONAPISVR. V9.0 Base IDF ION AP Web Server
O IWADFT Apache2420(1IBM1) ® Stopped  *2020 None
NUWEBSVR Apache2420 1BM1) % Running *36410 NLAPPSVR, V9.0 Base Net-Link Web server
WOLwI77 Apacher2420(IBMI) ® Stopped " 11331 None
WSANYWHERE Apache/2420(1BMI) @ Running 443 defaul, V9.0 Base SIWA Websphere on L2C
Server startup | |@
Refresh Start || Stop || Restart
Manage Details Delete  Rename

HelilDe indne roene 001 THTTDAA 1%

Welcomo ALASUN

Advanced | Related Links
| AlServers  HTTP Servers | Appication Servers | Instafations

w Common Tasks and Wizards
S Crosta Web S rpoinn Manage All Servers ©

3 Create HTTP Server
3 Create Appicaton Server All HTTP Servers  All Application Servers

Data amm% of Jan 24, 2022 1:42:33 AM

Server a Version Status Address:Port Description
Adgminl V85 (intappsvr) @ Running *2002
Admn2 V85 (intappsvr) W Stopped  *2004,2005
Admind V85(ntappsvr) @ Running *2006
Admind V85 (intappsvr) @ Running *2008
Admins V85 (intappsvr) @ Running *2011
defaulservert V9056Base  ® Running *2809,5060.5061,8880,9043,9050,9080 9443
D defaulyWSAnyWhere V9.056 Base ® Running  *2810,5062 5063.8881,9044,9061.9081,9444

0 IDFIONAPISVRADFIONAPISVR  V9.0.5.6 Base ® Stopped  *:10020,10021,10022,10023,10024,10025,10035,10037  IDF ION AP! Application Server
NLAPPSVR/NLAPPSVR V9.0.5.6 Base ©® Running  *:10000.10001,10002,10003.10004,10005.10016,10017  Net-Link Application Server

Refresh Start || Stop || Restart

Manage Details Delete | Rename

usaliReinfor.com:2001/Manage Details

17 Click on the created application server (IDFIONAPISVR) and select Install New Application
from the WAS Wizards menu.

32 | Infor IDF Setup Guide for Secure Net-Link



IDFIONAPI WAR file Generation and Deployment

1BM Web Administration for |
Setup

[T Advanced | Related Links

Welcome ALASUN

@ WebSphere

All Servers | HTTP Servers  Application Servers  Installations
» Stopped [ Server. |IDFIONAPISVR/IDFIONAPISVR - V9.0 Base v |

v Common Tasks and Wizards

IDFX P ADF1 Vi

Manage WebSphere Application Server - V9.0.5.6 Base
Profile: IDFIONAPISVR  Server IDFIONAPISVR
Product nstall path: /QIBM/ProdD:

WohS, A oS AO/B.

IDF ION AP1 Application Server

> R L3 B vkl = ™ £ F.-Il'l”h-;&l IZETENLS = 3"’&:‘2“‘ - B =S a4
Create Additional Virtual Host Install New Application

The default virtual host "default_host” was created for this  After creating the server and virtual host you can install

application server. However. you can specify additional your applications.

virtual hosts for more control over what URI's can run

which applications.

Create Data Source
Then, define the resources the system will use to access
data for your applications.

Current Configuration  Profile: "IDFIONAPISVR™ _Server "IDFIONAPISVR™
Manage Virtual Hosts Manage Installed Applications Manage Data Sources
© default_host © swaggeru! © DefaulEJBTimerDataSource
@ admin_host © query
@ RESTAPIDOCS
€ imapp

Nata: Tn undata tha etatue click F2) Refrash

18 Select Application is contained in a WAR file and click Browse to locate and select the WAR file
located on the IFS from Step 1 and then at Context root field, update with /myContexRoot value
(for eg:/IDFIONAPI) and click Next.

1BM Web Administration for |

Setup LT ) Advanced | Related Links

Welcome ALASUN

@ WebSphere

» Stopped () Server. [ IDFIONAPISVR/IDFIONAPISVR - V9.0 Base v |

v Common Tasks and Wizards

J Create Applicaton Server

v WAS Wizards

D Manage
D Manage Data Sources.

v Web Performance
€. Web Performance Advisor

19 Click Next.

Install New Application ©
Specify Applicaton Location

Server. The

Welcome to the Install New Application wizard This wizard will install an
file system directory

must aiready exist on the IBM i system in an integrated

~ Appiication is contained in an EAR fie
® Appication Is contaned in a WAR fiie

Integrated file system patn of WAR fie: [ IDFIONAPI war
Note: The fils must aiready be on the IBM | system

Context root | AIDFIONAPI |®
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1BM Web Administration for | Walcome ALASUN
All Servers | HTTP Servers Servers | Instalations.
o stopped [ Server: [IDFIONAPISVR/IDFIONAPISVR - V9.0 Base v |
w Common Tasks and Wizards IDFIONAPISVRADFIONAPISVR > Install New Application
J Create Web Services Server
J Create HTTP Server
Y Croaie Apphcation Server Install New Application ©
w WAS Wizards Provide Options to Perform the Install
J Create Virtual Host
J Install New Apphication
J Create JOBC Provider Specify appication deployment options
J Create Data Source
Aspicaton nsme [EFioNA 0
"W Directory appicaton nstated to JQIBMUSerD \ppServer DFIONAF \pp:
g mw () pre-compie JsPs ©
D View HTTP Servers Note: Pre-compiling JSPs can have significant performance impacts. When enabled, the JSPs in the application will be compiled at installation time, causing the application it
When disabled, the JSPs will be compiied the first time they are accessed, causing the first use of the application to take longer.
 Applications
D Manage Instalied Applications
v Resource Configuration
D Manage Virtual Hosts
B Manage JOBC Providers
D Manage Data Sources
vémb Performance - NN =
& Jish Perkratace Advieor Back | mﬁh [ cancel |
w Problem Determination
B View Logs
} Web Log Mondor
Create
w Tools
«” Launch Administrative Console

usalilcinforcom:2001/Next

20 Check the Web server check box and click Next.

IBM Web Administration for i Welcome ALASUN

Setup m Advanced | Related Links
Al Servers | HTTP Servers  Application Servers  Installations
 Stopped () Server: [IDFIONAPISVR/IDFIONAPISVR - V9.0 Base v |

w Common Tasks and Wizards IDFIONAPISVR/IDFIONAPISVR > Install New Application
J Create Web Services Server
J Create HTTP Server

) Crodis Aopicatio Server Install New Application ©

w WAS Wizards Map Virtual Hosts for Web Modules
J ::thvnul noum
:’, c"n’lm‘. J?chp’m' : Specify the virtual host you want to associate with the Web modules contained in this application. Web modules can be installed on the s

J Create Data Source

Map Web modules to virtual hosts: ©

w Server Properties Web module Virtual host Web server
R Stves Trackd OF IONAPI | | defaull_host v ]
B Server Ports IONAPISVR
[ View HTTP Servers

w Applications
D Manage Installed Applications

'w Resource Configuration
[ Manage Virtual Hosts
O Manage JDBC Providers
O Manage Data Sources

View Create Summary

21 Click Finish.
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IBM Web Administration for i
[TITT TN Advanced | Related Links

Setup

Welcome ALASUN ?

All Servers | HTTP Servers  Application Servers  Installations
© Stopped () Server: [IDFIONAPISVR/IDFIONAPISVR - V9 0 Base v |

r Common Tasks and Wizards
J Create Web Services Server
J Create HTTP Server
J Create Application Server

r WAS Wizards
J Create Virtual Host
J Install New Application
J Create JDBC Provider
J Create Data Source

r Server Properties
D Properties

r Applications
D Manage Instalied Applcations

r Resource Configuration

O Manage Virtual Hosts

O Manage JOBC Providers
O Manage Data Sources

r Web Perform.
FwaPedummAwMt

r Problem Determination
D View Logs
Web Log Monitor
View Create Summary

r Tools

IDFIONAPISVRADFIONAPISVR > Install New Application

Install New Application ©
Summary

When you click Finish the instailation will be started for the following application

Integrated file system path of WAR file: /IDFIONAPI war

Application name IDF ION API
Directory application installed to /QIEM/UserD \ppServerV DFIONAPIS \DDS
Pre.complie JSPs: Disabled
Web module | Virtual host | Web server
Map Web modules to virtual hosts:
» IDF IONAPI | default_host | ./ onapiSVR

@ Cancel

21 snnch Adminietrativa Caneals

22 Now go to manage HTTP servers, in IDFIONAPI Web Server, click on general server
configuration.

1BM Web Administration for |

Setup BLUTUINTE Advanced | Refated Links

Weicome ALASUN

@ wevspnere

AllServers  HTTP Servers  Application Servers | Installations

» Stopped ()
w Common Tasks and Wizards
J Create Web Services Server

J Create HTTP Server
'J Create Applicaton Server

w HTTP Tasks and Wizards
J Add a Directory fo the Webd

LDAP
J Configure TLS

S

il
|

Server [IONAPISVR -Apache v | Serverarea: [Global configuration  v|

- Manage Apache server "IONAPISVR" - Apache/2.4.20 (IBM i)

IDF ION API Web Server

Welcome to the IBM Web Administration for | manage forms for HTTP Server (powered by Apache). Using these forms, you can set up and manage your HTTP Server (powered by Apache) quickly
and eastly. With IBM HTTP Server for |, you have everything you need to establsh a Web presence and get started on the road to working the Web for business.

To get started, use the Create New HTTP Server wizard under Common Tasks and Wizards. Follow the wizard, step by step, o quickly create a working HTTP Server (powered by Apache). Once the
wizard has been successtully completed. you wil nave an HTTP Server that is usable for internal o external business needs

[ Request Processing Once you have the basic server configuration, use the Server Properties forms to tailor your HTTP Server (powered by Apache) for your business needs,

B HTTP Responses.

[ Content Setings

B Divectory Handling If Web serving is 3 critical aspect of your business, use high avalabiity and scalabifty of your Web server High and can be achieved through the use of IBM |
clustering

O Security

£ Dyoscmc Cootest and CON Use the Fast Response Cache Accelerator (FRCA) to improve the performance and scaie of Web and TCP server applications by storing both stalic and dynamic content in a memory-based cache
located in the Licensed Intermnal Code

D Proxy

D System Resources Use full proxy support. inciuding forward praxy, reverse proxy, and proxy chaining 1o enhance network security and lessen network traffic. A proxy server enhances network security by providing

] ‘r;:ch: controls for receiving and vo-w-arong (0 rejecting) requests between isolated networks. A proxy Server lessens network trafic by rejecting unwanted requests, forwarding requests to batance and

Smart Fitering optimize HTTP Server woriioad, and fulfiling requests by serving data from cache rather than the true HTTP Server.

B Compression

BHTTPR2

O WebSphere Appication Server

23 Click on add to add the new port and remove the old port. Secured port 443 is a preferable port
for IDFIONAPI. But if that port is in use by other applications on the server, then you can use a
different port. The same port should be secured and made available for ION CE to connect with
IDFIONAPI by making necessary network changes.

Port: 36510
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Protocol: HTTP

1BM Web Administration for | Welcome ALASUN

Setwp LI Advanced | Related Links
(ANServers  HTTP Servers  Applcation Sarvers | Installations

WebSphere

» stopped [ Server: [IONAPISVR - Apache v | Server area: [ Global configuration
- Ceénmon rv:x- 20d Wizards ~  Server IP acdresses and ports to isten on: @
e erver
j Create HTTP Server IP address Port
3 Create Appicaton Server Example Al 1P addresses 80 hito
> HTTP Tasks and Wizards - [ Jor ~| [36001 ] | Jor_ v
J Add a Directory o the Web 3 I
D LoAP o 36510
2 ‘ [Add]| Remove | | Move up || Move down Continue
¥ Server Properties
s m"mw Number of threads to process requests
B URL Mapping DNS hostname lookups fot logging, CGI, and SSI: @
nmvnm ® Do not perform DNS lookups
R el Perform DNS lookups
B Perform double-reverse DNS lookup
B Security
B Dynamic Content and CGI Foliow symbolic links
D Logging
D Proxy = =
§§:u,,.""“' Reeomeces oK | | Apply Cancel Preview
 Smart Fitering ;|
B Compression
BHTTPR2
[ WebSphere Application Server

24 Click Apply, then OK.

AllServers  HTTP Servers  Appication Servers | Installations

Server. [IONAPISVR - Apache  v| Server area: [Global config:

JCum:v'v-cSmmScmr | Setver IP addresses and ports to kisten on: ©

J Create Application Server 1P address Pont
W = s Example Al IP addresses 80 hito
¥ HTTP Task: aros —_— e e
) Ada  Directory 1o the Web . [ Jor_v] (38510 | [htp Jor v
LDAP Configuration = = = —— = =
4 Configure TLS Add || Remove || Move up || Move down Continue

Number of threads 10 process requests

B URL Mapping DNS hostname lookups for logging, CGI, and SSi: ©
® Do not perform DNS lookups

D HTTP Responses Perform DNS lookups

Directory Hancling Perform double-reverse DNS lookup

Security

Follow symboiic links:

25 Select the Manage Virtual Hosts under Resource Configuration from the IDFIONAPISVR

Application server, as shown in below screenshot.

Select the default host and click Properties.
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@ WebSphere

 stopped [ Server. [IDFIONAPISVR/IDFIONAPISVR - V9.0 Base v|

v Common Tasks and Wizards (DFIONAPISVRADFIONAPISVR > Manage Virtual Hosts
J Create Web Services Server
J gnuﬂﬂTPS'rvw
5 Crenls Appicaion Servas Manage Virtual Hosts ©

v WAS Wizards
J Create Virtual Host Virtual hosts: ©

J Install New Application
3) Create JOBC Provider Virtual host name
J Create Data Source @ default_host

v Server Properties . admin_host

IBM Web Administration for i Walcome ALASUN © websp
Setup 7T 10 Advanced | Related Links s

All Servers | HTTP Servers  Application Servers  Instalations

 Stopped (3 Server: [ IDFIONAPISVR/IDFIONAPISVR - V9.0 Base v |

w Common Tasks and Wizards
J Create Web Services Server

e s SR Virtual Host Properties ©

v WAS Wizards Host Aliases
J Create Virtual Host

J Install New Application
o Create JOBC Provider Host alias settings for virtual host default_host ©
IP address or hostname Port Associated HTTP servers
w Server Properties y: '» 10020 Internal HTTP Server
[ Server Tracing )| 10022 Internal Secure HTTP Server
(i B y 10036 Default SIP Server
o)l 10037 Secure SIP Server

s
'gmnmmnm @® |* | |3651ﬂ ]
D Manage JOBC Providers e =
© Manage Data Sources [Add] Remove| [ Continue |

w Web Performance
€. Web Performance Advisor

oK [Apply| |cancel|

27 Select the 36001 port and click Remove. Click Apply.

Infor IDF Setup Guide for Secure Net-Link | 37



IDFIONAPI WAR file Generation and Deployment

®Z % B » 2

3 Google » Other bookmarks Reading

€& > C A Notsecure | usalil2cinfor.com:2001/HTTPAdmin

5 Apps SupplierExchange Infor OS Infor | Wiki { _
usalil2cinfor.com:2001 says

Remove the selected row from the table? © wevsphere

- e

e Virtual Host Properties ©

r WAS Wizards Host Aliases

J Instal
Create JOBC Provider
j c:* e Host alias settings for virtual host default_host: ©
IP address or hostname Port Associated HTTP servers
5 ), * 10020 Internal HTTP Server
D Server (@5 L= 10022 Internal Secure HTTP Server
B View HTTP o * 10036 Defauit SIP Server
e 10037 Secure SIP Server
» Application .
- o) 443
'g M, Virtual nm — | 13::;6:1001 | IONAPISVR - Apache
an, C - .
] Hux JDBC Providers — pec
B Manage Data Sources \MGH%-_! | Continue

r Web Performance
SWesbeomms st (k] [aopy] [Concel]

?
i

v Problem Determination
B View Logs
4 Web Log Monitor

28 Click Close. As all configuration is saved, the server must be restarted.

Welcome ALASUN @ WebSH

Al Serv lﬁréii » : =
 Stopped u Server: | IDFIONAPISVR/IDFIONAPISVR - V9.0 Base V]
w Common Tasks and Wizards IDFIONAPISVR/ADFIONAPISVR > Manage Virtual Hosts

J Create Web Services Server
J Creale HTTP Server

0 Creste Appicarca Seree Manage Virtual Hosts ©

Wizards
J Create Virtual Host Virtual hosts: @
SO N Avorceon Virtual host name
J Create Data Source @ default_host
admin_host

v Applications
[ Manage Instalied Applications

 Resource Configuration
D Manage Virtual Hosts
O Manage JDBC Providers
[ Manage Data Sources

All files were The server must be stopped and started for the changes 1o take effect.

29 After successful deployment of IDFIONAPI application, complete the SSL/TLS process by
following steps in “Chapter 5 Configuring TLS”.
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Chapter 5WAR file Re-deployment

This section explains the procedure to re-deploy the WAR file for Net-Link or IDFIONAPI
applications. We perform this section only, whenever we want to redeploy the war file with new
changes.

WAR file generation

Follow the required “Net-Link WAR file generation in IDF” chapter in this document based on your
application.

Re-deployment on Tomcat

1 Stop the Infor SiWA service from Windows Services.

2 Delete or take the backup of the NetLink.war file & NetLink folder from the root of the webapps
folder of the Tomcat instance, shown below.

“— v > ThisPC > Local Disk (C:) > ProgramFiles > Infor > SiWAnyWhere > tomcat > webapps »
Name - Date modified Type Size
»# Quick access P
I Desktop > host-manager r 29/2020 5:24 AM  File folder
manager 6/29/2 23AM  Filefolder

W Doweioels. 4 NetLink 6/10/20218:6 AM _ File folder
] Documents ROOT 6/29/2020 5:24 AM  File folder
&/ Pictures o4 SiW5250AnywhereServer 6/29/2 AM  Filefolder

properties * systemi 6/29/2020 5:25 AM  File folder

débug | NetLink.war 6/10/2021439AM  WAR File 39,529 KB
a2 B\
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3 The redeployment of WAR file involves copying the WAR file to the root of the webapps folder of
the Tomcat instance. The update is automatically loaded by Tomcat.

4  Start the Infor SiWA service from Windows Services.

Re-deployment on WebSphere (version 9.x)

Check that you have the following subsystem running, and that all ADMIN jobs are running within the
subsystem:

WRKSBSJOB QHTTPSVR

If the subsystem is not active, issue the following OS400 command:
STRTCPSVR SERVER(*HTTP) HTTPSVR(*ADMIN)

For deployment of WAR file using WebSphere, execute below steps:

1 Replace the existing Net-Link WAR file with the new Net-Link WAR file on the IFS of the iSeries
which is preferably a ‘scratch’ folder.However, the location can also be in the root.

2 Open the HTTP Administration console (http://{hostName}:2001/HTTPAdmin), and log in with
*SECADM authority.

3 Stop the HTTP server and its associated Application server instances for both the SiWA & Net-
Link applications.

4 Click on the Net-Link application server (NLAPPSVR/NLAPPSVR) and then Select Manage
Installed Applications under Applications.

5 Select the Net-Link application and click on Update, as shown below.

Server: [ NLAPPSVR/NLAPPSVR - V9.0 Base v |

NLAPPSVR/NLAPPSYVR = Manage Installed Applications

Manage Installed Applications
Data current as of Oct 4, 2023 6:43:54 AM.

Installed applications

Application name Status Enablement
SwaggerUl (O] Stopped  Disabled
O  query (O] Stopped  Enabled
@  Net-Link € stopped  Enabled
ons > RESTAPIDocs e Stopped Disabled
O ivtApp € stopped  Enabled
Install Start Properties Uninstall || Update Refresh

6 Select the “Application is connected in a WAR file”, click on Browse.
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Update Application

Welcome to the Update Application wizard This wizard updates and redeploys an existing application on the Application Server T
installed application. The EAR or WAR file for the application must already exist on the IBM i system in an integrated file system d

Application name: Net-Link

O Application is contained in an EAR file
® Application is contained in a WAR file

a ntegrated file system path of WAR file “ Browse |

Note: The file must already be on the IBM i system.

0 Pre-compile JSPs

7 Select the latest NetLink.war file and click OK.

usalil2Zm.infor.co...

0 var -
(1 waheed

3 www

[ XAINSTALLS

0 ClassPath-pjx-orig xml
@ ClassPath-pjx.xml

M cpinstall.html

m filelist.properties

O files txt

O files2 txt

D IGGAM@

O IGGAMW

Oy InforFiles.txt

O IXus20B

™ JLAMEG134

O log4]_results txt

& MyConfiguration. xml
& MyTraceOptions.xml
™ NetLink.war

O pix-ejb-serverjar

m QDLS

@ StatusMonitor properties

/NetLink.war |

| OK | Cancel

8 Click Update.
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Update Application

Welcome to the Update Application wizard. This wizard updates and redeploys an existing application on the Application Server
installed application. The EAR or WAR file for the application must already exist on the IBM i system in an integrated file system

Application name: Net-Link

O Application is contained in an EAR file
® Application is contained in a WAR file

o ntegrated file system path of WAR file: |/NetLink.war Browse

Note: The file must already be on the IBM i system.

O Pre-compile JSPs

Update Cancel

9 The Status of the Net-Link is now changed to Updating.

Manage Installed Applications
Data current as of Oct 4, 2023 65540 AM_

Installed applications:

Application name Status Enablement
O  SwaggerUl e Stopped ~ Disabled
O  query © stopped  Enabled
@ Net-Link 38 Updating  Disabled
O RESTAPIDocs e Stopped  Disabled
O IvtApp © stopped  Enabled
Install Refresh

10 After successful update, the status of the Net-Link will change to Stopped.

Manage Installed Applications
Data current as of Oct 4, 2023 7:09:56 AM.

Installed applications:

Application name Status Enablement
© swaggerul € stoppeq  Disabled
O query € stopped  Enabled
@  Net-Link © stopped  Enabled
O  RESTAPIDocs [} Stopped Disabled
O ivtApp © stopped  Enabled
Install Start Properties Uninstall || Update

11 Startthe HTTP server and its associated Application server instances for both the SiWA & Net-
Link applications.

42 | Infor IDF Setup Guide for Secure Net-Link



WAR file Re-deployment

Infor IDF Setup Guide for Secure Net-Link | 43



Configuring TLS

Chapter 6 Configuring TLS

To secure applications like Net-Link, WSANYWHERE and IDFIONAPI the steps below need to be
followed.

Securing IDFIONAPI application is shown below as an example.

1 Select Manage tab | Select HTTP Servers tab | Select Configure TLS — (HTTP Tasks and
Wizards).

Setup [T Advanced | Relaled Links
A Servers  HTTP Servers  Apphcation Servars | Installations

@ Stopped Server. | IONAPISVR - Apache v | Server area: | Global configuration v__
w Common Tasks and Wizards * |ONAPISVR > Configure TLS

J Create Web Services Server

J Create HTTP Server

J Create Application Server Conﬁnure TLS
w HTTP Tasks and Wizards Specify Port Information - Step 2 of 7

2 Add a Directory to the \Web

[ LDAP Configuration

J Configure TLS. The port this HTTP server is currently kstening on needs 10 be updated. Specily the new port number for secure communication and determing what action 1o take on the austing non-TLS port. By
default this wizard disables the non-TLS port 36510, If you wish to have both ports islening, you can leave both enabled. This has no impact to the TLS port specified

S Gerera o
eneral Server Configurabon 0O
[ Container Mlnw“:n Specify TLS port for HTTP server: O
[ Virtual Hosts
BURCAGERS LS port
I Request Procsssing Note: Mos! browsers make seculrequests 10 port 443 by defaut
[ HTTP Responses
[ Content Seftings =
0 Direclory Handiing Disable the non-TLS port?. ©
1 Securdty ® e, disabie non-SSL port whie configuring SSL port
& Do Comert wd ol No, leave non-SSL port enablad while st configuring SSL port
L] ;'m =
aliee) Back || Next| | Cancel
DFRCA
[ Smart Fitering
O Compression

A uTTos

2 Give the required port number (Ex: 36510) select radio button for “Yes, disable non-SSL...” and
Click Next.

Note: If you have received the warning ‘port is already configured by another application’ while
deploying the Net-Link or WSANYWHERE or IDFIONAPI application and performed Port Warning
rest instructions by following “Appendix A Reset Port on Warning”, then specify that new port
number as TLS Port number. Otherwise, proceed with the default port.
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1BM Web Administration for |

Setup Advanced | Relaled Links
ANSas WTTP Severs Aplcaton Senves | Instalatons

Welcome ALASUN

© wevsphere

 Stopped ([ Server: [IONAPISVR - Apache

v Common Tasks and Wizards
J Create Web Services Server
J Create HTTP Server
J Create Applicaton Server

= %) Appicatin Servers | - i
@ Stopped () Server. [IONAPISVR - Apache | Server area: Global configuration v
w Common Tasks and Wizards ~ |ONAPISVR > Configure TLS
J Create \Web Services Server ‘
J Create HTTP Server |
J Create Application Server 1 c°nﬂ°m s
w HTTP Tasks and Wizards Speciy System Certficate Store Password - Step 3 of 7
'J Add a Directory 10 the Webd
LDAP Configuration
J s The certificate authority issues the digtal server certificate and places i in the system (*SYSTEM) certficate store. The system certficate store is a repository of digital certificates. Specify the password

o "%? gm coret

i

© WebSphere Application Server

Advanced | Related Links

;) Server area: [ébbal 0 vl

* ONAPISVR > Configure TLS

Configure TLS
w HTTP Tasks and Wizards dy Port Information - Step 2 of 7
g:uam:ﬂ Wed Spocfy P
Configural
J s The port this HTTP server is currently kistening on needs to be updated. Specity the new port number for secure communication and determine what action 1o take on the @xisting non-TLS port. By
default this wizard disables the non-TLS port 36510. If you wish to have both ports listening, you can leave both enabled. This has no impact to the TLS port specified
Server
B cootoa Specity TLS port for HTTP server: ©
Hosts
0 URL Mapping TLS port
[ Request Processing Note: Most browsers make secure requests 1o port 443 by default
B HTTP Responses.
D Content Settings.
© Directory Handling Disable the non.TLS port?. &
© Security ® Yos, cisabie non-SSL port whie configuring SSL port
B i Contamt ot 001 ) No, leave non-SSL port enabled whie st configuring SSL port
]
nmm
0 Cache
DFRCA |~}
D Smart Fitering Lt Proceed to the next step of the
0 Compression —
BHTTP2
1BM Web Administration for | Welcome ALASUN

© websphere

to control access to the system cerbficate store. Keep this password in a safe place. The password is needed to manage certificates

Specify the system certificate store password: ©

O —
k

Back || Next| | Cancel

3 Enter the required system certificate store password. If password is not available, please check
with the IBM i admin or IT team.

4 Enter the password and click on Next.
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B
Setup [{TITTTY Advanced | Related Links (@ websphere
Al Servers HTTP Servers  Applcation Servers | Instalatons

 Stopped n Server. [IONAPISVR - Apache v | Server area [ Global configuration v

v Common Tasks and Wizards ~ |ONAPISVR > Configure TLS
J Create \Web Services Server F
J Crete HTTP Server

D Cromto Appicatcn et Configure TLS
v HTTP Tasks and Wizards Specify System Certificate Store Password - Step 3of 7

ton
J Configure TLS The certificate authority issues the digital server certificate and piaces it in the system ("SYSTEM,) certficate store. The system certificate store is a repository of digital certifcates. Specify the password
to control access to the system certificate store. Keep this password in a safe place. The password is needed to manage certificates.

O Container Management Specity the system certificate store password: ©

iRl e e—

amic Conlent and CGI B-MFFQ& Cancel |

AlServers HTTP Servers Appication Servers | Instalations
 Stopped [ Server: [IONAPISVR - Apa

v Common Tasks and Wizards * |ONAPISVR > Configure TLS
J Create Web Services Server | v
ngun‘rws«m I
T Catiia Applcation Secvee Configure TLS
w HTTP Tasks and Wizards Specify Digital Certificate - dof7
J Add a Directory 1o the Web 9 Stop
[ LDAP Configuration
J Configure TLS To configure TLS, your server must have 3 digital certficate. The server presents the certdicate 1o prove its identity to the chent or user that requests access to the resources the server controls. Spectfy
a digital centificate for the server
= General Server C ation
gconu'u' Hnn:m' Specify digital certificate for server O
e 2 Issue a new certficate by local CA
® Select existing certificate from system cenficate store
[ Request Processing X
O HTTP Responses
 Content Settings
D Directory Handling

i
§
8

Back ] Next| | Cancel

.

|

6 Select “Trust all CAs in the *SYSTEM store” and click on Next.
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v Common Tasks and Wizards ~ [ONAPISVR > Configure TLS

'J Create Applicason Server Conﬂgun LS
w HTTP Tasks and Wizards Choose Trusted CAs - Step 50f 7
J Configure TLS A Centificate Authority(CA) Is a trusted central administrative entity that can issue digital certificates 1o users and servers. When server trusts a CA, It can accept and authenticate
issues.
D Container Management Choose CAs the server should trust @
B URL Mapping O Specity trusted CAs
® Trust ai CAs in the "SYSTEM store

:
il

ay
E

,ﬂlligj Cancel

i
H

i3

CRRRRE ORE GoE

|
§€
]

7 Select restart the server immediately option and click Next.

IBM Web Administration for i
| AllServers  HTTP Servers Sy 1
@ Stoppead [ [ Server. [IONAPISVR - Apache | Server area: [ Global configuration ~
Common Tasks and Wizards ~ |ONAPISVR
vJCnthabSimr.uSﬂw i el
J Create HTTP Server
) Create Apphcation Server Con'ﬁguna LS
w HTTP Tasks and Wizards Restart the server now? - Step 6 of T
él Add a Direclory 10 the Web
J Configure TLS To make the configuration lakes efect afer finishing this wizard, the hitp server and associated applcation server IDFIONAPISVR needs to be restarted. You can select to automal
server immediately after this wizard or later by yourself,
w Server Properties ~
[ General Server Configuration ) Restar the server later by yourself
Conlaner Management

Virlual Hosts .Mhmmawﬂnutg
URL

8 Click on finish and the servers will be restarted.
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1BM Web Administration for | Wolcome ALASUN (6\’ WebSphe
Setup [TITT Advanced | Related Links &
_ ANSevers  HTTP Servers  Applcation Servers | Insialations
» Stopped [ - Server [IONAPISVR - Apache v Server area: [Global configurati v
v Common Tasks and Wizards =
gnm m ps.Meu Server i
J Cre. Server
J Create Applicaton Server ‘ Conﬂgure s
Summary - Step 7of 7
w HTTP Tasks and Wizards
= mm ylolaiies | When you click Finish, this wizard configures TLS for the HTTP server /ONAPISVR The HTTP server is associated with appiication server IDFIONAPISVR. The corresponding plugin
J Configure TLS for the association will aiso be updated by the ward
* Server Properties
[ General Server Configuration TLS port. 36510
D s Centificate Store System (‘SYSTEM) centficate store
0 URL Mapping Certificate Name SiWA Websphere
SomAppucauon%m QIBM_HTTP_SERVER_IONAPISVR
Em Trusted CAs Trust al CAs in the "SYSTEM store
D Directory Handling
You can use Digital Certficate Manager GUI interface to manage the server and the
D Security
B Contes 264 COX Note: When the configuration is completed, this wizard restarts the HTTP server and associated application server IDFIONAPISVR. After the restart. applications can be secure
through HTTP server using SSL
g:nxy o =
B Cache [Back| [Finish| |cancel
DFRCA
B Smart Fitering
@ Compression
D HTTPR
[ WebSohere Aoohcation Server

9 After restart validate if the IDFIONAPI deployment is successful.

10 Launch secured URL “https://usalil2c.infor.com:36510/IDEIONAPI/”

11 “IDF ION API deployed successfully” will be displayed.

<

G Y () https://usalil2c.infor.com:36510/IDFIONAPI/

E Infor Supplier Excha... n 10S-01 n 10S-03 n Sumo_Training and... B Infor Supplier Excha... n

IDF ION API deploved successfully.

Note: In the case of secured Net-Link, launch the URL and see if secured Net-Link application is
launching fine.
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<« Cc O @ https://usalil2m.infor.com/NetLink/LoginPrompt?destUrl=NetLinkServiet%3frequest%3dmainBrowser
Change your Infor... [l Jira Integrations fav @M webmail [E Infor Support Portal.. Learnings

Infor ERP XA Net-Link

English

12 Configure the Net-Link URL in SiWA Administrator by following the steps in “Appendix C
Secured Net-Link URL configuration in SiWA Administrator’.
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Appendix A Reset Port on Warning

Follow these steps if you need to change or reset the assigned default port Net-Link or any
application running.

1 Select the General Server Configuration under Server Properties from the Net-Link HTTP server,
as shown in below screenshot.

IBM Web Administration for i Welcome PATAJAN
Setup BTSN Advanced | Related Links

All Servers  HTTP Servers  Application Servers | Instalations

@ Running Server. [NLWEBSVR - Apache v | Server area: [Global configuration v
T o S W Manage Apache server "NLWEBSVR" - Apache/2.4.20 (IBM i)

J Create HTTP Server
J Create Application Server Net-Link Web server

¥ HTTP Tasks and Wizards
J Add a Directory to the Web
B LDAP Configuration
J Configure SSL Welcome to the IBM Web Administration for i manage forms for HTTP Server (powered by Apache). Us
Server for i, you have everything you need to establish a \Web presence and get started on the road to

w Server Properties
[ General Server Configuration To get started, use the Create New HTTP Server wizard under Common Tasks and Wizards. Follow the

g Container Management successfully completed, you will have an HTTP Server that is usable for intemal or extemal business ni

Virtual Hosts

B URL Mapping Once you have the basic server configuration, use the Server Properties forms to tailor your HTTP Sen

D Request Processing If Web serving is a critical aspect of your business, use high availability and scalability of your Web sen

DHTTP Responses

g gmsl:?:gl;m Use the Fast Response Cache Accelerator (FRCA) to improve the performance and scale of Web and’
Intemal Code.

g g;ﬁ::fc Content and CGI Use full proxy support, including forward proxy, reverse proxy, and proxy chaining to enhance network ¢

B Logging forwarding (or rejecting) requests between isolated networks. A proxy server lessens network traffic by
serving data from cache rather than unnecessarily contacting the true destination HTTP Server

B Proxy

[ System Resources

[ Cache

B FRCA

B Smart Filtering

O Compression

2 Navigate to General settings and click Add to add a new port with HTTP as a protocol (In the

below example, added 36309 as a new unused port).
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1BM Web Administration for i
Setup 1 Advanced | Related Links

@ Running a n Server [NLWEBSVR - Apache v | Server area | Global configuration v
. Server root directory: Avvawiniviebsvr
C ion file:  conf/httpd.conf

¥ Common Tasks and Wizards
J Create Web Services Server 9

. :S;f;ﬂ"‘s'.w Documentroot | Awwwiniwebsvr/ntdocs | [Browse | @
Server name:
¥ HTTP Tasks and Wizard: i :
;m-mmwm’ww Fully qualified server host name: | S 1@
LDAP Configuration Port:
J Configure SSL l—l
Server IP addresses and ports to listen on: ©
w Server Properties IP address Port Protocol
0 General Server Configuration Example Al IP addresses 80 hitp
[ Container Management o - 36001
B Virtual Hosts
B URL Mapping ® [* Jor—v] (36309 | [http ¥
O Request Processing [@tw][m“p”mm] [cm]
s
Doy s s of e o can o [ ewe
. ) DNS hostname lookups for logging, CGI, and SSI: ©
(> Dynamic Content and CGI ® Do not perform DNS lookups
B Logging © Perform DNS lookups
) Perform double-reverse DNS lookup
B Proxy
gsVMR“WW Follow symbolic links: 0
ggRC:‘tF : Follow symbolic links when target has same owner as the link | Disabled v | @
mi m
DB Compression —
OK Cancel
Shreea CI L =)

3 Select the 36001 port and Click on Remove.

IBM Web Administration for i

Weicome PATAJAN
Advanced | Related Links

eruming | () serer [NLWEBSVR - Apache v | Server area: [Global configuration v

r Common Tasks and Wizards

J Create Web Services Server

J Create HTTP Server
J Create Application Server

¥ HTTP Tasks and Wizards
J Add a Directory to the Web
B LDAP Configuration

[ Content Settings
B Directory Handling

B Security
B Dynamic Content and CGI
B Logging

B Proxy
[ System Resources
B Cache

4  Click Apply.

. Server root directory: Awvav/niwebsvr

Configuration file:  confihttpd.conf
Documentroot  |/wwwinhwebsvr/htdocs | [ Browse | @
Server name:
Fully qualified server host name: | |®
Port: (2]
Server IP addresses and ports to listen on: ©
\ IP address Port Protocol
Example Al IP addresses 80 http
® [ Jorv] [36001 | | [or. ]
2 36309 http

[Add | [Remove | Move up | [Move down | | Continue |

Number of threads to process requests:
DNS hostname lookups for logging. CGI, and SSI: ©
® Do not perform DNS lookups
O Perform DNS lookups
) Perform double-reverse DNS lookup

[ Je=<e

Follow symbolic finks: Disabled v | @
Follow symbolic links when target has same owner as the link | Disabled v | ©

(k] [aomy] [cancel
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1BM Web Administration for |
Setup LTI Advanced | Related Links

Al Servers  HTTP Servers  Appiication Servers | Instaliations

Weicome PATAJAN

® Running 0 Server: [NLWEBSVR - Apache v Server area: [Global config v
¥ Common Tasks and Wizards - » General Server Configuration
J Create Web Services Server 1 HUYERSVR our
J Create HTTP Server
sLCreete Spication Se:var General Server Configuration ©
¥ HTTP Tasks and Wizards < Wal Annlicati
J Add 3 Directory to the Web g Pages C Custom Server
[ LDAP Configuration
SCompia st Autostart Siobalv) ©
Server Properties Server root directory: Avvavinivebsvr
'ne.n':.l Server Conf Config file:  confihitpd.conf
D Container Manag =
Do D oot [Awwwinhvebsvr/ntdocs |[Browse | @
8 URL Mapping Server name:
O Request Processing Fully quaiified server host name: | @
g HTTP Responses Port: (2]
Content Settings
0 Directory Handling Server IP addresses and ports to listen on: ©
IP address Port  Protocol
g g;ro:my o Example Al IP addresses 80 hito
mic Content ! ~ -
B Logging | K:dj 36300 1:hep)
0 Proxy o
32’.,,. Resotuces Number of threads to process requests: |:] 2]
& o DNS hostname lookups for logging, CGI, and SSI: ©
B Compression | ___® D not nedorm NNS Inokans
BHTTP (K| |Apply| |Cancel
2 [
{8 WebSphere Application Server - The g was iged. The server needs 1o be restarted for the changes to take effect

5 Click OK then Click Close.

6 Select the Manage Virtual Hosts under Resource Configuration from the Net-Link Application

server, as shown in below screenshot.

Setup ILUTITTH Advanced | Related Links

Al Servers | HTTP Servers  Application Servers _ Instalatons

@ Running ] Server. [NLAPPSVR/INLAPPSVR - V9.0 Base v |
¥ Common Tasks and Wizards NLAPPSVR/NLAPPSVR

J Create Web Services Server

J Create HTTP Server

S Case ibplato e Manage WebSphere Application Server - V9.0.5.4 Base
v WAS Wesacds Profile: NLAPPSVR ~ Server: NLAPPSVR

J Create Virtual Host

J Install New Application Product install path: /QIBM/ProdData/WebSphere/AppServer/V9/Base

o Create JOBC Provider
J Create Data Source

Net-Link Application Server
v geprv':r Prppms
O Server Tracing 3 RSN LY o n[‘] E e
[ Server Ports
B View HTTP Servers Create Additional Virtual Host
The default virtual host “default_host" was created for this
¥ Applications application server. However, you can specify additional virtual
0 Manage installed Applications hosts for more control over what URI's can run which applications.
¥ Resource Configuration
0 Manage Viriual Hosts
0 Manage JOBC Providers Manage Virtual Hosts
[ Manage Data Sources

@ default_host

~ Web Perdormance @ admin_host

€. Web Performance Advisor

¥ Problem Determination
B View Logs
‘4 Web Log Monitor
o View Create Summary Note: To update the status, click [ Refresh

7 Select the default host and Click Properties.

mav B -: e - |

Install New Aplication

After creating the server and virtual host you car
applications.

atio Profile: "NLAPPSVR"
Manage Installed Application
© swaggerui

© query

¥ Net-Link

€ RESTAPIDOCS

© ivtApp
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IBM Web Administration for i

[7T7T 3 Advanced | Related Links
All Servers | HTTP Servers  Application Servers  Installations

e Ruming [ Server: [NLAPPSVR/NLAPPSVR - V9.0 Base v |

¥ Common Tasks and Wizards NLAPPSVR/NLAPPSVR > Manage Virtual Hosts
J Create Web Services Server
J Create HTTP Server

J Create Application Server Man age Virtual Hosts ©
¥ WAS Wizards Virtual hosts: ©
J Create Virtual Host
3 Install New Agplication Virtual host name |
J Create JOBC Provider @  default_host
J Create Data Source 0O admin host
v Server Properties lcwaie][m] IWJ
B Properties
B Server Tracing
[ Server Ports
B View HTTP Servers
¥ Applications

B Manage Installed Applications

8 Click Add to add a Host Aliases (In the below example, added 36309 as a port).

1BM Web Administration for i Welcome PATAJAN
Setup LUTTTTE Advanced | Related Links

@ Running [ Server: [NLAPPSVR/NLAPPSVR - V9.0 Base v |

r Common Tasks and Wizards NLAPPSVR/NLAPPSVR > Manage Virtual Hosts > Virtual Host Properties
J Create Web Services Server
J Create HTTP Server

O CIRe Zbpioatop Seas Virtual Host Properties ©
" 3 Cranta Vitual Host Host Aliases

J Install New Application
J Create JOBC Provider

R ke Dals Skt Host alias settings for virtual host default_host: ©

IP address or hostname Port Associated HTTP servers
10016 Internal HTTP Server
10018 Internal Secure HTTP Server
10032 Defauit SIP Server
10033 Secure SIP Server

r Server Properties
B Properties
[ Server Tracing
B Server Ports
B View HTTP Servers

 nilg o8

36001
| (8304 )

v Applications
B

| @coo0000

§
i

r Resource Configuration
B Manage Virtual Hosts
B Manage JOBC Providers
[ Manage Data Sources

[ Continue |

r Web Performance
€. Web Performance Advisor

¥ Problem Determination
B View Logs
4 Web Log Monitor — -
& View Create Summary IOK; [Apply' 1Caneell

r Tools

9 Select the 36001 port and Click Remove. Click Apply.
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1BM Web Administration for i Welcome PATAJAN
Setup BLUTTT T Advanced | Relaled Links

All Servers | HTTP Servers  Application Servers  Installations
@ Running Server. [NLAPPSVR/INLAPPSVR - V8.0 Base v |

¥ Common Tasks and Wizards NLAPPSVR/NLAPPSVR > Manage Virtual Hosts > Virtual Host Properties
J Create Web Services Server
J Create HTTP Server

). Craste Appication Senvec Virtual Host Properties ©
¥ WAS Wizards -
J Create Virtual Host Host Aliases

J Install New Application
J Create JOEC Provider

2 Create Data Source Host alias settings for virtual host default_host. ©
IP address or hostname Port Associated HTTP servers

v Server Properties o * 10016 Internal HTTP Server

g ;wr?rn X o * 10018 Internal Secure HTTP Server

D Server Pors * o °* 10032 Default SIP Server

S VSR HEE Ssoes 0] 10033 Secure SIP Server

Applications O - 443
o

[ Manage Instatied Applications ® [ ] (38001 |

© .= 36309 NLWEBSVR - Apache

¥ Resource Configuratio: ST e

nuumvmﬁslu;sz: [Add | [Remove | [ Continue |

B Manage JOBC Providers

B Manage Data Sources

¥ Web Performance
€. Web Performance Advisor

¥ Problem Determination
B View Logs
‘4 Web Log Monitor Bl = o]
o View Create Summary |ok| |apply, |cancel |

v Tools
4” Launch Administrative Console

10 Click OK then Click Close.

1BM Web Administration for |

i M Advanced | Related Links
All Servers | HTTP Servers  Application Servers  Instaiiations
o Running | [ Server: [NLAPPSVRINLAPPSVR - V9.0 Base v

¥ Common Tasks and Wizards NLAPPSVR/NLAPPSVR > Manage Virtual Hosts > Virtual Host Properties
J Create Web Services Server
J Create HTTP Server

DTt Anpiosod S Virtual Host Properties ©
¥ Crasta vitua Host Host Alisses

J Install N-wkppkalon
5 Came J0RC roviom Host alias settings for virtual host default_host ©

IP address or hostname Port  Associated HTTP servers

v Server Properties (@) 10016 Internal HTTP Server
it (& i 10018  internal Secure HTTP Server
il o * 10032 Default SIP Server
G View HTTP Servers o * 10033  Secure SIP Server
Appli (& 443

¥ Applications P
[ Manage Instalied Applications N 36309 NLWEBSVR - Apache

[Add |

¥ Resource
O Manage Virtual Hosts
B Manage JOBC Providers
5 Manage Data Sources

¥ \Web Performance

Parformance Advisor

¥ Problem Determination
B View Logs
§ Web Log Monitor _— —

o View Create Summary |0K] [Apply} Cancel |

¥ Toois

& Laiunch Administrative Console All configuration files were successfully changed. The server must be stopped and started for the changes to take effect.

Restart both the Net-Link HTTP and Application servers to make sure changes have reflected
successfully.
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Appendix B Net-Link WAR Generation and
Deployment on IBM i WebSphere

This Appendix explains, how to implement “WAR file deployment method” scenario mentioned in
“Chapter 1”. This involves generation and deployment of WAR file as a sperate application on App
server running on IBM i WebSphere. This Net-Link can be deployed on the same or different App
server where SiWA is deployed.

Net-Link WAR file generation

Refer to “Net-Link WAR file generation in IDF” section in “Chapter 3” in this document to
generate Net-Link WAR file based on IDF version to deploy it on App server in WebSphere.

Net-Link WAR file deployment on WebSphere

If you are using WebSphere with version 8.5, please follow the steps below in WebSphere (Version
8.5) section. Else, if you are using WebSphere version 9.x and above, please follow the below steps
in WebSphere (Version 9.x) section.

WebSphere (version 8.5)

For deployment of WAR file using WebSphere, execute these steps:

1 Copy the WAR file to a location on the IFS of the iSeries which is preferably a ‘scratch’ folder.
However, the location can also be in the root.

Note: If using the WebSphere instance of Systemi Workspace, make a copy of the plugin
configuration (see the Systemi Workspace instructions for details).

2 Open the HTTP Administration console (http://{hostName}:2001/HTTPAdmin), and log in with
*SECADM authority.
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3 Select the Manage, and Application Servers tabs.

Setwp BLUTUNTTE Advanced | Relaled Links
All Servers | HTTP Servers  Application Servers  Instaliatons

¥ Running Server. INTAPPSVR - VB 5 (int app svr) ¥

v Common Tasks and Wizards INTAPPSVR

A RF. stat~ddad

eate Web Services Sane

4 Specify a server instance in the Server field or select the instance used by Systemi Workspace.
5 Select Manage > Manage Installed Applications.

6 Click Install to add Net-Link as a new application.

INTAPPSVR > Manage Instalied Applicatons

Manage Installed Applications

Data current as of Feb 26, 2016 4:12:51 AM

Instalied applicatons ©
Application name Status Context root
&1 Netlink ©® Running  /NetLink

Install Stop Propertes Uninstall Refresh
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All Servers | HTTP Servers
@ Running Server

w Common Tasks and Wizwds
J Create Web Services Server
J Create MTTP Server
J Create Applic ation Server
J Create WebSphere Portal

7 Specify the location of the WAR file (the location specified in Step 1) in the Path to application
field.

INTAPPSVR > Install New Applicaton

Install New Application
Specity Application Location

Weicome 10 the Install New Application wiZard. This wizard instalis an applcation into the IBM integrated Webd
application server for |. The application 10 be instalied must reside in an integrated file system dwrectory

Specify he location of the application Q

Path 1o application: /MdilUNetLink war Browse
Note The path must be a Web Archive flle (WAR) application directory or a war file

¥ Copy the application file 10 the appiication server apps directory

Back

Next Cancel

Note: You can also use the Browse option to select the File.
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(1) usai02:2001/ HTTPAGmin/FileB... Lol o) NS |
() usalil02:2001/HTTPAdmin/FileBrowser

=

(& AutoRis

@boin

() BRMSCAN

() BRMSRCY

(B CCHimages

() CPARK

B CRM

& dev

ek

(& home

(& hompett

() INFOR

3 nforBMR

(@ InforSupport

(3 Instancecache

() JGRIESSER

@w

(& bonstall

& Man
®com
0 ChanTestclass
D ChanTestout
D ChantTestsh
O CiasspathTestsh
D Contractiest_NS.xis
O NetLink.war
D not_Buyer.xis
D SimpleCbject - Copy class ~

DeOizenloOtisats

-

NMcI/NetLink war

| Ok | Cance |

\ J

Note: Make sure that the location of the WAR file is correct.

8 Select the Copy the application file... check box.

INTAPPSVR > Install New Applicaton

Install New Application
Provide Options to Perform the Install

Specify applicaton deployment options (2]

Applicaton name NetlUnk

Context root /NetLink €.0. myContextRoot
Directory application instalied 10: mwwintappsvriwiplusriserversintappsvr/apps

9 Click Next. The Provide Options to perform the Install window is displayed.
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10 Accept the default values for the Application name and Context root.

11 Click Next. The Summary window is displayed.

NTAPPSVR > Install New Applicaton

Install New Application

Summary

When you click Finish the installaton will be started for the foliowing application
Path to application MadUNetLink war

Application name NetLink

Context root NetLink

Context root ports 10000

Directory application installed to. /wwwintappsvriwipustsernversintappsvi/apps

12 Review the content on the Summary window.
13 Click Finish.
Note: It is assumed that System i Workspace is already deployed to WebSphere.

WebSphere (version 9.x)

The deployment process utilizes the WebSphere Wizard function to create a Net-Link Application
and associated HTTP server.

Check that you have the following subsystem running, and that all ADMIN jobs are running within the
subsystem:

WRKSBSJOB QHTTPSVR

If the subsystem is not active, issue the following OS400 command:
STRTCPSVR SERVER(*HTTP) HTTPSVR(*ADMIN)

For deployment of WAR file using WebSphere, execute these steps:

1 Copy the WAR file to a location on the IFS of the iSeries which is preferably a ‘scratch’ folder.
However, the location can also be in the root.
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2 Open the HTTP Administration console (http:/{hostName}:2001/HTTPAdmin), and log in with
*SECADM authority.

Select the Manage, and All Servers tab.

&~ w

Select Create Application Server and click Next.

1BM Web Administration for i Welcome QSECOFR © websphece

Setvp JTTUTT Advanced | Related Links
All Servers  HTTP Servers | Application Servers | Instatations.

w Common Tasks and Wizards Manage All Servers © =
J Create Web Services Server
J Create HTTP Server All HTTP Servers  All Application Servers

J Create Appiication Server
Data current as of May 20, 2020 4:27:24 AM.

Server . Version Status Address:Port Description
Admin1 V8.5 (intappsvr) W Running *:2002
Admin2 V8.5 (intappsw) @ Running  “:2004,2005
Admind V8.5(ntappsvr) W Running 2006
Admind V85 (intappsvr) @ Running 2008
Admins V85 (intappsv) @ Running 2011

defaultservert V8557 Express  ® Stopped  *:2809,5080,5061,8880,9043,0060,9080,9443

5 Select V9.0.0.xx Base and Click Next.

1BM Web Administration for i Welcome QSECOFR @ Wehéphm:
Setup BLTTTTTE Advanced | Related Links \_

All Servers  HTTP Servers | Application Servers | Instaflations

v, Conmimon Vasks snd WWizends Create Application Server
J Create Web Services Server S R
J Create HTTP Server Select Application Server Version and Type

J Create Application Server
This system has more than one version and type of application server Installed. For WebSphere Application Server version 8.0 or higher, you can choose to create the server on existing Installation or
install a new Server jon. This requires the product packages to be located on this local system or a remote system. The wizard handles the install steps in addition to
server creation and configuration using this new instaliation,

Choose the type of application server to create

1BM integrated Web application server for i:
v8s

WebSphere Application Server:
New Server /9.0.0.11 Base, aliows you to add a wide range of complex business logic to your Web application with a full function J2EE(TM)
©V9.00.11Base  COMPlent appication server.

V8.5.5.7 Express WebSphere Application Server V9.0.0.11 Base can be instalied in multiole locations on this system. Muitiple appiication servers can be created from each instalation.
The product install path for this is PP

o

Enter the appropriate Application server name and Server description and click Next.
Suggested values
Application server name: NLAPPSVR

Server description: Net-Link Application Server
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z
w Advanced | Related Links @ WebSphere
Alunnn nmsqm|wmm|m

v Common Tesks end Wzerds Create WebSphere Application Server V9.0.0.11
S Crama HTTD Sonear ™ Specity Application Server Name

Specify a unique name for the application server, 0

Application server name: NLAPPSVR

Server ication server created by the Cre:
(meok ] [wext] [ cancer
|~ |
7 Click Next.
1BM Web Administration for | Welcome QSECOFR @ WebSphere
Setup LTI Advanced | Refated Links E

w Common Tasks and Wizards i i -
Skt Create Application Server -

3 Creato HTTP Server Weicome to the Create Application Server wizard. This wizard creates a new application server to run Web applications with dynamic content, updates the Web server plugin configuration for an
3 Create Application Serve associated external HTTP server, and creates all necessary database providers and connections required for the Web applications you cheose (o install

= Install Product and Installation Manager

The wizard handles the product and Installation Manager Install as necessary for WebSphere Application Server Version 8.0 or higher products in addition to creating and configuring the
server, To create WebSphere Application Server on a new product installation, the product packages are required. The wizard aiso installs and upgrades IBM Installation Manager tool
is required 10 install WebSphere Application Server product.

+ Configure Host Routing

An application must be mapped 1o a host in order to be accessed. A host is defined by the host name of IP address, and a port number. By default, the appiication is configured to be
accessible through a default list of hosts defined for the application server. If you wish for more granular control, you can restrict access to your application by configuring it to specific hosts.

Install Application

Applications must be installed onto the server to be The Install New wizard takes your archive file that contains the and deploys the
on the server.

Setup Database Connection

Many appiications need to access dalabases 10 retrieve and store data. Database providers and connections are the vehicle used 10 tell the serves how (o access the database, what
database 10 access, and where the database Is located

[Back | [Next| [cancel |

8 Select Create a new HTTP server (powered by Apache) and click Next.
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1BM Web Administration for | . Welcoma QSECOFR © wersoners
Setvp SLUTUIT T Advanced | Related Links

All Servers  HTTP Servers | Appiication Servers | Installations

Y Commen Tasks and Wizards Create WebSphere Application Server v9.0.0.11
J Create Web Services Server
J Create HTTP Server Select HTTP Server Type

J Create Application Server

The application server may be assoclated with an external HTTP server. If selected, the wizard will set up the external HTTP server with the necessary Information to route Incoming URL requests to
this application server,

Choose the HTTP server type: @
[®] Create a new HTTP server (powered by Apache)
Select an existing HTTP server (powered by Apache)
Do not associate an external HTTP server with this application server

9 Enter the appropriate HTTP server name and HTTP server description and click Next.
Suggested values
Application server name: NLWEBSVR
HTTP server description: Net-Link Web server
IP address: All IP address
Port: 36001

Note: The port should be the same as that you have used in the WAR file generation section.

1BM Web Administration for | . Welcome QSECOFR
Setup ELUUTTTN Advanced | Refated Links

All Servers  HTTP Servers | Application Servers | Installations

© w;&hern

v Common Tasks and Wizards Create WebSphere Application Server v9.0.0.11
J Create Web Services Server
J Croato HTTP Server Create a new HTTP server (powered by Apache)

J Create Application Server
Anew HTTP server (powered by Apache) will be created and configured to be used by this application server. 9

HTTP server name: NLWEBSVR
HTTP server description: Net-Link Web server

Your HTTP server may listen for requests on a specific IP address or on all IP addresses of the system.
On which IP address and TCP port would you like your MTTP server to listen?

IP address: All IP addresses ¥
Port: 36001

Note: If you receive the below Warning that the port is already configured by another application is
displayed. Enter a new port, which hasn’t been configured by another application, please make a
note of the new port and click Next o continue the wizard using the port (36001), which is already
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been configured by another application. You will be asked to change the port (36001) to the new port
by following “Appendix A Reset Port on Warning” at the end of this wizard.

10 Accept the default First port in range: default values and click Next.

1BM Web Administration for | Welcome QSECOFR

Setup ELUUTTTN Advanced | Refated Links
All Servers  HTTP Servers | Appiication Servers | Installations

@ WebSphere

w Common Tasks and Wizards i i
“iainithey G Create WebSphere Application Server vV9.0.0.11
J Croato HTTP Server Specify Internal Ports Used by the Application Server

J Create Application Server

The application server uses several internal services such as intemal HTTP transport service, Simple Object Access Protocol (SOAP) service, name service, and several other services to perform its
processing. In order for these services to be configured, you must provide a biock of 20 consecutive ports that are currently not in use on your system. Specify the first TCP port number in the range
and the wizard will assign the ports that are to be used by each internal service. For exampie, If 10076 is entered as the first port in the range, then ports 10076 to 10095 will be configured,

First port in range: oo | @

£a
11 Clear Default Applications and click Next.
1BM Web Administration for | Welcome QSECOFR WebSphere
Setup WLULLNTE Advanced | Related Links
All Servers  HTTP Servers | Application Servers | Installations.
v Common Tasks and Wizards Create WebSphere Application Server V9.0.0.11
J Create Web Services Server oy
J Create HTTP Server Select Sample Applications
J Create Application Server
You may optionaily install sample applications into this application server. Choose the applications you want to install and the wizard will depioy them for you.
Select which sample appiications to install:
v Query - Provides dynamic query service for EJB client This service is only to using EJB query language, not Wed browsers.
[ Detautt Appiications - A set of samples, including SnoopServiet, that may be used to verify your application server is working.
Sample -Asetof Server sample which common tasks.
Back  Next Cancel
8§32

12 Select Do not configure Identity Tokens and click Next.
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1BM Web Administration for |

Weicome QSECOFR

Setup ILUTUTTTI Advanced | Refated Links
Al Servers | HTTP Servers | Appiication Servers | Installations

w Common Tasks and Wizards
J Create Web Services Server
J Create HTTP Server
) Create Application Server

1BM Web Administration for |

Create WebSphere Application Server V9.0.0.11
Configure Identity Token SSO for Web to Access IBM i

© websphere

Identity Token SSO is a mechanism where a single user sign-on action permits access to multiple IBM i systems. This aliows your Web-based interfaces 10 access IBM i back-end applications
relationships between

without having to prompt for additional authentication. Identity Tokens are impiemented using Enterprise identity Mapping (EIM). EIM maintains the
profiles. The application server creates a token for the servers configured 1o support identity Tokens in this EIM Domain.

Note: EIM is hosted on an LDAP server that must be configured and running before continuing.

Configure Identity Tokens: 2]
[%1 Do not configure Identity Tokens

Web users and IBM | user

Setup LT Advanced | Related Links
All Servers  HTTP Servers | Appiication Servers | Instasations

w Common Tasks and Wizards
J Create Web Services Server
J Croate HTTP Server
J Create Appication Server

Configure identity Tokens
(sac [t [canc
| v |
13 Review the Summary and click Finish.
Welcome QSECOFR @ websphere
Create WebSphere Application Server v9.0.0.11
Summary
When you click Finish this WebSphere application server will be created
Application Server HTTP Server
WAS version: 9,0.0.11 Base
Application server name NLAPPSVR
Server description: Net-Link Application Server
Internal port range: 10076 - 10095
Virtual host detault_host
Profile root: /QIBMUserD: p \pp!
External HTTP server association: NUWEBSVR
Server URL: hitpu//XA01:36001
Business applications: None
Sample spplications: | tion name | URL to access
| quesy fused by EJB ciient applications |
Note: The application server and HTTP server must be started before any requests can be processed
|Back  Finish || Cancel | Printable Summary
|~ |

14 Select Install New Application from the WAS Wizards menu.
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IBM Web Administration for |

Welcome QSECOFR

Setwp JLTLTT T Advanced | Related Links
Al Servers | HTTP Servers  Application Servers  Installations

® Stopped

v Common Tasks and Wizards
J Croato Wob Sorvices Sorver
J Create HTTP Sarver

Server: | NLAPPSVR/NLAPPSVR - V9.0 Base v

NLAPPSYR/NLAPPSVR

@ WebSphere

4 Create Appiicetion Server Manage WebSphere Application Server - V9.0.0.11 Base
v WAS Wizards Profile: NLAPPSVR  Server: NLAPPSVR
J Create Virtual Host ; Bro
53 lastal New = Product instali path: /QIBM/ P AppServer/V9/Base
J Create JOBC Provider
3 Crealo Dets Source Net-Link Application Server
w Server Properties = 3 - e < = .| -
B Propertes e = S ‘]\E AW . .l-'.vl ISR AETENS W 7 l!':.-.".u LN TRIIE
Server Tt |
ES&W p::‘o Create Additional Virtual Host Install New Application Create Data Source
D View HTTP Sorvers The default virtual host "default_host™ was created for this  After creating the server and virtual host you can install Then, define the resources the system will use to access
application server. However, you can specify additional your applications, data for your applications.
v virtual hosts for more control over what URI's can run
D Manage Instalied which appli
st Current tion _Profile: "NLAPPSVR" _Sesver:"NLAPPSVR”
[ Manage JOBC Providers Manage Virtual Hosts Manage Installed Applications Manage Data Sources
B Menege Data Sources @ default_host © swaggerl @ DefaultEJBTimerDataSource
- Web @ admin_host ¢ query
E. Webd Performance Advisor © RESTAPIDocs
 Problem Determination € ivapp

15 Select Application is contained in a WAR file and click Browse to locate and select the WAR
file located on the IFS from Step 1 and then at Context root field, update with /myContexRoot
value (for eg:/NetLink) and Click Next.

Setup ILTTTTTTE Advanced | Related Links

All Servers | HTTP Servers  Application Servers | Installations
Server. [NLAPPSVR/NLAPPSVR - V9.0 Base v |

@ Running

v Common Tasks and Wizards
J Create Web Services Server
J Create HTTP Server
J Create Application Server

v WAS Wizards
J Create Virtual Host
J Install New Appiication
J Create JOBC Provider
J Create Data Source

w Server Properties

[ Properties

D Server Tracing

B Server Ports

B View HTTP Servers

w Applications
O Manage Installed Applications

¥ Resource Configuration
D Manage Virtual Hosts
D Manage JDBC Providers
B Manage Data Sources

¥ Web Performance
€, Web Performance Advisor

v Problem Determination

16 Click Next.

Install New Application ©
Specify Application Location

Welcome to the Install New Application wizard. This wizard will install an ion into this Al
integrated file system directory.

O Application is contained in an EAR file
@ Application is contained in a WAR fiie

Server. The application must already exist on the IBM i system in an

Integrated file system path of WAR file: |INetLink war

|(Browse | ©

Note: The file must already be on the IBM i system

Context root: [/NetLink |@

| Back || Next | | Cancel
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64.145.40:2001/HTTPAdmIn £~ & 2 HTTP Server Ad...

Welcome QSECOFR

Plication Servers  Futatations

[NeotLinkAppSvr_XANetlinkAppSwr_XA - V9.0 Base V|
NefunkAceSa XANeUNkAcoSn XA > tnstall New Appiicaton

Install New Application ©

Provide Opbions fo Perform the Install

Soacity apghcanon deploymest opons
Appication nama [Net-Link x|®
Deectory appicason instaled 1o
] Pro-compte 35935 O

5 1595 Whan enatéed, the JSPs in e appication 2509 the nger the J5Ps 90, causng

takn koger

17 Check the Web server check box and click Next.

a @ http://100.64.145.40:2001/HTTPAdmiIn

Setup [TPTTTY Advanced | Refated Links

Al Servers | HTTP Servers  Application S
wRuang | [)fE) server [NetLinkAppSvi_XANetLinkAppSvr_XA - V9.0 Base V|
vcumflﬁmms::' NetlnkAppSvr XANGtLInkADpSvr XA > Install New Applcation

J Create Wed
3 Create HTTP Server
) Create Appication Server Install New Application ©
v WAS Wizards Map Virtual Hosts for Web Moduies
s Creats Virtual Host
3 Instad New Appscation Specity the virlual host you want 1o associate with the Web modules contained in this application. Wed
1) Create JOBC Provider
J Create Data Source Web modules 10 virtual hosts: ©
Web module |  Virtual host Web server
"o Mokt [dofaut_host v| | | (ZniwEBSVRYA
© Server Tracng
D Server Ports
D View HTTP Servers
w Annlications.

18 Click Finish.

e @ http://100.64.145.40:2001/HTTPAdmin L0 |8

1BM Web Administration for i Welcome QSECOFR
Setup W'PTPTTH Advanced | Related Links

All Servers | HTTP Servers  Application Servers  Installations

@ Running Server: [NetLinkAppSvr_XA/NetLinkAppSvr_XA - V9.0 Base V|

~ Common Tasks and Wizards NetLinkAppSvr_XA/NetLinkAppSvr XA > Install New Application
2 Create Web Services Server
J Create HTTP Sgacver
J Create Application Server Install New Application @

 WAS Wizards Summey
) Create Virtual Host
21 Install New Application When you click Finish the installation vill be started for the following application.

Integrated file system path of WAR file: /NetLink war

w Server Properties Application name: Net-Link
b PNN“:_OS . Directory il to: 1QIBM/UserD. P IApPS VI/B: p inkAppSvr_XA/installedApps
D Server Tracing 2 < 3
B Server Ports Pre-compile JSPs: Disabled
B View HTTP Servers Web module | Virtual host Web server
Map Web modules to virtual hosts: Net-Link default_nost ZNUWERS
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19 If you did not change the default port (36001) to the new port and continued with the warning
‘port is already configured by another application’, then complete steps in “Appendix A
Reset Port on Warning” to change the default port to different port to avoid further issues due to
port clash.

20 After successful deployment of Net-Link application through above steps, complete the SSL/TLS
process by following steps in “Chapter 5 Configuring TLS”.

21 After Net-Link application is secured, configure Reverse Proxy settings to access Secured Net-
Link Via Secured SiWA Application URL, by following Chapter 2 Reverse Proxy configuration
in IBM i HTTP Server to access default Net-Link.

Example:

42 <=VirtualHost *:443>

43

44 SS5LProxyAppName QIEM_HTTFP_SERVER_WSANYWHERE1
45 SSLProxyEngine On

46 SSLEngine On

47 SSLAppName QIBM_HTTP_SERVER_WSANYWHERE1

48 SSLProtocolDisable SSLv2 SSLv3

50 [FruxyFass THetlink hitps:MusalilZm.infor.com: 36400 NetLink
ProxyPassReverse /NetLink https:/fusalil2m.infor.com:36308/NetLink
52 =MNTHTITHOSE
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Appendix CSecured Net-Link URL configuration in
SIWA Administrator

SiW Anywhere Admin settings

Once secured Net-Link is deployed successfully and validated by launching the URL, we need to
configure the Net-Link secured URL in SiW AnyWhere Admin application.

Go to SiWA Admin page -> Workspace Configuration -> Net-Link. Update the Net-Link URL setting
with the secured URL and save the configuration.

Note: In the case of SIWA Windows deployment both SiWA and Net-Link will be using the same
port. But in the case of SIWA IBM i deployment, by default the WSANYWHERE and Net-Link
applications will be using different ports.

It is highly recommended to configure both WSANYWHERE and Net-Link to use same port as
WSANYWHERE by following steps in “Chapter 2 Reverse Proxy configuration in IBM i HTTP
Server to access default Net-Link” in this guide and configure below.

Infor System i Workspace = Net-Link

AnyWhere Administration

B8 Version Information Show More

‘;’\’ Workspace Configuration A Add New Configuration

Paths

Name ‘ L2M ‘
Locales

Database Connections Net-Link URL ‘ hitps://usalilZm.infor.com/NetLink ‘

Configurations
Enabled v

Allow Popup Windows

WebTop

Net-Link

If SIWA runs on different port other 443, then mention port in the URL.
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= Net-Link

Infor System i Workspace
AnyWhere Administration

oo Version Information Show More

& Workspace Configurat... [ Add New Configuration ]

Paths Name DP1TT

Lacales Net-Link URL https://usalidpl.infor.com:36610/NetLink

Database Connections
Allow Popup Windows | Enabled v

Configurations

WebTop

Net-Link
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Appendix DAdjust HTTP Thread Count for
Secured Net-Link in WebSphere

Based on recent observations, it has been noted that IBM's default thread counts for HTTP and
WebSphere Application servers are lower than what is required by some customers. This may need
to be adjusted as per the customer's user base. Therefore, it is recommended to increase the default
thread counts for both the HTTP server and IBM WebSphere Application server, in addition to the
current SSL configuration.

IBM recommends setting the thread count number to - User count x 125% to achieve the best
result.

HTTP threads configuration:

Once you have completed the SSL configuration, you can set the HTTP threads from the HTTP
admin console. The default value is 40, but you can increase it to a higher number, depending on
your customer base.

To set the number of threads to process requests, go to your HTTP server instance, -> Server
Properties -> General Server Configuration. There you can configure the value for “Number of
threads to process requests”.
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IBM Web Administration for i

[LETETTI Advanced | Related Links
All Servers  HTTP Servers  Application Servers | Instaliations

Welcome PATAJAN

@ Running 30 Server: NLWEBSVR -Apache v/ Server area: Global configuration v
w Common Tasks and Wizards “ NLWEBSVR > Directive Index > General Server Configuration

J Create Web Services Server
J Create HTTP Server
J Create Application Server

w HTTP Tasks and Wizards ‘ General SQﬁIngs
J Add a Directory to the Web . —

LDAP Configuration
) Configure TLS Autostart: Global v]©

Server root directory: wwwinlwebsvr

« Configuration file:  conf/httpd.conf
[ Container Management ~ Document root: |/wwwlnlwebsvrlhtdocs
B Virtual Hosts

w Server Properties
™ General Server Configuration

‘Welcome Pages  Configuration Includ‘s‘[ \_Advancch Custom Environm

| Browse | @

0 URL Mapping Server name:

B Raduast Processio Fully qualified server host name: ]

B HTTP Responses Port: (2]
B Content Settings I—"
B Directory Handling

[(oaseat]

B Security

™ Nunamie Cantant and C.GI

Server: |[NLWEBSVR - Apache v Server area: | Global configuration

Sl e 1 e U i Pl e A o e

IP address Port  Protocol

-

Example All IP addresses 80 http
O * 35001 http

(Add]

Number of threads to process requests: [ -‘ or—VJ (2]
DNS hostname lookups for logging, CGI, and SI: [2)

@ Do not perform DNS lookups

© Perform DNS lookups

© Perform double-reverse DNS lookup

Follow symbolic links: | Disabled v | &
Follow symbolic links when target has same owner as the link: | Disabled v | &

General Server Configuration ©

.General Setﬂngs-' LWQIl:.oma Pages Configuration IncludasJ lAdvnnmd Custom Environment Vari

Autostart: Global ~] &
Server root directory: fwww/nlwebsvr
Conflguration file: confihttpd.conf

Document root: [wwwiniwebsvrihtdocs |[Browse | @
Server name:
Fully gualified server host name: | 12

Part: 2]
Server IP addresses and ports to listen on: L2

The conflguration was successfully changed. The server needs to be restarted for the changes to take effect.
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Web container threads configuration

Note: If Reverse Proxy is configured to access Net-Link, then this section is not applicable.

The Web container threads should always set them to be 10 more than HTTP value i.e. user base
X125% + 10. By default, the web container threads are set to 50.

To increase this value, follow these steps:

From the HTTP Admin console — Click on your application server -> Click on "Launch
administrative console" -> Once you log in -> Navigate to your application server.

Click on "Thread Pools" under "Additional Properties" in the bottom right corner -> Select "Web
Container." ->Set the maximum value to your desired number as recommended.

Be sure to save the setting to your master configuration.

For the changes to take effect, please restart both the HTTP and app servers. Let me know if you
have any further questions.

WebSphere.
Cell=USALIDPT_NLAPPSWE, Profile=NLAPPSVE
| Views: Al tasks v |
Application servers
Welcorme

Application servers

# Guided Activities

Use this page to view a list of the application servers in your environment and the status of each of these servers. You can
Servers to change the status of a specific application server.
= Server Types I & Preferences
‘WehSphere application servers - |*9
L
e servers Name & | Node & | Host Name £ Version £
i# Applications You can administer the following resources:
# Services | usALIDP1_NLAPPSVR | UsALIDP1.TNFOR.COM Base 9.0.5.15
[+ Resources. Total 1

[# Security

Additional Properties

Class loader viewer service

Endpoint hsteners

Thread pools

=aging state

Web server plug-in_properties
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5-e|e:t| Name 2 Description 2 Minimum Size Maximum Size
You can administer the following resources:
[ | Default 20 20
[ |QRE.thread.poal 10 S0
O SIBFAPIDboundThreadPool Service integration bus FAP 4 50
inbound channel thread pool
O SIBFAPThreadPoal Service integration bus FAP 4 50
outbound channel thread pool
[] |SIEIMSRAThreadPool Service Integration Bus IMS 35 41
Resource Adapter thread poal
[ |ICPChannel.DCS 20 20
O WMOICAResourceAdapter WebSphere MO Resource 10 50
Adapter thread pool

[0 |serverstarup This pool is used by WebSphere | 1
during server startup.

Default Maximum Size is 50. Change it based on business need.

Application servers > NLAPPSVR > Thread pools > WebhContainer

Use this page to specify a thread pool for the server to use. A thread poo

new threads at run time. Creating new threads is typically & time and res

Configuration

General Properties

# Mame
WebContainer |

Drescription

# Minimum Size
10 | threads

Maximum Size
50 | threads

# Thread inactivity timeout
&0000 | milliseconds

D Allew thread allocation beyond maximum thread size

Apply | OK  Reset | Cancel |
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Application servers > NLAPPSVR > Thread pools > WebContainer

lse this page to specify a thread pool for the server to use. A thread pool
new threads at run time. Creating new threads is typically a time and res

Configuration

General Properties

# MName
|WEbCDntainer

Description

* Mirnmurm Size

|| o threads
: I“.F.IXII'I'IIII'I'I gl?’F‘
[410 | threads

# Thread inactivity timeout
|bDUUU milliseconds

I:J Allowe s J‘r_-ud allocation beyond maximum thread size

-~

&7 Apply || OK || Reset || Cancel |

Save master configuration without fail.

Apphication se

.EI Messages

&Chanqes have been made to vour local configuration, You can:
[l Save directly to the master configuration,

L changes DETore saving or disCarding.

M The server may need to be restarted for these changes to take effect.

Application servers > NLAPPSVR > Thread pools
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Select | Name £ Description Mimnimum Size Maximum Size 2

You can administer the following resources:

[ | Default 20 20
0O ORB.thread. poal 10 50
0O SIBFAPInboundThreadPool Service integration bus FAP 4 50

inbaund channel thread pool

[ |SIBFAPThreadPosl Service integration bus FAP 4 50
outbound channel thread pool

0O SIBIMSRAThreadPool Service Integration Bus IMS 35 41
Resource Adapter thread pool

0 TCPChannel.DCS 20 20

O .Mmmﬂdﬂmﬂ l WebSphere MQ Resource l 10 50
Adapter thread pocl

0 [wcchum.uur 10 410

[]) |serverstartup This pool is used by WebSphere | 1 3

during server startup.

Restart the HTTP server and Application servers for changes reflect.

Now, the thread count has increased.

All Servers  HTTP Servers  Application Servers | Installations

@ Running @ Server: | NLWEBSVR - Apache v Server area: | Global configuration v
B Virtual Hosts ~ NLWEBSVR > Real Time Server Statistics
[ URL Mapping
B Request Processing Real Time Server Statistics

[ HTTP Responses
[ Content Seftings . .
A Directory Handling Servername: NLWEBSWVR Job:  24628ZQTMHHTTP/NLWEBSVR

Server started: Feb 3, 2024 8:12:52 AM

G ) S
E nﬁg:ﬁ* Fapia e T Current time:  Feb 8, 2024 9:04:45AM  Refresh Interval: | Manual Refresh v |
[ Logging
Statistics have been collected for 5 days 0 hours 51 minutes 53 seconds.
[ Proxy
[y System Resources General Absclute Delta Absolute and Delta Averages
M Cache
© FRCA
Smart Filteri
E Sl Active threads: 0 | Idle threads: 400
Normal connections: 0 TLS connections: 0
B HTTR2 Requasts: 0] Responses: 0
[ WebSphare Application Server Requests rejected: 0
w Tools
& Display Configuration File
& Edit Configuration Fila
«* Directive Indax
[FReal Time Server Stanshics l
' ' Close Refresh
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