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About this guide

About this guide

This document describes the process to set up a secure Net-Link. The guide explains the
requirements, WAR file deployment and configuration tasks.

Revision History

This table shows the chapters of the guide:

Version Date Author Comments

0.1 14/Jun/2017 | Michael Dillon Initial Draft

0.2 11/Apr/2019 | Singaravizhiyan R | Added Building WAR file and Workspace Net-Link
URL configuration

1.0 10/16/2020 | Development WebSphere 9.x Configuration

2.0 06/19/2021 Development WAR file redeployment

3.0 04/13/2022 | Jany Khan Patan IDFIONAPI WAR file deployment in WebSphere

Related documents

You can find the documents in the product documentation section of the Infor Support Portal, as
described in "Contacting Infor" on page 8.
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Contacting Infor

If you have questions about Infor products, go to Infor Concierge at https://concierge.infor.com/ and
create a support incident.

The latest documentation is available from docs.infor.com or from the Infor Support Portal. To
access documentation on the Infor Support Portal, select Search > Browse Documentation. We
recommend that you check this portal periodically for updated documentation.

If you have comments about Infor documentation, contact documentation@infor.com.
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Net-Link WAR file deployment

Net-Link WAR file deployment

The standard installation process involves accessing the Net-Link through a URL to the IBMi due to
which users are confined to a secure network. However, in some circumstances it is necessary to
provide access to the users outside of the network. Although the platform is secure, and can be
protected via firewall settings, connecting directly to IBMi from the web is not recommended.

Therefore, it is necessary to expose the Net-Link web server components to the web.

An example topology of the IDF components used for Net-Link in a container deployment scenario:
The default ports used by IDF for http and https are typically 80 and 443 respectively.

Client App server (Tomcat, System |
WebSphere, Jetty etc.)
http

https

Browser

Web archive

Link
Manager

Aux machine

=t

The web components of Net-Link runs in a Servlet container. Examples of such a container are
Apache Tomcat and IBM WebSphere. The components are packaged into a Web Archive (WAR)file.

Note: The container used for Systemi Workspace can also be used. This document explains how to
obtain the WAR file, and to deploy it to these servers.
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Net-Link WAR file deployment

Fully Qualified Domain Names

For a Microsoft Windows deployment, we recommend that the Windows Server has a Fully Qualified
Domain Name (FQDN) that can be used to address the Windows Server, both externally and
internally (i.e. the Windows Server knows itself by this FQDN) within your enterprise.

For either a Microsoft Windows or IBMi deployment, we recommend that the IBMi server also has a
FQDN that it can be used to address the Windows Server, both externally and internally (i.e. the
IBMi knows itself by this FQDN) within your enterprise.

It is important to have FQDNSs in place before you install System i Workspace, otherwise, the URL
paths, SSL configuration and other settings created during the installation may be incorrect and
cause failures when trying to access or use System i Workspace.
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WAR file generation

The WAR file contains configuration details to communicate with the IBMi. Therefore, the file cannot
be shipped with the IDF as a component. The file contains components that can change during the
builds of IDF. Therefore, it is important to refresh the WAR file when a new build is applied to the
global IDF environment.

Generate WAR file in XA R92

The current WAR file can be obtained by navigating to the URL
http://{server}:{port}/NetLink/NetLink.war.

Caution: The URL is similar to the link used to access Net-Link.

Note:

e An alternative mechanism to obtain the WAR file has been created in XA R10 release.
Previously, the war file was generated and downloaded from the server via the URL, as
discussed above.

o This still works but as the war file is generated from global the contents are therefore at the build
level that is current for the global environment. A new URL has been created that generates it
from the environment (and at the build level of the environment)

Error! Hyperlink reference not valid..

Generate WAR file in XA R10

1 The user must be signed in to Net-Link for the environment that has the correct build.
2 Navigate to Error! Hyperlink reference not valid.

where {server}, is the name of the IBMi whichhosts IDF, and {port} is the port used for access to
IDF components over HTTP.

(For example: http://usalil02.infor.com:36001/NetLink/)

3 The Net-Link login prompt should be shown as below, then Sign into Net-Link for the correct
environment using respective IBMi userlD.
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& - C A Notsecure | usalil02infor.com:36001/NetLink/LoginPrompt?destUri=NetLinkServiet%3frequest%3dmainBrowser

i Apps SupplierExchange Infor OS5 Infor | Wiki SiW AnyWhere XA _Integrations | S... IBM i | CPQ | SalesPortal Inf

Infor XA Net-Link

alasun [ runasens o |

| (49) XA IFM/EPDM Scheduled Issue  (20079) - UsaLiLo2inFor( ~ | B3
English -]

4  The Main Browser should display as below.

& - C A Notsecure | usalil02infor.com:36001/NetLink/NetLinkServiet?request=mainBrowser&icontrollerid=c18group=RequestGroup_162i

i Apps | SupplierExchange Infor OS | Infor | Wiki | SiW AnyWhere XA_Integrations | S... IBM i | CPQ| SalesPortal m Infor d/EPM

Infor XA Net-Link

File 4| | Customize | | Help .| | [Defautt -]

Customer Relationships Campaigns Sales Post Sales  Codes

Customer Service

= B & & & @ M M 3 4

Materials Employees  Employee Activities  Activity Tasks
Contacts Orders Quote: G
Producs uoles roups

Finance
Procurement
Planning
Environment
Material Logistics
5 Eitherin a new tab (the browser session is shared between tabs), or in the current tab, navigate
to Error! Hyperlink reference not valid.

where {server}, is the name of the IBMi whichhosts IDF, and {port} is the port used for access to
IDF components over HTTP.
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B2 (1)) Infor XA Net-Link X & NewTab X
(& S http:,f,f'usaliIOZ.infor.com:360011NetLink/WebArchive|

6 The NetLink.war file should be generated and downloaded.

& C @& Chrome | chrome://downloads

12 Apps SupplierExchange Infor OS Infor | Wiki SiW AnyWhere XA_Integrations | S... IBM i CPQ| SalesPortal  [[g] Infor d/EPM

Downloads Q, Ssearch downloads

@ Your browser is managed by your organization

Today

NetLink.war X
http:/usalil02.infor.com:36001/NetLink/Download?token=XnéqrwcgClo

Show in folder

Building WAR file

The Net-Link WAR file generation code is present only in Version 9.2 and 10. The "Exception
Encountered’ error message is displayed a previous version, the WAR file must bemanually built.

&

NetLink.war..

To build the file manually:
1 Extract the contents of the NetLink.war file to a new location using 7z.

2 Edit the WEB-INF/web.xml file and change all occurrences of nlbaiq05.infor.com (or the lower-
case equivalent) with the Fully Qualified Domain Name (FQDN) of your iSeries.

ll®

web.xml

3 Compress the contents to a new WAR file (named NetLink.war), ensuring that the structure
matches that of the originally attached WAR file. Set the Archive Format field to zip.
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- - =)
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Erter paarmord
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Marmcry asgm tor Decorgressny 2m8
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WAR file deployment

Tomcat (version 7.0 +)

The deployment of WAR file involves copying the WAR file to the root of the webapps folder of the
Tomcat instance. The update is automatically loaded by Tomcat.

Note: If you are using WebSphere with version 8.5, please follow below steps in WebSphere
(Version 8.5) section. Else, if you are using WebSphere with version 9.x and above, please follow
below steps in WebSphere (Version 9.x) section.

WebSphere (version 8.5)

For deployment of WAR file using WebSphere, execute these steps:

1 Copy the WAR file to a location on the IFS of the iSeries which is preferably a ‘scratch’ folder.
However, the location can also be in the root.

Note: If using the WebSphere instance of Systemi Workspace, make a copy of the plugin
configuration (see the Systemi Workspace instructions for details).

2 Open the HTTP Administration console (http://{hostName}:2001/HTTPAdmin), and log in with
*SECADM authority.

3 Select the Manage, and Application Servers tabs.

Setup LTI Advanced | Related Links
All Servers | HTTP Servers  Application Servers  Installabons

® Running Server. INTAPPSVR - V8.5 (int app svr) ¥

w Common Tasks and Wizards NTAPPSVR
Create Web Services S

4  Specify a server instance in the Server field or select the instance used by Systemi Workspace.
5 Select Manage > Manage Installed Applications.

6 Click Install to add Net-Link as a new application.

Infor XA Setup Guide for Secure Net-Link | 15



WAR file deployment

INTAPPSVR > Manage Instalied Applicatons

Manage Installed Applications

Data current as of Feb 26, 2016 4:12.51 AM

Instalied applicatons: ©
Application name Status Context root
s Netlink ® Running  /NetLink

Install | [Stop| |[Propertes| [Uninstai| |Refresh

Setup ILTTTTTH Advanced | Ry
All Servers | HTTP Servers
¥ Running Server

w Common Tasks and Wizerds

7 Specify the location of the WAR file (the location specified in Step 1) in the Path to application
field.

16 | Infor XA Setup Guide for Secure Net-Link
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INTAPPSVR > Install New Application

Install New Application
Specify Application Location

Welcome 10 the Install New Application wizard. This wizard instalis an appiication into the IBM integrated Web
applicaton server for .. The application o be installed must reside in an integrated file system directory

Specify the locaton of the applicaton @

Pam o applicaton: /MdilUNetLink war | Browse |
Note The path must be a Web Archive file (WAR) application directory of 3 war file

v Copy the application file 1o the application server apps directory

Note: You can also use the Browse option to select the File.

(1) useH02:200/HTTPAdmin/FileB... L) |
[ usalil02:2001/HTTPAdmin/FileBrowser:

&/
& AutoRls
@oin
(0 BRMSCAN
(B BRMSRCY
(b CCHimages
(0 CPARK
(B CRM
B dev
et
(0 home
(b hompet1
() INFOR
B n%rBMR
(B InforSupport
(D Instancecache
() JGRIESSER
(61
(3 install
& Man
@ com
D ChanTestclass
O ChanTestout
D ChanTestsh
[y ClasspathTestsh
D Contractiest_NS .xis
[ NetLink.war
D not_Buyer.xis
O SimpleCoject - Copy.class =

L TP Y TP STy

/MdilNetLink war

-

@" Cancel |

\ J:

Note: Make sure that the location of the WAR file is correct.
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8 Select the Copy the application file... check box.

INTAPPSVR > Install New Application

Install New Application
Provide Options to Perform the Install

Specity applicaton deployment opbons 0
Application name NetLink

Context root /Netlink e.0. myContextRoot
Directory application installed %0. wwwintappsviwipiusriserversintappsvriapps

Back Next  Cancel

9 Click Next. The Provide Options to perform the Install window is displayed.
10 Accept the default values for the Application name and Context root.

11 Click Next. The Summary window is displayed.

INTAPPSVR > Install New Applicaton

Install New Application
Summary

When you click Finish the installaton will be started for the following applicaton

Path to application MadiNetLink war
Application name NetLink

Context root MNetLink

Context root ports 10000

Directory application installed to. /wwwintappsvriwip/ustserversAntappsvr/apps

12 Review the content on the Summary window.
13 Click Finish.
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Note: It is assumed that Systemi Workspace is already deployed to WebSphere.

WebSphere (version 9.x)

The deployment process utilizes the WebSphere Wizard function to create a Net-Link Applicationand
associated HTTP server.

Check that you have the following subsystem running, and that all ADMIN jobs are running within the
subsystem:

WRKSBSJOB QHTTPSVR

If the subsystem is not active, issue the following OS400 command:

STRTCPSVR SERVER(*HTTP) HTTPSVR(*ADMIN)

For deployment of WAR file using WebSphere, execute these steps:

1 Copy the WAR file to a location on the IFS of the iSeries which is preferably a ‘scratch’ folder.
However, the location can also be in the root.

2 Open the HTTP Administration console (http://{hostName}:2001/HTTPAdmin), and log in with
*SECADM authority.

3 Select the Manage, and All Servers tab.

4 Select Create Application Server and Click Next.

18 Web Adminisration or |

Setup ICTUTN I Advanced | Related Links
All Servers  HTTP Servers | Application Servers | Instaflations

w Common Tasks and Wizards Manage All Servers © =
J Create Web Senaces Server
J Create HTTP Sarver AILHTTP Servers  All Application Servers
J Create Application Server
Data current as of May 20, 2020 4:27:24 AM.
Server « Version Status Address:Port Description
Admin VE5(ntappsw) W Running 2002
Admin2 VB.S5(intapp 5w} @ Running 2004 2005
Admini V8.5 (ntappsw) @ Running 2006
Agmind WVB.5 (intappswr) W Running ":2008
AdminS VB5(ntappswr) W Running 2011

defauliserver VBSS5TExpress @ Stopped  “:2809,50680,5061 88B0,5043,6060 90808443
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WAR file deployment

Walcome QSECOFR @ websphere

Setup WLLLLNCH Advanced | Related Links
All Servers HTTP Servers | Application Servers | Installations

w Common Tasks and Wizards. i i
3 Creale Web . Create A_pp.llcatlon Seryer
2 Croate HTTP Sarver Select Application Server Version and Type

J Create Apphcation Server
This system has more than one version and type of application server installed. For WebSphere Application Server version 8.0 or higher, you can choose 1o create the server on existing installation
install a new i Server This requires the product packages 1o be located on this local system or a remale system. The wizard handles the install steps in addition ta
server creation and configuration using this new installation.

Choose the type of application server to create
IBM integrated Web application server for iz
VBS
WebSphere Application Server:

New Server V9.0.0.11 Base, allows you fo add a wide range of complex business logic to your Web application with a full function J2EE(TM!
® v9.00.11 Base compliant application server.

V8557 Express  WebSphere Appiication Server '9.0.0.11 Base can be Installed in multiple locations on this system. Multiple appiication servers can be created from each installation.
The product install path for this is P \pp

|Back | Next | | Cancel|

6 Enter appropriate Application server name and Server description and Click Next.
Suggested values
Application server name: NLAPPSVR

Server description: Net-Link Application Server

Welcome QSECOFR

Y, mm‘ bl Create WebSphere Application Server V9.0.0.11
1 Croato HTTP Server Specify Application Server Name
o Create Application Sesver

Specify a unique name for the application server, [7]

Application server name: NLAPPSVR
Server IV ication server created by the Cra:

|Back | Next| | cancel

7 Click Next.
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Setup IUUCTEE Advanced | Related Links
All Servers  HTTP Servers | Application Servers | Installations

' Common Tasks and Wizards Create Application Server =
J Create Wel Senvices Server
J Croate HTTP Server *
5 Cn Sarver Welcome to the Create Application Server wizard. This wizard creates a new application server to run Web applications with dynamic content, updates the Web server plugin configuration for an

associated extemnal HTTP server, and creates all necassary database providers and connections required for the Web applications you choose o install.

Install Product and Installation Manager
The wizard handles the product and Installation Manager install as necessary for WebSphere Application Server Viersion 8.0 or higher products in addition to creating and configuring the:
server, To create WebSphere Application Server on a new product installation, the product packages are required, The wizard also installs and upgrades 1M Insiallation Manager tool which
Is required 1o install WebSphere Application Server product.

Configure Host Routing
An appiication must be mapped 10 a host in order 10 be accessed. A host is defined by the host name of IP address, and a port number. By default, the application is configured to be
accessible through a default list of hosts defined for the application server. If you wish for more granular control, you can restrict accass to your application by configuring it to specific hosts.

Install Application
Applications must be instalied onto the server to be The Install New o wizard takes your archive file that contains the and depiloys the
on the server,

Setup Database Connection
Many applications need to access databases 1o retrieve and store data. Database providers and connections are the vehicle used 1o tell the server how 10 access the dalabase, what
database 10 access, and where the database Is located.

|Back | Next| | cancel|

8 Select Create a new HTTP server (powered by Apache) and Click Next.

WebSph
[T R Advanced | Related Links @ —
All Servers | HTTP Servers | Application Servers | Installations.

w Common Tasks and Wizards
sl Create WebSphere Application Server ¥9.0.0.11
o Create HTTP Sarver Select HTTF Server Type
o Create Application Servar
The server may be with an external HTTP server. If selected, the wizard will set up the external HTTP server with the necessary information to route incoming URL requests to

this application server,

Choose the HTTP server type: Q
[®] Create a new HTTP server (powered by Apache)

Select an existing HTTP server (powered by Apache)
Do not associate an external HTTP server with this application server

| Back || Mext| | cancel

9 Enter appropriate HTTP server name and HTTP server description and Click Next.
Suggested values
Application server name: NLWEBSVR
HTTP server description: Net-Link Web server
IP address: All IP address
Port: 36001

Note: The port should be the same as that you have used in the WAR file generation section.
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Welcome QSECOFR

Setup IUTUCTEE Advanced | Related Links
All Servers  HTTP Servers | Application Servers | Installations

P RN TR M Create WebSphere Application Server ¥9.0.0.11
J Create Web Senices Server
2 Croste HTTP Server Create a new HTTP server (powered by Apache)
J Create Application Server

Anew HTTP server (powered by Apache) will be created and configured to be used by this application server. 9

HTTP server name: NLWEBSVR
HTTP server description: Net-Link Web server
Your HTTP server may listen for requests on a specific IP address or on all IP addresses of the system.

On which IP address and TCP port would you like your HTTP server to listen?

IP address: All IP addresses ¥

Port: 36001

Note: Most browsers make requests to port 80 by defaull.

Back || Next| | Cancel

[ -

Note: If you receive the below Warning that the port is already configured by another application is
displayed. Enter a new port, which hasn’t been configured by another application, please make a
note of the new port and click Next to continue the wizard using the port (36001), which is already
been configured by another application. You will be asked to change the port (36001) to the new port
by following Appendix A at the end of this wizard.

10 Accept the default First port in range: default values and Click Next.

Welcome QSECOFR

Setup IUTUCTEE Advanced | Related Links
All Servers  HTTP Servers | Application Servers | Installations

kTN TR ai Create WebSphere Application Server ¥9.0.0.11
0 Create Web Services Server
1 Croate HTTP Server Specify Internal Ports Used by the Application Server
J Create Application Server

The application server uses several inernal services such as inernal HTTP transport service, Simple Object Access Protocol (SOAP) service, name service, and several other senvices to perform its
processing. In order for these services to be configured, you must provide a block of 20 consecutive ports that ane curently not in use on your system. Specify the first TCP port number in the range
and the wizard will assign the ports that are 1o be used by each intemal service. For example, if 10076 is entered as the first port in the range, then pons 10076 to 10085 will be configured,

First port In range: |§§¥5_ (7]

Back || Next | | Cancel

11 Deselect Default Applications and Click Next.
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1BM Web Administration for | Welcome QSECOFR
L0 EE Advanced | Related Links

@ WebSphere
All Servers HTI'PSu:vels | Application Servers | Installations

w Common Tasks and Wizards icati
g el Create WebSphEI:e Application Server v9.0.0.11

A Croate HTTP Server Select Sample Applications
J Create Applicatson Server

‘You may oplionally install sample applications into this application server. Choose the applications you want to install and the wizard will deploy them for you.
Select which sample applications o Install:

¥ Query - Provides dynamic query service for EJB client app

This service Is only to

using EJB query language, not Web browsers,
[7) Detauit Applications - A set of samples, including SnoopServiet, that may be used to verify your application server is working.
- Sample Ap - Asetof W Server sample ap which COMMON ap tasks.,

12 Select Do not configure Identity Tokens and Click Next.

1BM Web Administration for | Welcome QSECOFR @ WeisSphern
Setup ILTTOITCN Advanced | Redated Links =
| AllServers  HTTP Servers | Appication Servers | Instalations.
¥ Jc*’g'm"‘x L':‘ and Wizards Create WebSphere Application Server ¥9.0.0.11
2 Create HTTP Sarver Configure Identity Token S50 for Web to Access IBM |
) Create Application Server

Idenlity Token SSO is 2 mechanism where 2 single User sign-on action permits access to mulliple IBM i systems, This allows your Web-based interfaces 1o access IBM | back-end applications

without having to prompt for additional authentication. Identity Tokens are implemented using Enterprise identity Mapping (EIM). EIM maintains the relationships between Web users and I1BM | user
profiles, The application sefver creales a foken for the Servers configured 19 Suppert Identity Tokens in this EIM Domain.

Note: EIM is hosted on an LDAP server that must be

iqured and running befor

Configure Identity Tokens: @
[%1 Do not canfigure Identity Tokens
‘Configure identity Tokens

| Back || Next| | Cancel

13 Review the Summary and Click Finish.
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M Advanced | Related Links

All Servers  HTTP Servers | Application Servers | Instasations

w Common Tasks and Wizands

J Create Web Senices Server

) Create HTTP Server
4 Create Applcation Server

Create WebSphere Application Server v9.0.0.11
Summary

When you click Finksh this WebSphere application server will be created.

Application Server  HTTP Server

WAS version: 9.0.0.11 Base

Application server name: NLAPPSVR

Server description: Net-Link Application Server

Internal port range: 10076 - 10095

Virtual host default_host

Profile root: ICHBMUserD \pp

External HTTP server association: NUWEBSVR

Server URL: hittp AL 36001

Business applications: None

Swrpin wpplontion: | Application name | URL to access application |

| query Jused by EJB client |

Maote: The application server and HTTP server must be started before any requests can be processed.

|Back | Finish| | Cancel |

Printable Summary

14 Select Install New Application from the WAS Wizards menu.

[T T ) Advanced | Related Links

Al Servers | HTTP Servers  Application Servers  Installations

® Stopped ()

* Common Tasks and Wizards

J Croate Wob Sonices Servar

0 Create HTTP Server
3 Create Application Server

* WAS Wizards
J Create Virtual Hosl

Server:| NLAPPSVR/NLAPPSVR - V0.0 Base hd

“  NLAPPSVRMLAPPSVR

Manage WebSphere Application Server - ¥9.0.0.11 Base
Profile: NLAPPSVR  Server NLAPPSVR

Product install path: /QIBM/Pr

3 Install New Application = e i e
J Create JDBC Provder
U Croala Duth Source Net-Link Application Server
w Server Properties v L - > | - s = = S -
B P a7 S S M aEs=a. P | TR AR B . G < YENER
Server [ |
g Server ;::ﬂsvg Create Additional Virtual Host Install New Application Create Data Source
[ View HTTP Servers The default virtual host "default_host™ was created for this  After creating the server and virtual host you can install Then, define the resources the system will use to access
application server. However, you can specify additional your applications. data for your applications.
* Applicatians virtual hosts for more control over what URI's can run
BN installed which applicati
e e Current ion _Profile: "NLAPPSVR" _Server-"NLAPPSVR™
[ Manage JOBC Providers Manage Virtual Hosts Manage Installed Applications Manage Data Sources
MG DAk Scious © default_host @ swaggerUl @ DefaultEJBTimerDataSource
 Web Performance @ admin_host @ query
E. Wet Parformance Advisor @ RESTAPIDocs
= Problem Determination @ivtapp

15 Select Application is contained in a WAR file and click Browse to locate and select the WAR
file located on the IFS from Step 1and then at Context root field, update with /myContexRoot
value (for eg:/NetLink) and Click Next.
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Setup [LTTUETTRN Advanced | Related Links
Al Servers | HTTP Servers | . Servers
e running | ()@ server [NLAPPSVRINLAPPSVR - V9.0 Base v |

v Common Tasks and Wizards
J Creale Web Services Server

J Creale HTTP Server
5} Create Applicaion Server Install New Application ©
Specify Application Locstion
¥ WAS Wizards
) Install Hew Application Welcome to the Install New Application wizard. This wizard will install an appBcation into this WebSphere Application Server. The application must already exist on the IBM i system in an
J Creale JOBC Provider integrated file system directory,
J Creale Data Source
v Server Properties () Application is contained in an EAR file
D Properties Anpl
B Server Tracing ® application s contained in 8 WAR fiie
O Server Ports
o HERE Integrated file system path of WAR file: |fNelLink.wal ] | Browse | ©
T el Appcatons Note: The file must already be on the IBM | system.
* Resource Configuration
[ Manage Virtual Hosts Context root [INetLink |@
[ Manage JOEC Providers

B Manage Dala Sources

w Web Performance

E; Web Performance Advisor @ W‘ @

* Problem Determination ]

16 Click Next.

£4.145.40:2001/HTTPAdmIn

Welcome OSECOFR ‘WebSphere.

[MotlinkAppSvr_XANstLinkAppSvr_XA - V9.0 Base v

o Appicaton

Install New Application ©
Provide Opbions fo Perform the instal

Sty ApICABOn Gplry TRt BpRon
Aogicsnon nama [fotne——¥]®
Diwnctony apgiicason instated lo
Ll Pre-compie Jsps @
1573 e o JSP3 in e . causing tha the J5P3
taka lnges

17 Check the Web server checkbox and Click Next.
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a @ hitp://100.64.145.40:2001 /HTTPAdmin 0O ~ | @ HTTP Server Ad... % |G
1BM Web Administration for i Welcome QSECOFR y

{TPTTTN Advanced | Relabed Links
Al Servers | HTTP Servers Servers

@ Running Server. [NetLinkAppSvr_XANetLinkAppSvi_XA - V9.0 Base v|

~ Comman Tasks and Wizards HNet| XANat XA > Install New
2 Create Web Services Server

o Create Application Server Install New Application ©
Map Virfual Hosts for Web Modules

1 Install New Appcation Specify the virtual host you want 1o associate with the Web modules contained in this application. Web modules can be installed on the same virtual host of dispersed among several virual hosts.

1 Create Data Source Map Web modules to virtual hosts: ©
Web module Virtual host Web server
- HNet-Link [default_host ~| | i

18 Click Finish.

a )| @ http://100.64.145.40:2001/HTTPAdmin L~-C 2r

IBM Web Administration for i Welcome QSECOFR
Setup W'TTFY M Advanced | Related Links
All Servers | HTTP Servers  Application Servers '_ Installations

@ Running Server: |NetLinkAppSVI_XNNe!LinkAppSvr_XA - V9.0 Base Vl

+ Common Tasks and Wizards NetLinkAppSwr XA/NetLinkAppSvr XA > Install New Application
J Create Web Services Server
J Create HTTP Server
J Create Application Server Install New Application ©
+ WAS Wizards SOy
J Create Virtual Host
J Install New Application When you click Finish the installation will be started for the following application.

. Create JDBC Provider
J Create Data Source
Integrated file system path of WAR file: /MetLink war

« Server Properties Application name: Net-Link
B Properties i Directory application installed to: [QIBM/UserData/ [AppServer/V9/Base/profiles/NetLinkAppSvr_XAlinstalledApps
B Sl o Pre-compile JSPs: Disabled
b View HTTP Servers Web module | Virtual host Web server
Map Web modules to virtual hosts: -
& Aoiicocnm Net-Link default_host v NLWEBSVRXA
[ Manage Installed Applications
+ Resource Configuration
& Manage Virtual Hosts
[ Manage JOBC Providers
0 Manage Data Sources
« Web Performance

& Web Performance Advisor

19 If you did not change the port (36001) to the new port and continued with the warning ‘port is
already configured by anotherapplication’ in Step 9 — see Appendix A and then continue with
the below section “Configure SSL”.

Application logs are available in the following folders.
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/QIBM/UserData/WebSphere/AppServer/V9/Base/profiles//logs/ Configure SSL:

20 Select Manage tab | Select HTTP Servers tab | Select Configure SSL — (HTTP Tasks and
Wizards) Click Next.

Setup LUTJ) Advanced | Related Links

Welcome PATAJAN

Setup CPTENTE Advanced | Related Links

All Servers | HTTP Servers  Applicalion Servers | Installafions

@ Server.|NLWEBSVR - Apache v | Server area: | Global configuration v

@ Running

* Common Tasks and Wizards
I Create Web Services Server
1 Greate HTTP Server
1 Greate Application Server

¥ HTTP Tasks and Wizards
1 Add a Directory to tha Web
[ LDAP Configuration
2 Configure SSL

¥ Server Properties
[ Geners| Server Configuration
03 Container Management
13 Virtual Hosts
1 URL Mapping

I3 Requast Processing
[3 HTTF Responses
D Content Setiings

[ Directory Handling

[ Security
13 Dynamic Content and CGI
B Logging

+ NLWEBSVR > Configure SSL

Configure SSL
Specify Port Information - Step 2 of 7

The port this HTTP server is currently listening on needs to be updated. Specify the new port number for secure communication and determine what action to take on the existing non-SSL port. By default this wizard disables
the non-SSL port 36309 If you wish to have both ports listening. you can leave both enabled. This has no impact to the SSL port speci

Specify SSL port for HTTP server: &

SS5L port: 35309

Note: Most browsers make secure requests fo port 443 by default

Disable the non-S5L port?: &
@® Ves, disable non-SSL port while configuring SSL port
© No, leave non-SSL port enabled while still configuring SSL port

21 Enter required SSL port.

Setwp T8 Advanced | Relaled Links
Al Servers  HTTP Servers  Applicabion Senvers | Instaliations

% Running

* Common Tasks and Wizards
o Create Web Services Server
J Crasta HTTP Sarver
J Creste Application Server

= HTTP Tagks and Wizards
o Add a Direstory to the Web
B LDAS Confguraton
) Confgure S5L

¥ Sarvar Properties
O Ganersl Sarver Confguration
[ Contaner Management
D Virnal Homs
B URL Magping

B Directery Handing

B Security
B Dynamic Contant and CGI
B Logging

@ @ Server | NLWEBSVR - Apachi w | Server area: | Global configuration v

- NUWEBSVE » Configure SSL

Configure S5L

Specify Port Information - Siep 2007

The port this HTTP servar is cumently listening on needs 1o be updated. Specfy the new port number for sacure communication and detarmine what action io take on the sxisting non-SSL port. By defaull this wizard disables
the non-SSL port 36309, If you wish 1o have both ports listening. you can leave both enabled This has no impact fo the SSL port specified

Specity SSL port for HTTP server: ©

S5Lport
Mote: Most browsers make secure requests to port 443 by default

Disable the non-S5L port?. ©
® Ves, disable non-SSL por while conSiguring SSL port
! Ho._ leave non-55L port enabled while sl configuring SSL port

Note: If you have received the warning ‘port is already configured by another application’ in Step 9
and performed Port Warning Rest instructions by following Appendix A, then specify that new SSL
Port for HTTP server, which has been used in Appendix A. Otherwise, proceed with the port (36001)
at Step 9, which should be same as a port that you have used in the WAR file generation section.

Select Yes, disable non-SSL port while configuring SSL port.Click Next.

22 Enter the system certificate store password. Click Next.

23 Select an existing certificate from the system certificate store, which you have created in
Creating a local Certificate of Authority section, at the time of SiWA WebSphere installation
using the System i Workspace AnyWhere Installation & Administration Guide. Click Next.
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(@ Select existing certificate from system certificate store

Digital certificate:

'SiW AnyWhere V|

Note: Digital certificate marked with (*) is expired

24 Select Trust all CAs in the *SYSTEM store. Click Next.

25 Select Restart the server immediately after the wizard. Click Next.

26 Check that the summary is correct and Click Finish.

Setup LTTT]) Advanced | Related Links

Al Servers  HTTP Servers

» Stopped [

* Common Tasics and Wizards
J Craste Web Services Senw
3 Greate HTTP Server
< Creste Appleaton Server

* HTTP Tasks and Wizards
J Add 3 Directory 1o the Web
B LDAP Confgurason
2 Configure S5

 Sercar Progetas
[ General Server Configuration
B Contaings Managamant
[ Wil Hosts
[ URL Mapping

D Reguest Processing
B HTTP Responses
O Corzent Sesings

[ Directory Handing

B Securey
B Dynamnic Content and GG
B Loggrg

B Proxy
B System Resources

B Compressian

BHTTPR

Appiication Servers | instailations
Server |NLWEBSVR - Apache ~ | Server area: | Global configuration ~

~ MUWEBSVR > Configure S5L
Configure SSL
Summary - Step Tof 7

for the vl 3lso be

When you cick Finish. this wizard configures SSL for the HTTP server NLWEBSVR. The HTTF server is associated with appiication server NLAFFSVR The
updated by the wizard

plugin

36309

System ("SYSTEM) certificale store
SIWA WebSphere-IEM

Server Application Name: QIEM_HTTP_SERVER_NLWEBSVRE
Trusted CAs Trust all CAs in the "SYSTEM store

S5L port
Certificate Store
Certificate Name:

You can use Digital Certificate Manager GUI interface b and the cerfificate

ge the sarver

Note: When the configuration is completed, this wizard restarts the HTTP server and assotisted application server NLAPPSVR. After the restart, applications can be securely accessed through HTTP server using SSL

Back Finish| | Cancel

The wizard configures SSL for the HTTP server NLWEBSVR. The HTTP server is associated with
application server NLAPPSVR. The corresponding plugin configuration for the associationwill also
be updated by the wizard.

SSL port: 36309

Certificate Store: System (*SYSTEM) certificate store

Certificate Name: <certificate_name>

Server Application Name: QIBM_HTTP_SERVER_NLWEBSVR

Trusted CAs: Trust all CAs in the *SYSTEM store

Note: When the configuration is completed, this wizard restarts the HTTP server and associated
applicationserver NetLinkAppSvr_XA. After the restart, applications can be securely accessed
through HTTP server usingSSL.

27 Now try to access the NetLink using below URL.
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https://{hostname}:{port}/NetLink Hostname—-> FQDN of the iseries machinePort-> SSL Port
number

(For example: https://usalil2m.infor.com:36309/NetLink)

Application logs are contained in the following folders.
/QIBM/UserData/WebSphere/AppServer/\VV9/Base/profiles//logs/

IDFIONAPI WAR file deployment

The ION APl component of IDF will need to be deployed to a location visible to ION. It is expected
that this will be the same location as the SiWA / Net-Link server (WebSphere).

Log in to Net-Link for the environment.” http://usalil2c.infor.com:36001/NetLink”

Bl infor XA MNet-Link = +
- (& A Mot secure | usalilZeinfor.com 01/MNetLink/LoginPrompt?destUrl= NetLinkServiet3t3 frequest % 3dmainBrowser @ = ¥ -

Infor XA Net-Link

(DD) R10 INTEGRATION ENVIRONMENT USALILZC INFOF =

English

In the Address bar, replace the “/NetLinkServlet?.....” with “/WebArchive?archive=IMS”
(e.g. “http://usalil2c.infor.com:36001/NetLink/WebArchive?archive=IMS”), and press enter.
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B8 (DD) Infor XA Net-Link x4+
“ C A Notsecure | usalil2cinfor.com:36001/NetLink/NetLinkServiet?controllerld=c18&group=RequestGroup_1656324390923&request=mainBrowser8url= |
B8 webma = Infor Support Porta... ﬂ Jira 0] EAM SE WMS CcPQ LSP Siwa fav Imported From IE CRM
Infor XA Net-Link
File s | | Customize 4 | | Help 4 Default
Customer Relationships m Campaigns  Sales  PostSales  Codes
Customer Service
Engineering 37 2 & H L2k -—g ;}
_ = A4 = = me ) &
Materials fee Acrount fer s ccount , y , an .y )
Account Accounts Account Account Contacts Employees Employee Activities Activity Tasks
- Contacts Orders Quotes Groups
Production
Finance
Procurement
Planning
Environment
Integrator
T g Loz @ giceas ) . - omER
<« C AN e | usalil2c.infor.com:36001/Netlink/LoginPrompt?destUr =NetLinkServiet¥%3frequest®%3dwebArchive®%26archive®%3dIMS o~ @ = ¥ =
ho n o

IDFICNAPE (1) war ~

The deployment war file should be generated and downloaded to the local machine.

The deployment process utilizes the WebSphere Wizard function to create a Net-Link Application

and associated HTTP server.

Check that you have the following subsystem running, and that all ADMIN jobs are running within the

subsystem:
WRKSBSJOB QHTTPSVR
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MAIN i Main Menu

20/007

If the subsystem is not active, issue the following OS400 command:

STRTCPSVR SERVER(*HTTP) HTTPSVR(*ADMIN)
For deployment of WAR file using WebSphere, execute below steps:

1 Copy the WAR file to a location on the IFS of the iSeries which is preferably a ‘temp’ folder.
However, the location can also be in the root.

2 Open the HTTP Administration console (Error! Hyperlink reference not valid.)

Ex:( http://ualil2c.infor.com:2001/HTTPAdmiIn), and log in with *SECADM authority.

3 Select the Manage, and All Servers tab.
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[[@ s sencssnmnioncn. | I N

€ - C A Notsecure | usalil2cinfor.com:2001/HTTPAdmIn ® * B & 2

SuppherExchange Infor O Infor | Wiki SiW AnyWhere XA Integrations | S.. IBM i CPQ | SalesPortal G Google » Cther bookmarks | [E] Reading

Welcome ALASUN © websphere

 Common Tasks and Wizards Manage All Servers ©
i Create Application Server (AILHTTP Servers  All Application Servers

Data curent as of Jan 24, 2022 1:23:45 AM
Server o Version Status Address:Port Description
VES5(intappsvr) @ Running "2002
VBS5(intappsvwr) @ Stopped  ":2004,2005
V85(intappsv) @ Running 2006
VE5(ntappsvr) @ Running “2008
VB5(intappsvr) @ Running "2011
VO.0.56 Base ¥ Running  "2809,5060,5051 8820, 9043 00609080 9443
V9.0.5.6 Base @ Running  "2810,50562 5063 8881,9044.9051 9081 9444
@ NLAPPSVR/NLAPPSVR  V9.0.56 Base @ Running  "10000,10001,10002,10003, 10004,10005.10016,10017  Net-Link Application Server

mlmn [stan swp]
ummme| |Delube'| Rename |

Select Create Application Server and Click Next.

WebSphere

r Common Tasks and Wizards
3 G o' N Create Application Server
J Cre. Server
J Create Application Server Welcome to the Creale Application Server wizard This wizard creales a new application server 1o run Web applications with dynamic content, updates the Web server plugin configuration for an

associaled external HTTP server, and creales all necessary database providers and connections required for the VWeb appiications you choose to instail

+ Install Product and Installation Manager

The wizard handles the preduct and Installation Manager install ation Server Viersion 8.0 or higher products in addition to creating and configuring the server.
To create WebSphere Application Server on a new product mtalm mprmaudwoesmweu The wizard also installs and upgrades IEM Installation Manager tool which is required
1o install WebSphare Application Server product

+ Configure Host Routing
An appiication must be mapped 10 a host in order to be accessed. A host is defined by the host name or IP address, and a port number. By defaull. the to be
through a defaull kst of hosts defined for the application server. I you wish for more granular control, MGHFWGWIUTWW!MWMIbMﬂm

= Install Application
Applications must be instalied onto the application server to be accessible. The Install New Application wizard takes your archive file that contains the appiication and deploys the appication on
N server.

« Setup Database Connection
Mﬂwaodmmdhacmsdaﬁmloleﬂmundsluewla Database providers and connections are the vehicle used to tell the server how 10 access the database, what dalabase
th acrace and wharns tha Astahacs e bne

(o oy, comn] .

Select V9.0.0.xx Base and Click Next.
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Setup fLCL0 L Advanced | Relaled Links
All Servers  HTTP Servars | Application Servers | Instalations

* Common Tasks and Wizards
e i Create Application Server
o Creats HTTP Server Select Application Server Version and Type
3 Create Appiication Server
This system has mare than one version and type of application server instaled. For WebSphere Application Server version 8 0 of higher, you can chocse to create the server on existing installation of
install a new Serv This requires the product packages to be located on this local system or a remote system. The wizard handies the install steps in addition to
server creaton using ||\I$ new

Choose the type of application server fo create

IBM integrated Web application server for i
vas

WebSphere Application Server:
L New Server V9.0.5.6 Sase, allows you Io 400 & wide range of complex business lagic fo your Wed appiication with a full function J2EE™ compliant

T bl
WebSphere Appicabon Server V9.0.5 6 Base can be mstaled in multiple locetons on this system. Mulipie appicalion senvers can be crealed from each instaliaion. The
product insfall path for this 5 ANBM/F

Bock | [Next| | Conce |
[y =2

Enter below Application server name, description and Click Next.
Application server name: IDFIONAPISVR
Server description: IDF ION API Application Server

All Servers  HTTP Servers | Appiication Servers | Instaliations

- G Tasks and Wizand:
Jmt\;:e bl Create WebSphere Application Server vV9.0.5.6
o Croale HTTP Server Specify Application Server Name

J Create Apphcation Server
Specify a unique name for the applcation server. (2]

Application server name: IHWJSVR

Server description [IDF 1ON AP1 Application Server |

Back | ext| | Cancel |
153 e

Select Create a new HTTP server and Click Next.
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Setup LT TN Advanced | Related Links
All Servers  HTTF Servers | Application Servers | Instailations

¥ S?Jm A Nnd Wi Create WebSphere Application Server V9.0.5.6
) Create HTTP Server Select HTTP Server Type

o Create Application Server
The application server may be associated with an external HTTP server. If selected, the wizard will set up the external HTTP server with the necessary information to route incoming URL requests to
this appiication server
Choosa the HTTP server type: @
® Create a new HTTP server (powered by Apache)
© Select an existing HTTP server (powered by Apache)
) Do not associate an extemal HTTP server with this appication server

K

| Back || Next| | cancel |

Enter below HTTP server name, HTTP server description and Click Next.
HTTP server name: IONAPISVR

HTTP server description: IDF ION APl Web Server

IP address: All IP address

Port: 36001

Note: The port should be the same as that you have used in the WAR file generation section

Welcome ALASUN

Setup BLCTENTE Advanced | Related Links
All Servers  HTTP Servers | Application Servers | Instailations

¥ Com Tasks and Wizard:
& c:::m mh's:": e s“:u Create WebSphere Application Server V9.0.5.6
J Create HTTP Server Create a new HTTP server (powered by Apache)

J Create Application Server

A new HTTP server (powered by Apache) will be created and configured to be used by this application server. 9

HTTP servername:  |IONAPISVR |

HTTP server description: [IDF ION AP Web Server

Your HTTP server may listen for requests on a specific IP address or on all IP addresses of the system.

On which IP address and TCP port would you like your HTTP server to listen?

IP address: | All IP addresses v
Port

Note: Most browsers make reguests to port 80 by default

[Back | [Next| | cancel|

Click next again
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IBM Web Administration for i

Welcome ALASUN
Selup Advanced | Related Links

Al Servers | HTTP Servers | Appicaton Severs | Intalatons

|4 3?&"-?: E‘:?':s:" . Create WebSphere Application Server V9.0.5.6
j c::u = mm Create a new HTTP server (powered by Apache)

Anew HTTP server (powered by Apache) will be crealed and configured to be used by this application server Q

HTTP server name: IONAPISVR
HTTP server description: |IDF ION APl Web Server |

‘Your HTTP server may ksten for requests on a specific IP address or on all IP addresses of the system.

On which IP address and TCP port would you like your HTTP server o listen?

IP address: All IP addresses v
Port: 36001

Note: Most browsers make requests to port 80 by default

Warning: The port 36001 is already configured by another application. Specify a different port or click Next to continue using this port A

Accept the default First port in range: default values and Click Next.

IBM Web Administration for i

Welcome ALASUN

@ WebSphere

Create WebSphere Application Server V9.0.5.6
P Serve
33 Creats Application Server Specify Intarnal Ports Usad by the Application Server

The application server uses several internal services such as intenal HTTP transport service, Simple Object Access Protocol (SOAP) service. name service, and several other senvices 1o perform its.
procassing. In order for these services to be configured, you must provide a block of 20 consecutive ports that are currently nol in use on your system. Specify the first TCP port number in the range
and the wizard will assign the ports that are 1o ba used by each internal service. For example, if 10020 is entered as the first port in tha range, then ports 10020 to 10029 will be conSgured

First port in range [i0020 | @

Deselect Default Applications and Click Next.
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IBM Web Administration for i

LTI Tl Advanced | Relaled Links

B A sorvers IHETESSE | SRR RS N

- 5‘}';“..'."& m:*smfm 4 Create WebSphere Application Server V9.0.5.6
J Create HTTP Server Select Sample Applications

J Create Application Server

You may install sample ions into this sarver. Choose the applications you want to install and the wizard will deploy them for you.

Select which sample applications o install

v Query - Provides dynamic query service for EJB ciient applications. This service is accessible only to applications using EJB query language, not Web browsers
n)mut Applications - A set of samples, including SnoopServiet, that may be used 1o verify your application server is worki
() sample Appli - A set of WebSph Server sample appli which ication tasks.

Welcome ALASUN

* Common Tasks and Wizards
N s Create WebSphere Application Server V9.0.5.6 ]
3 Creale HTTP Server Summary

o Create Apphcation Server
‘Wiven you click Finish this WebSphere application server will be created.

Application Server| HTTP Server

WAS version 9.0.5.6 Base

Application server name IDFIONAPISVR

Server description IDF ION AP1 Apphication Server

Internal port range: 10020 - 10039

Virtual host defaul_host

Profile root. It

External HTTP server assoclation: IONAPISVR

Server URL hitp:((TEENTEEC: 35001

Business applications. Hone

Sample applications | Application name | URL to access application | :

| ouery |used by EJB chent apphcations |

| Back | | Finish | | cancet Printable Summary

£

Wait until the creation process is completed
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Apps SupplierExchange

Infor O5 Infor | Wiki SIW AnyWhere XA_Integrations | 5. IBM i CPQ | SalesPortal & Google » Other bookmarks | [F] Reading list

Welcome ALASUN

© wevsphere

| AllServers | HTTP Severs Servers  Instalations e |
4 Creating Server: [ IDFIONAPISVR/ADFIONAPISVR - V.0 Base v |
IDF1 £ it

r Common Tasks and Wizards

) Crese Applicason Server

Manage WebSphere Application Server - V9.0.5.6 Base
Profile. IDFIONAPISVR  Server IDFIONAPISVR

Product instail path. /QIBM/ProdD. phere/AppServerVd/Base

IDF ION API Application Server

ﬁ Server "IDFIONAF TONAPISVR" is in the process of being created To update the status, dlick the Refresh icon above

L% B RS RS |
Install New Application

After creating the server and virtual host you can install
your applications.

= L -{‘] S REY Al = =S 54 =]
Create Additional Virtual Host

The default virtual host "default_host™ was created for this

application server. However, you can specify additional

virtual hosts for more control over what URT's can run

which apglications.

R TIENG TE TE - . HL
Create Data Source

Then, define the resources the system will use to access
data for your applications.

Note: To update the status, dd( Refresh

Click on refresh to update the status

IBM Web Administration for i

Welcome ALASUN WebSphere

| HTTP Servers

Servers | Instatations

w Stopped () Server [IDFIONAPISVR/IDFIONAPISVR - V9.0 Base v |

w Common Tasks and Wizards
Services Server

J Create Application Server

- WAS Wizards
J Create Virtual Host
Install Hew

J Apphication
) Create JOBC Provider
) Create Data Source

 Server
[+]

IDFIONAPY: i) VR

Manage WebSphere Application Server - V9.0.5.6 Base
Profile: IDFIONAPISVR  Server IDFIONAPISVR
Broduct mstall path /QIBM/ProdData/WebSphere/AppServerV/Base R

IDF ION API Application Server

o R e -.[‘] Ly 7] = T Fomav SRARRN | =S A
Create Additional Virtual Host Install New Application

The default virtual host "default_host” was created for this  After creating the server and virtual host you can install

application server. However, you can specify additional your applications.

virtual hosts for more control over what URI's can run

which applications.

TR W A ‘_ﬂ =
Create Data Source

Then, define the resources the system will use to access
data for your applications.

Curmrent Configuration  Profile: "IDFIONAPISVR™  Server: “TDFIONAPISVR™
Manage Virtual Hosts Manage Installed Applications Manage Data Sources

@ default_host @ swaggerll @ DefaukEJBTimerDataSource
@ admin_host .que!y

€ RESTAPIDOCS

Cinrep

Mote: To update the status, ckkRe!resh

Check for the created servers in All servers.
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IBM Web Administration for | Welcome ALASUN

Setup L0l Advanced | Refated Links
| AN Servers HTTP Servars | Application Servars | Instaliations

Commen Tasks and Wizard
i J Create \'MI'Sml S.r:m Manau:e All sServers ©
J Create HTTP Server
4 Create Appication Server };nrr'rp%m. All Application Servers
Data curment as of Jan 24, 2022 1:42:46 AM
Server . Version Status A Port PP Server Description
ADMIN Apache/2 420 (IBM i) @ Running *2001 None Administration server
AISP Apache/2420(IBMi) ® Stopped 8210 None
T) APACHEDFT Apache/2 420 IBM i) @ Stopped  "80 Nene 1BM supplied sample HTTP server (powered by Apache)
o IONAPISVR Apache/2.420 (IBMi) @ Stopped 35001 IDFIONAPISVR, V0.0 Base IDF 10N API Web Server
IWADFT Apache/2 420 (IBMi) @ Stopped 2020 None
) HUWEBSVR Apache/2 420 IBM 1) % Running *35410 NLAPPSVR, V9.0 Base Net-Link Wab server
) WOLWITT Apache/2 420 (1BMi) @ Stopped " 11331 None
WSANYWHERE Apache/2420(IBMI) @ Running *443 defaull, V9.0 Base SiWA Websphere on L2C
Server startup | |@
|Refresn| | Start | Stop | Restan
Manage Details Delete || Rename |

uaalil?e ink 0017HTTR

Welcome ALASUN 'ro""\l_ WebSphere

.hsihi“;ums-m-|hmh|m|m

w Commaon Tasks and Wizards
3 Create Web Services Server Manage All Servers ©
1 Create HTTP Server
I A g Serer AILHTTP Servers | All Application Servers

nnum%ulmu.mzzuzaam

Server o Version Status Address:Port Description

T Admint VE5(intappsv) @ Running 2002

O Adming VB5(intappsvr) W Stopped 20042005

O Admind VB5(intappsvr) W Running *2006

) Admind VB5(intappsvr) @ Running 2008

) Adming VBS(ntappsw) @ Running *2011

) gefauliservert V8.0.5.6 Basa ¥ Running  *:2809,5060,5061,8850,9043,9060,9080,9443

O delaulWSAnyWhere V5.0.55 Base @ Running  "2810 5062 5063,8881,9044 5061,9081,9444

(@ [DEIONAPISVRADFIONAPISVR V9056 Base © Stopped  “10020,10021,10022, 10023, 10024,10025,10035,10037  IDF ION API Application Server
) MLAPPSVR/NLAPPSVR V9.0.5.6 Base @ Running  *:10000,10001,10002, 10003, 10004,10005,10016.10017  Met-Link Application Server
Refresh| | Stant _\étm | Restant |
_wMIs: Delete || Rename

usalil2einfor.com2001/Manage Details

Click on the created application server (IDFIONAPISVR) and Select Install New Application from
the WAS Wizards menu.
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WebSphere

All Servers | HTTP Servers  Application Servers  Installations
® Stoppea [ Server. [IDFIONAPISVR/IDFIONAPISVR - V9.0 Base v |

w Common Tasks and Wizards

IDFIONAPISVRADFIONAPISVR

Manage WebSphere Application Server - V9.0.5.6 Base
Profile: IDFIONAPISVR  Server. IDFIONAPISVR

Product matall path /QIBM/ProdData'WebSphere/AppS

IDF ION AP1 Application Server

- Server
[ Properties ; .
Es«mmi 2 AR TR, Tl = S Lo ERE | I IS TS B A = EE=s 4
O View HTTP Servers . | T
Create Additional Virtual Host Install New Application Create Data Source
 Applications The default virtual host "default_host” was created for this  After creating the server and viftual host you can install Then, define the resources the system will use to access
[ Manage Instalied Applications. application server. However, you can specify additional your applications. data for your applications.
wirtual hosts for more control over what URI's can run
~ Resource Configuration which applications
O Manage Virtual Hosts
B Manage JDBC Providers
5 SANADE Tl o Current Configuration  Profile: “IDFIONAPISVR™ _Server IDFIONAPISVR™
[ — Manage Virtual Hosts Manage Instalied Applications Manage Data Sources
€. Web Performance Advisor @ default_host @ swaggerul @ DefaulEJBTimerDataSource
© admin_host @ query
€ RESTAPIDOCS
€ iapp
ole . Mraa: In unrdota tha ctatie r_ﬂrkq Refrash

Select Application is contained in a WAR file and click Browse to locate and select the WAR file
located on the IFS from Step 1 and then at Context root field, update with /myContexRoot value (for
eg:/IDFIONAPI) and Click Next.

Welcoma ALASUN WebSphere

[T Advanced | Relaled Links

All Servers | HTTP Servers  Application Servers  Instalations

® Stopped () Server.[IDFIONAPISVR/IDFIONAPISVR - V9.0 Base v |

w Common Tasks and Wizards
J Create Web Services Server
o Creats HTTP Server
J Create Apphcabon Server

= Problem
O View Logs
‘Web Log Monsdor
‘View Create Summary

 Tools
o Launch Administrative Conscle

Click Next.

Install New Application ©
Specify Application Location

Welcome to the Install New Application wizard This wizard will install an application info this WebSphere Application Server, The application must already exist on the IBM i system in an integrated
file system directory

) Apphcation is contained in an EAR fe
® Appiication is contained in a WAR fie

Integrated file system path of WAR file: [ADFIONAPIwar
Note: The file must already be on the IBM | system

Context root [ADFIONAPI |®

[Back ] "Ts cancel
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IBM Web Administration for i Weicome ALASUN

~ Common Tasks and Wizards IDFIONAPISVRADFIONAPISVR > Install New Application
J Create Web Services Server
J Create HTTP Server
tion
¥ Croxia Appicaton Servee Install New Application ©
* WAS Wizards Frovide Options to Perform the Install
) Create Virtual Host
) Install New.
< Create JOBC Provider Specify applcation deployment options
3 Create Data Source
Application name: IOF 10N API ]
w Server Properties 2 " LAE!
B Properties I:i-rww appiication instalied to: QIBMA \ppServer/V IDFIONAF 0P
B T () Pre-compite JsPs ©
B View HTTP Servers Note: Pre-compiling JSPs can have significant performance impacts. When enabled, the JSPs in the application will be compiled at installation time, causing the application ir
When disabled, the JSPs will be compiled the first time they are accessed, causing the first use of the application to take longer
- 5
[ Manage Instalied Appications
R
[ Manage Virtual Hosts
[ Manage JOBC Providers
[ Manage Data Sources
 Web Performance

£ Web Performance Advisor ;Bﬂﬂl!qfu 5
~ Brotlem Detarmination Ié )
O View Logs
4 Web Log Mondor
View Create Summary

w Tools
«* Launch Administrative Conscle
usalilZeinforcom:2001/Next

Check the Web server checkbox and Click Next.

Weilcome ALASUN

» Stopped () Server: [IDFIONAPISVR/IDFIONAPISVR - V9.0 Base v|

vC Tasks and Wi |DFIONAPISVR/ADFIONAPISVR > Install New Application
J Create Web Services Server
J Create HTTP Server
J Create Application Server

Install New Application ©

¥ WAS Wizards Map Virtual Hosts for Web Modules
J Create Virtual Host

3) Create JDBC Provider Specify the virtual host you want to associate with the Web modules contained in this application. Web modules can be installed on the i

Map Web modules to virtual hosts: ©
w Server Properties Web module Virtual host Web server

D Properties
B Server Tracing IOFIONAPI | [ default_host v| | ®jonapisvr

w Resource Configuration
[ Manage Virtual Hosts
[ Manage JDBC Providers
[ Manage Data Sources

w Web Performance

€. Web Performance Advisor m @ |m]

w Problem Determination

View Logs
4 Web Log Monitor
View Create Summary

Click on Finish.
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IBM Web Administration for i Welcome ALASUN

Msum“-l‘l‘l‘?am-l Appll:aﬂonm | Instaliations

wstopped [ [Z) Server [IDFIONAPISVRIDFIONAPISVR - V9.0 Base v

r Common Tasks and Wizards IDE 1 FIONAPI > Install New Application
J Create Web Services Server
J Create HTTP Server

0 Croats Appieation Server Install New Application ©
r WAS Wizards Summary
) Create Virtual Host
2 Install New Application
3 Create JOBC Provider Wnen you click Finish the installation will be started for the following application
J Creale Data Source
¥ Server Properies Integrated file system path of WAR file: IDFIONAP! war
B Propertes Application name: IDF ION API
E ms‘"': il Directory application installed to' /QIBM/UserD p P - DFIONAPISV \po
Oy View HTTP Servers Pre-compile JSPs: Disabled
r Applications Web module | Virtual host | Web server
M Instalied Appiications Web modules to virtual hosts:
D ¥aaios Applo Wap IDF IONAPI | default nost | 7 onAPISYR
r Resource Configuration
[ Manage Virtual Hosts
[y Manage JDBC Providers

[ Manage Dala Sources
.-g\m Performance e =
e Back| [@ Cancel
r Problem Determination
[ View Logs
Web Log Monitor
View Create Summary

r Tools
&1 suneh Adminietrativa Maneals

Now go to manage http servers, in IDFIONAPI Web Server, click on general server configuration.

Welcome ALASUN

Advanced | Relaled Links
_ AuServers HTTP Servers msmm | Instailations

@ Stopped [ [ server [iIONAPISY vJ Server area: | Global configuration 2
T g weres .~ Manage Apache server "IONAPISVR" - Apache/2.4.20 (IBM i)
J Create HTTP Server
o Create Apphcaton Server IDF 10N API Web Server
~ HTTP Tasks and Wizards .
) Add a Directory 1o the Wab @;ﬁ
o) Configuration
< Configure TLS Velcome to the IEM Web Adminitration fof | manage forms for HTTP Seever (powered by Apache). Using these forms, you can set up and manage your HTTP Server {powered by Apache) quickly
| and easily. With IBM HTTP Server for I, you have everything you need to establsh a Web presence and et started on the road to working the Wab for business.
[ General Server Configuration
[ Conltainer 1 To get started, use the Create New HTTP Server wizard under Common Tasks and Wizards. Follow the wizard, step by mp to quickly create a working HTTP Server (powered by Apache). Once the
E m:‘m wizard has been successfully compieted, you wil have an HTTP Server that is usable for internal or external busingss needs.
E R}{ﬁ‘:‘ Processing Once you have the basic server configuration, use the Server Properties forms 1o tailor your HTTP Server (powered by Apache) for your business needs,
Emm‘m I Web serving is a critical aspect of your business. use high avalabiity and scalabdity of your Web server High and can b# achieved through the use of IBM |
dlustering
D Security
gm‘!“w“w | Use the Fast Response Cache Accelerator (FRCA) to improve the performance and scale of Web and TCP server applications by storing both staic and dynamic content in a memory-based cache
Logging located in the Licensed internal Code
I Prory
[ System Resources Use full proxy SuUpport, incluging forward proxy, reverse proxy, and proxy chaining to enhance Network security and lessen network iraffic. A proxy server enhances network security by providing
ooy controls for receiving and forwarding (of rejecting) requests between isolaled networks. A proxy Server lessens network traffic by rejecting unwanted requests. forwarding requests to balance and
E A optimize HTTP Server workioad, and fulfiling requasts by serving data from cache rather than unnecessarily contacting the true destination HTTP Server.
O Compression -
B HTTR2
@ WebSphere Application Server

Click on add to add the new port and remove the old port
Port: 36510
Protocol: http
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Weicome ALASUN ) WebSphere
S | Related Links
AnServers | HTTP Servars | Applcation Servars | Instalations
@ Stopped B Server. [ IONAFISVR - Apache  ~| Server area: | Global configuration v|
- caénmw Innsunu wu;n‘ - Server IP addresses and ports o listen on: © -
2te Vet Service
j Creale HTTP Server IP address Port Protocol
J Create Application Server Example All IP addresses 80 hito
* HTTP Tasks and izargs L] [ Jor_ ~] [36001 | | or_ v
i) Directory - 7
] m;cumﬁp;:m (8] 36510
J Configure + r -
[Ad] Remove | [Move up |[ Move down | | Continue |
w Server Properties
E g«urll S:ur I‘.onl;l:rﬂul w10
on| 1
3 e Number of threads to process requests: or. v
B URL Mapping DNS hostname lookups for logging, CGI, and S51: @
D Request Processing ® Do not perform DNS lookups
D i ey ) Parform DNS lookups
B Diseciory Hamding Perform double-reverse DNS lookup
[ Securty
E lmwwu Content and CGI Foliow symbolic links | Disabled v | ©
Follow symbolic links when target has same owner as the ink | Disabled v | ©
B Proxy B 2 o - >
§§’:,:"“"“““’ OK | Apply | Cancel Preview
(s Smart Fitering E3
[ Compression
B HTTPR
[ WebSphere Application Server

Welcoma ALASUN © websphere

[T Advanced | Related Links
(Al Servers  HTTP Servers | Appication Servers | Installations

» Stopped (3 Server. (IONAPISVR - Apache | Server area: [Glabal configuration <]

= Common Tasks and Wizards - .|

j gnx “mT_?pSuml Server I Server IP addresses and ports to listen on: ©
re, Server

) Creale Application Server IP address Port Protocol ‘
2 T Example Al IP sddresses &0 hitp

- Tasks and Wizards : —— -
éMaDumyuhwu - [* Jor~] [38510 | [hup o v ‘

LOAP Conf guration . = s — r =
D Cofran 13 LAdd | { Remove || Move vy [{ Move down | [ Conlisse
Server Properties
E mmm Number of threads to process requests: L |[or._ ~]@
E e Mml civod DNS hostnama lookups for legging, CGI, and Ssi. @
s ® Do not perform DNS lookups
uest Processing

B HTTP Responses Perform DNS lookups
0 Conlent Settings. 3
D Direciory Handling _) Perform double-reverse DNS lookup
B R Gonlact and Go4 Foliow symboiic inks: [Disabled v | © ,
B toaghts Follow symboiic links when target has same owner as the inic | Disabled
R Boveire ok| | Aglv Cancel Preview
D FRCA W =
[ Smart Filtering i |~ I
& Compression
BHTTPRZ
D WebSgphere Application Server

Select the Manage Virtual Hosts under Resource Configuration from the IDFIONAPISVR
Application server, as shown in below screenshot.

Select the default host and Click Properties
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Welcome ALASUN @ websphere

8 Advanced | Relaled Links
Alm“ﬂ'l'?w mm‘ m
@ Sooved [0) () Sever (IDFIONAPISVRIDFIONAPISVR - V9 0 Basa v]
v Common Tasks and Wizards IDFIONAPISYVRADFIONAPISYR » Manage Virtual Hosts

J Create mw! Server
J Create HTTP

3 Eeste ogveatn Sanr Manage Virtual Hosts ©

= WAS Wizards
J Creats Virtual Host Virtual hosts: ©

J Instan New Application
2 Create JOBC Fronder Virtual host name

J Create Data Source @ mmlmt
* Server Froperies

3
B m“ . IT"I"M M ‘% Rmn\m
] SlrvI:M

[ View HTTP Servers
* Applications

O Manage Installed Applications
= Resource Configuration

O Manage Virlual Hosts

[y Manage JDBC Providers
B Manage Data Sources

Welcome ALASUN

@ Stopped () Server. [IDFIONAPISVR/IDFIONAPISVR - V9.0 Base v |

w Common Tasks and Wizards

3 Craste Appicaten Server Virtual Host Properties ©

w WAS Wizards Host Aliases
dJd

J Creale JOBC Provider i i ©

bl Host akas settings for virtual host default_host:

IP address or hostname Port Associated HTTP servers

- g.mt Froperties o T 10020 Internal HTTP Server
' 10022 Intemal Secure HTTP Server
. 10036 Default SIP Server
- 10037 Secure SIP Server
w Applications . 443

[ Manage Inslalied Applications

(el 36001

| Eesa )

 Resource Configuration
O Manage Virtual Hosts
O Manage JDBC Providers
B Manage Data Sources

 Web Performance
£ Web Per; Ad s v

vablInchnmm
View Logs

Wekb Log Monitor
Viml:ms‘mmly

w Tools
o Launch Administrative Console

Select the 36001 port and Click Remove. Click Apply.
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& - C A Notsecure | usalil2cinfor.com:2001/HTTPAdmIn ' = * » 2

# Ap SupplierExcha Infor 05 Infor | Wiki $ e b Googl » Other bookmarks | [E] Reads
2 ERErE g s usalil2cinfor.com:2001 says S SN [ Resdog

Remove the selected row from the table? @ WebSphere

- stk

@ Stopped [ Server. [ IDFIONAPISVR/IDFIONAPISVR - V.

* Common Tasks and Wizards
J Create Web Services Server
3 Create Apphcaton Server Virtual Host Properties ©
- WAS Wizards Host Aliases
J Create Virtual Host
) Craate JDBE providar o
J Creal i
i Host akias seftings for virual host default_host:
IP address or hostname Port Associated HTTP servers
* Sefver Properties x 10020 Internal HTTP Server
[ Server Tracing o I 10022 Internal Secure HTTP Server
E View H'I;F‘f:sm o 10036 Default SIP Server
Cylin 10037 Secure SIP Sarver
r L3 - .
[ Manage Instalied Applications. (o] 443
® [ | [38001 |
'gmmwruﬁ o " 36510 IONAPISVR - Apache
D Manage JOBC Providers — A -Apa
O Manage Data Sources |Mn!_% [ continue

ok [Awoy| [cancel]

Click on close. As all configuration is saved, server must be restarted.

Welcome ALASUN

Related Lin

| AliServers | HTTP Servers  Application Servers | Instalations.
@ Stopped () Server.[IDFIONAPISVR/IDFIONAPISVR - V9.0 Base v |

+ Common Tasks and Wizards |DFIONAPISVRADFICNAPISYR > Manage Virtual Hosts
3 Create HTTP Server
1 Sreate Appicaton Server Manage Virtual Hosts ©

o Create Virtual Host Virtual hosts: @

SIS b Appacalion Virtual host name
J Creale Data Source @ default_host
admin_host

w Server Properties

[ Server Tracing
[ Server Ports
[ View HTTP Servers

« Applications
[ Manage Instalied Applications

+ Resource Configuration

[ Manage Virtual Hosts

[ Manage JDBC Providers
[y Manage Data Sources

 Web Performance

E. Web Performance Advisor {E

 Problem Determination
D View Logs Tiles were hanged The server must be slopped and staned changes 1o fake effect
% Web Log Monitor o = brhe =

View Create Summary

- T
B aunah Adminisieatiin Fansals

Configuring TLS:

Select Manage tab | Select HTTP Servers tab | Select Configure TLS — (HTTP Tasks and Wizards).
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IB&_RWabAt_ImInishaﬂmnﬂ Welcome ALASUN WebSphere

Setup a I Advanced | Related Links
@ Stopped [ Server: IONAPISVR - Apache | Server area: [ Global v
* Common Tasks and Wizards ~ |ONAPISVR > C re TLS

J Create Web Services Server [ oo

J Create HTTP Server

J Create Application Server | Configure TLS
» HTTP Tasks and Wizands | Specify Port Information - Step 2 of T

Add a Directory 1o the Web W ¥

[ LDAP Configuration

) Configure TLS The port this HTTP senver is currently Estening on needs to be updated. Specify the new port number for secure communication and determine what action to take on the axisting non-TLS port. By

default this wizard disables the non-TLS port 36510, If you wish to have both ponts listening, you can leave both enabled. This has no impact to the TLS port specified

-

General Server Configuration

Ecmmu.nw Specify TLS port for HTTP server; ©

[ Virtual Hosts

O URL Mappig (T S T R—

[ Request Processing Note: Most browsers make seculaiyequests 1o port 443 by default

[ HTTP Responses

[ Conlent Seftings

D Directory Handling | Disable the non-TLS port?. ©

[ Security ® ves, isable non-SSL port while configuring SSL port

gmmmmo@l ) No, leave non-SSL port enabled while stil configuring SSL port

B;IW |

e Back | [Next| | Cancel |

B FRCA it R e a
[ Smart Fite [ |

B Compression

nuTTon

Give the port number (36510) select radio button for “Yes, disable non-SSL...” and Click Next.

IBM Web Administration for | Welcome ALASUN

@ WebSphere

Setup lLSLNUH Advanc

@ stopped [ Server.[IONAPISVR v
Common Tasks and Wizard - 1
'J u'«.n's ’S“Lr = IONAPISYR > Configure TLS
1 Create HTTP Server
J Creale Applicaton Server Configure TLS
* HTTP Tasks and Wizards Specify Port Information - Step 2 of 7
J Add a Directory fo the Web ep
B LDAP Configuration
J Configure TLS The port this HTTP server is currently istening on needs to be updated. Specify the new port number for secure communication and determine what action to take on the existing non-TLS port. By
default this wizard disables the non-TLS port 36510. If you wish 1o have both ports listereng, you can leave both enabled. This has no impact to the TLS port specified
= Server Properties
B LSSt conyraten Specity TLS port for HTTP server: ©
[ Virual Hosts
S Hasvine LS port
O Request Processing Note: Most browsers make secure requests 10 port 443 by default
[ HTTP Responses
[ Content Settings
© Dieectory Handling Disable the non.TLS port?. ©
D Securly ® Yes, disable non-SSL port while configuring SSL port
gm‘"‘"’"’"w ) Mo, leave non-SSL port enabled while stil configuring SSL port
B Proxy
I System Resources g
B Cache m!
vy S l -
Dy Smart Filtering i Proceed to the next step of this task. |
B Compression -
B HTTPR
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Administration
1BM Web fori Welcome ALASUN @ wensphere
Setup T Advanced | Related Links -
All Servers  HTTP Servers  Application Servers | Installations
@ Stopped (3 Server [IONAPISVR - Apache | Server area: [Global configuration -
w Common Tasks and Wizards ~ |ONAPISVR > Configure TLS
o) Create Web Services Server
J4 grelﬁe HTTP Server
J Creats Apphication Server CDI‘IﬁQ s
w HTTP Tasks and Wizards Specify System Certficate Store Password - Step 3of 7
) Add a Directory fo the Web
B LDAP Configuration
J Configure TLS The cerificate authority issues the digtal server certificate and places A in the system ("SYSTEM) certficate store. The system certificate store is 3 repository of digital cerbficates. Specify the password
to control access to the system certficate store. Keep this password in a safe place. The password i needed to manage cenificates.
'D Gi P‘fow Configuratien
eneral onfgur
[ Contamer Management Specity the system certificate store password: ©
D Virtual Hosts
B URL Mazpg L I

[ Request Processi
D HTTP Remnmw k

b Back | [ Next| | Cancel

D WebSphere Application Server

If the required system certificate store password is available on hand then enter it.

If you are sure about the password, then you can reset the password and use it.

Follow ““Creating a local Certificate of Authority’ from System i Workspace AnyWhere
Installation & Administration Guide to re-generate password and use here.

Example re-generation steps below:

http://usalil2c.infor.com:2001/QIBM/ICSS/Cert/Admin/gqycucm1.ndm/main0
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& = C A Notsecure | usalil2cinfor.com:2001/QIBM/ICSS/Cert/Admin/qycucm 1.ndm/main0 ® o » 2

5 Apps SupplierExchange Infor 05 Infor | Wiki SIW AnyWhere ¥A_Integrations | S.. IBM i CPQ| SalesPortal & Google » Other bookmarks Readis

Digital Certificate Manager 0 IE

Select a Certificate Store |

Expand All | Collapse All |

STE9-NCI, $769.NCE, 5769-551, 5722-551, 5761-551, 5770-551 (C) Copyright IBM Corporation 1997, 2014
All rights reserved
US Government Users Restricted Rights -
Use, duplication or disclovure restricted by GSA ADP Schedule Contract with IBM Corp.
Licensed Materials - Property of IBM
o & w

L7 2359+ Contains software from RSA Data Security, Inc.

[GetStarted |
‘Secure Connection |
javascripthilightform(37)
Select a Certificate Store.
&« » C A Not secure | usalil2c.infor.com:2001/QIBM/ICSS/Cert/Admin/qycucm 1.ndm/main0
351 Apps SupplierExchange Infor OS5 Infor | Wiki SiW AnyWhere XA_Integrations | 5... IBM i CPQ | SalesPortal & Google

Digital Certificate Manager
Select a Certificate Store

Select the certificate store that vou want to open.

@ Local Centificate Authority (CA)
O *SYSTEM
[Expand All [ Collapse Al | ) Other System Certificate Store

[ Continue | Cancel

[ Select a Centificate Store |

| Secure Connection |

Select *SYSTEM and click Continue.
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Select a Certificate Store |

Expand All | Collapse All |

= Create Certificate
= Create New Certificate Store

= [nstall Local CA Cenificate on Your
EC

P Manage User Certificates

P Manage CRL Locations

» Manage LDAP Location

= Manage PKIX Request [ ocation
Retum to [BM ; Tasks

Secure Connection |

Digital Certificate Manager

Select a Certificate Store

Select the certificate store that you want to open.

) Local Certificate Authority (CA)
® *SYSTEM

") Other System Certificate Store

Continue || Cancel

Click on reset password

55s P SURRAIST LA IO g

Select a Certificate Store ]

Expand All | Collapse All |

Secure Connection |

| e e Ry S FU_N N G | e

Digital Certificate Manager

Certificate Store and Password

Enter the ceruficate store password.

Certificate type:

Server or client

Certificate store: *SYSTEM
Certificate store path and filename: QIBM USERDATA/ICSS CERT SERVER DEFAULTKDB

Certificate store password: |

[c

|| Reset Password || Cancel |

Enter and confirm the password and click on continue.

e

T | SRS LS

Y
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Digital Certificate Manager
Reset Certificate Store Password

Certificate type: Server or client
Certificate store: *SYSTEM

Select a Certificate Store |

New password: |-------- |

Expand All | Collapse Al |

Confirm password: [#s====d

® Create Certificate :
' C New Certificate 8 Password expiration policy:
® Install Local CA Certificate on Your ® Password does not expire
EC ) Password expires (1-365) \:] (days)
e U T
» Manage CRL Locations [Continue | Cancel |
» Manage LDAP Location
» Manage PKIX Request L ocation
leturn to IBM § Tasks

Secure Connection

Enter the password and click on continue.

325 Apps SupplierExchange Infor O5 Infor | Wiki SIW AnyWhere XA_Integrations | S... IBM i CPQ | SalesPortal & Google »

Digital Certificate Manager

Certificate Store and Password

Messap e The password has been reset. Enter the new password to work with the certificate store.

Select a Certificate Store Enter the ceruficate store password.

Expand All | Collapse Al | Certificate type: Server or client
= Certificate store: *SYSTEM
u Create Certificate Certificate store path and filename: 'QIBM USERDATA ICSS 'CERT SERVER DEFAULTKDB
® Create New Certificate Store Certificate store password: | |
= Install Local CA Centificate on Your | Continue | Reset Password || Cancel |
B¢ :
» Manage User Certificates
P Manage CRL Locations
= Manage LDAP Location
® Manage PKIX Request Location
Retura to IBM § Tasks

Secure Connection |

Password got changed.
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it Apps SupplierExchange Infor 05 Infor | Wiki SIW AnyWhere XA _Integrations | 5. 1BM i CPQ| SalesPortal G Google » Other bookmarks Reading lis
Digital Certificate Manager @ IEM,
Current Certificate Store

You have selected to work with the cemficate store listed below: The left frame is being refreshed 1o show the task list for this certificate store. Select a task from
the left frame to begin working with this cerificate store.

Select a Certficate Store | Certificate type: Server or client
Certificate store: *SYSTEM
Certificate store path and filename: /QIBM USERDATA 1CSS CERT SERVER DEFAULTKDB

Expand All | Collapse All |

I East Path

» Create Certificate

= Create New Certificate Store

aascriptexpandMgeCertifalse) | »

Enter the new password in the TLS page and click on next.

Setup @CTUTITH Advanced | Related Links
AlServers  HTTP Servers  Application Servers | Installations
 Stopped () Server [IONAPISVR - Apache v | Server area: [ Global configurath v

w Common Tasks and Wizards * |ONAPISYR > Configura TLS
o Create \Web Senices Server
J Create HTTP Server

R Greste Rpplonties Saver ' Configure TLS
* HTTP Tasks and Wizards Specify System Certficate Store Password - Step 3of 7
Pt )
J G The cenificate authorty issues the digital server cerificate and places it in the system ("SYSTEM) cartficale siofe. Tha system cedificate store £ 3 of digital . Specify the
to control access to the system certificate store. Keep this password in a safe place. The password is needed to manage certificates.
- Properties
I
8 m.?’u'l"m““"'. o Spacify the system certificate store password: ©
D Virlual Hosts
8 URLiuopes ] o m—
[ Request Processing
g EF Responses
tent Setfings.
0y Direciary Handling
B Back | m&é Cancel |
& Proxy [ - |
D System Resources
O Cache
O FRCA
O Smart Filtering
(0] ssion

Select existing certificate from system certificate store. And select SIWA WebSphere.
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IBM Web Administration for |

@ WebSphere

Setup (L Advanced | Related Links
A Servrs trP sarvers TEH : o P

» Stopped [ Server [IONAPISVR - Apache | Server area: [Global c¢ v
* Commen Tasks and Wizards ~ |ONAPISVR re T
J Create Web Services Server = O E
3 Creale HTTP Server |
3 Create Application Server ' Configure TLS
w HTTP Tasks and Wizards Specs ital Certificate - dof 7
J Configure TLS To configure TLS, your server must have a digital certificate. The server presents the certficate 1o prove its identity 1o the cent or user tat requests access 10 the resources the server controls. Specify
a digital centificate for the server.
- FProperties
E r,m:« unm-llm Specify digital certificate for server &
P ) Issue a new certificate by local CA
& Reawowt ® Select ssting cenificate from system cemficate store
[ HTTP Responses
[ Content Settings
[ Direclory Handling - Se -
ns SiWAnywhere Websphere
ecurity USALIL2C
O Dynamic Content and CGI
[ Logging SIWA Websphare
uUsaLnot
[ Proxy
B i Rmsciere Back | Next| | Cancel
B S Fterng &2
B Compression
& HTTR2
[ WebSphere Applicaton Server

Welcome ALASUN © wevsphere

@ Stopped n - Server. [IONAPISVR - Apache | Server area: | Global configuration v

~ Common Tasks and Wizards ~ |ONAPISVR > Configure TLS
J Create Web Services Server T “
J Create HTTP Server

o Create Applicaton Server Confiqure TS
* HTTP Tasks and Wizards Choose Trusted CAs - Step Sof T
g Add a Directory to the Web
J Configure TLS A Centificate Authority(CA) is a trusted central administrative entity that can fssue digital certificates to users and servers. When server trusts a CA, it can accepl and authenticate certificates that th
issues.

-
O Contaner Management Choose CAs the server should trust @
Hosts -
(& URL Mapping ) Specity trusted CAs
® Trust ai CAs in the "SYSTEM store

D

-]

IOy Logging

gmw - — ? =
et __M_n%j Cancel |
L] |

-] lering

]

g
:

Select restart the server immediately option and click next.
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Welcome ALASUN @ websphers

Advanced | Related Links

AlServers | HTTP Servers | Appicaion Servers | Instalations
» Stopped [ Server: [IONAPISVR - Apache | Server area [ Global configurati ~
w Common Tasks and Wizards = |QONAPISVR > Configure TLS

J Create Web Services Server
J Create HTTP Server

J Create Apphcation Server Conﬁgure LS
|
w HTTP Tasks and Wizards | Restart the server now? - Step 6 of T

LDAP Configuration
J Configure TLS To make the configuration lakes efect afer finishing this wizard, the hitp server and associated appication server IDFIONAPISVR needs to be restarted. You can select to automabcally restart the
server immediately after this wizard or later by yourself

B General Server Configuraion O Restart the server later by yoursell
[ Virtual Hosts .Mmmmmalumuzg

@
3
51

Click on finish and the servers will be restarted.

Welcome ALASUN

[T T Advanced | Related Links

All Servers  HTTP Servers  Application Servers | Instailations.
® Stopped () Server: [[ONAPISVR - Apache | Server area: [ Global configuration ]
w Common Tasks and Wizards - = -
) Smm mﬁSm; Server [ |
o Create Server
2 Create Apphcation Server Configure TLS
Summary - Step 7 of 7
* HTTP Tasks and
ﬂ {'5:; CW,I::. i When you click Finish, this wizard configures TLS for the HTTP server JONAPISVR. The HTTP server is associated with appication server \IDFIONAPISVR. The comesponding plugin configuration
J Configure TLS for the association will also be updated by the wizard
* Serves Properties
General Server Configuration TLS port 36510
D) Conkaiosc MiaRosant Centificate Store System ("SYSTEM) cartficate store
URL Mapping Certificate Name: SIWA Websphere
Server Awlk:almll%wlﬂ CIEM_HTTP_SERVER_IONAFISVR
§ B Trusted CAs: Trust al CAS in the “SYSTEM stors
[ Directary Handling
You can use Digital Certficate Manager GUI interface to manage the server and the oA
D Security
E mw Sad cot Note: WWhen the configuration is completed, this wizard restarts the HTTP server and server IDF After the restar, can be securely accessed
through HTTF server using SSL
Bl E—— J
Bk |Back| |Finish | | Cancel
[ Smart Fitering ; | > |
& Compression
DHTTPR
I WebSchere Aochcabon Server

After restart validate if the IDFIONAPI deployment is successful.

https://usalil2c.infor.com:36510/IDFIONAPI/

“IDF ION API deployed successfully” will be displayed.

52 | Infor XA Setup Guide for Secure Net-Link


https://usalil2c.infor.com:36510/IDFIONAPI/

WAR file deployment

B © oo -
e .

C A () https://usalil2c.infor.com:36510/IDFIONAPI/

BB Infor Supplier Excha... [l 105-01 |l 105-02 BB Sumo_Training and... [ Infor Supplier Excha... [H

IDF ION API deploved successfully.
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Appendix A Port Warning Reset

Follow these steps if you need to reset the assigned default Net-Link port.

1 Select the General Server Configuration under Server Properties from the Net-Link HTTP server,
as shown in below screenshot.

IBM Web Administration for i

Welcome PATAJAN

Setup LT Advanced | Related Links
All Servers  HTTP Servers  Application Servers | Installations

¥ Running

¥ Common Tasks and Wizards
J Create Web Services Server
J Create HTTP Server
J Create Application Server

¥ HTTP Tasks and Wizards
J Add a Directory to the Web
B LDAP Configuration
J Configure SSL

w Server Properties
B General Server Configuration
[ Container Management
B Virtual Hosts
B URL Mapping

B Reguest Processing
B HTTP Responses

B Content Settings

B Directory Handling

B Security
B Dynamic Content and CGI
B Logging

B Proxy

[ System Resources
B Cache

B FRCA

B Smart Filtering

[ Compression

Server: [NLWEBSVR - Apache

v | Server area: [Global configuration v

Manage Apache server "NLWEBSVR" - Apache/2.4.20 (IBM i)

Net-Link Web server

Welcome to the IBM Web Administration for i manage forms for HTTP Server (powered by Apache). Us
Server for i, you have everything you need to establish a Web presence and get started on the road to

To get started, use the Create New HTTP Server wizard under Common Tasks and Wizards. Follow the
successfully completed, you will have an HTTP Server that is usable for intemal or extemal business n

Once you have the basic server configuration, use the Server Properties forms to tailor your HTTP Sen
If Web serving is a critical aspect of your business. use high availability and scalability of your Web sen

Use the Fast Response Cache Accelerator (FRCA) to improve the performance and scale of Web and
Intemal Code.

Use full proxy support. including forward proxy, reverse proxy, and proxy chaining to enhance network ¢
forwarding (or rejecting) requests between isolated networks. A proxy server lessens network traffic by
serving data from cache rather than unnecessarily contacting the true destination HTTP Server.

2 Navigate to General settings and Click Add to add a new port with http as a protocol (In thebelow
example, added 36309 as a new unused port).
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Welcome PATAJAN

Setup Advanced | Related Links
AllServers  HTTP Servers | Application Servers | Installations

@ Running

¥ Common Tasks and Wizards
J Create Web Services Server
J Create HTTP Server
J Create Application Server

¥ HTTP Tasks and Wizards
J Add a Directory to the Web
D LDAP Configuration
J Configure SSL

¥ Server Properties
[ General Server Configuration
[ Container Management
B Virtual Hosts
B URL Mapping

B Regquest Processing

B Security
[ Dynamic Content and CGI
B Logging

[ Proxy

[ System Resources
[ Cache

BFRCA

B Smart Filtering

B Compression

BHTTP2

B0 Server [NOWEBSVR - Apache

~ | Server area: Global configurati v
Server root directory: mvawiniwebsvr
Confi tion file:  confihttpd.conf
D root | ™ Intdoc
Server name:

Fully qualified server host name: | ]@

Port: [ e
Server IP addresses and ports o listen on: ©

IP address Port

Example All IP addresses 80 http
o - 36001

Port Warning Reset

® . Jor_~v] [36309

| [ntte o=

(Add | [ Remove | [Move up | [Move down | [ Continue |
Number of threads to process requests: I:I 2]
DNS hostname lookups for logging, CGI, and SSI: ©

® Do not perform DNS lookups

O Perform DNS lookups

O Perform double-reverse DNS lookup

Follow symbolic links: (2]
Follow symbolic links when target has same owner as the link: @

[ok| [apply

| cancer |
|V

3 Select the 36001 port and Click on Remove.

IBM Web Administration for i

Welcome PATAJAN

Setup LT Advanced | Related Links
Als;nmli HTTP Servers  Application Servers | Installations

eruming | 30 Server: [NLWEBSVR - Apache
» Server root directory: fwwnw/niwebsvr

r Comman Tasks and Wizards
J Create Web Services Server
J Create HTTP Server
J Create Application Server

r HTTP Tasks and Wizards
J Add a Directory to the Web
B LDAP Configuration
J Configure SSL

¥ Server Properties
[ General Server Configuration
[ Container Management
D Virtual Hosts
B URL Mapping

B Request Processing
[ HTTF Responses
[ Content Settings

[ Directery Handling

[ Security
B Dynamic Content and CGI
B Logging

B Proxy

B System Resources
B Cache

B FRCA

[ Smart Filtering

B Compression

BHTTR2

4  Click Apply.

w | Server area: |Global configuration v

wo Configuration file:  confihitpd.conf
Document root: | Mwwinbwebsvr/htdocs | fBruwseJ (7]
Server name:
Fully qualified server host name: |

Port: [ |@
Server IP addresses and pors to listen on: ©
| IP address Port
| Example Al IP addresses 80 htto

® It Jor.v] 38001 | |
! O Z 36309 ntip
[Add | [ Remove | [Move up | [ Move down | [ Continue |

Number of threads lo process requests:

DNS hostname lockups for legging, CGI, and SSI: ©
® Do not perform DNS lookups
O Perform DNS lookups
) Perform double-reverse DNS lookup

[ Jev]®

Follow symbalic links: Disabled v | ©
Follow symbolic links when target has same owner as the link | Disabled v | ©

(o] [avmy| [cancel]
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IBM Web Administration for i

Setup

Welcome PATAJAN

[T} Advanced | Related Links

Al Servers  HTTP Servers | Application Servers | Installations

eruming | (3O Server [NLWEBSVR - Apache v | Server area: [Global configuration v]
* Common Tasks and Wizards “ NLWEBSVR > General Server Configuration
dJ Create Web Services Server o
J Create H‘I"T? S_elv!r
SLLIShs Afpl i St General Server Configuration ©
¥ HTTP Tasks and Wizards (& | Satti Wal [ ok Ach 4 1 [a
) Add 3 Directory to the Web o Pages  Config Custom |App Server
[ LDAP Configuration
£ Confioeum 558 Autostart: Global v)
% Server root directory: Mwvawinhwebsvr
¥ Server Properties i
[ Gor:irlrlu Server Canfig fig fie.  confittpd.conf —
£ Conimpes D troot | Awnwiniwebsvrihtdocs | [Browse | @
B URL Mapping Server name:
et Fully qualified server host name: | |@
uest Processing
[ HTTF Responses Port; (2]
B Content Setings
[ Directory Handling Server IP addresses and ports 1o listen on: ©
IP address Port  Protocol
gs-omy o 5 Example Al IP addresses 80 hitp
Dynamic Content and CGI =5 .
R oo O} 36309 http
| Add |
B Proxy
E 27;.,"."‘ Rasouces Number of threads to process requests: : 7]
e g DNS hostname lookups for logging, CGI. and SSI: ©
[ Compression @) Mo oot nerfnrm NS Innkuns:
OK| |Apply| | Cancel|
o (ok| [Appty| |Cancel]
O WebSphere Application Server || 1@ config was y changed. The server nesds to be restarted for the changes fo take effect

5 Click OK then Click Close.

6 Select the Manage Virtual Hosts under Resource Configuration from the Net-Link Application
server, as shown in below screenshot.

al | HTTP ion Servers | Installations
@ Ruming | [O) Server. [NLAPPSVR/INLAPPSVR - V9.0 Base v |

* Common Tasks and Wizards
- Create Web Services Server
 Create HTTP Server
J Create Application Server

NLAPPSVR/NLAPPSVR

Manage WebSphere Application Server - V9.0.5.4 Base
Profile: NLAPPSVR  Server: NLAPPSVR

Product install path: /QIBM/ProdData/WebSphere/AppServer/V9/Base

* WAS Wizards
<) Create Virtual Host
J Install New Application
< Create JOBC Provider
J Create Data Source
Net-Link Application Server
¥ Server Properties
[ Properties

g gmr;meing 52 JRR L n[!] L YRS a3t L o o |
arver Forts
& View HTTP Servers. Create Additional Virtual Host Install New Application
The default virtual host "default_host" was created for this After creating the server and virtual host you car
* Applications application server. However, you can specify additional virtual applications.

[ Manage Installed Applications

hosts for more control over what URI's can run which applications.

¥ Resource Configuration

[ Manage Virual Hosts d
g :anaoe ;DBCs:'miaefs Manage Virtual Hosts Manage Installed Application
e @ default_host © swaggerui
w \Web Performance @ admin_host ® query
€. Web Performance Advisor @ Net-Link
~ Froblem Determination ] BESTAFIDocs
B View Logs 9 ivtApp

<} Web Log Monitor

Maeiomas S &Y Note: To update the status, click [ Refresh

7 Select the default host and Click Properties.

56 | Infor XA Setup Guide for Secure Net-Link



Port Warning Reset

IBM Web Administration for i

Setup PLTETTCE Advanced | Related Links
All Servers | HTTP Servers  Application Servers  Installations

@ Running [ Server: [NLAPPSVR/NLAPPSVR - V9.0 Base v |

¥ Common Tasks and Wizards NLAPPSVR/MNLAPPSVR = Manage Virtual Hosts
J Create Web Services Server
J Create HTTP Server

J Create Application Server Manage Virtual Hosts ©
e R Virtual hosts: ©
J Create \irtual Host
J Install New Application Virtual host name
J Create JOBC Provider @ default_host
J Create Data Source ¢ admin_host
w Server Properties lCreate_J'Prq)erﬂes_l |Remm_]
B Properties
B Server Tracing
B Server Ports
B View HTTF Servers
¥ Applications

[ Manage Installed Applications

o

8 Click Add to add a Host Aliases (In the below example, added 36309 as a port).

IBM Web Administration for i
Setup QLTI Advanced | Related Links

All Servers | HTTP Servers  Application Servers _lim
eRumning  [J)[F server [NLAPPSVR/INLAPPSVR - V9.0 Base v

Welcome PATAJAN

r Common Tasks and Wizards HLAPPSVR/NLAPPSVR = Manage Virtual Hosts > Virtual Host Properties
J Create Web Services Server
J Create HTTP Server

D e A e Virtual Host Properties ©
r WAS Wizards =
J Create Virtual Host Host Aliases

J Install New Application

S e N hmow Host alias settings for virtual host default_host ©

IP address or hostname Port Associated HTTP servers
10016 Internal HTTF Server
10018 Internal Secure HTTP Server

r Server Properties "
E 10032 Default SiP Server

[ Properties
B Server Tracing
B Server Ports

B View HTTP Servers 10033 Secure SIP Server

r Applications
B Manage Installed Applications

R Configuration [ r- -
" B Manage Virtual Hosts || Remove | | Continue |

B Manage JOBC Provides
[ Manage Dats Sources

|| @c00000

r Web Performance
E. Web Performance Advisor

r Problem Determination
B View Logs

4 Web Log Monitor D ——
o View Create Summary i% Apply |_Ca.ncel |

r Tools =

9 Select the 36001 port and Click Remove. Click Apply.
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IBM Web Administration for i
Setup Advanced | Related Links
All Servers | HTTP Servers  Applic

)} Server. [NLAPPSVR/NLAPPSVR - V9.0 Base v |

Weicome PATAJAN

@ Running

¥ Commeon Tasks and Wizards
J Create Web Services Server
J Create HTTP Server
J Create Application Server

¥ WAS Wizards

NLAPPSVR/NLAPPSVR > Manage Virtual Hosls > Virtual Host Properties

Virtual Host Properties ©

Host Aliases

J Create Virtual Host
J Install New Application
J Create JDEC Provider

2) Create Dats Source Host alias settings for virtual host default_host. ©

IP address or hostname Port
10016

. 10018

' 10032

. 10033

" 443

[36001 |
i 36309

( Continue |

Associated HTTP servers
Internal HTTF Server
Internal Secure HTTP Server
Defauit SIP Server
Secure SIP Server

"

w Server Properties
B Properties
D Server Tracing

¥ Applications
[ Manage Instalied Applications

lO ®0000O0

?

NLWEBSVR - Apache

w Resource Configuration
B Manage Virtual Hosts
B Manage JOBC Providers
B Manage Data Sources

¥ \Web Performance
E Web Performance Advisor

¥ Problem Determination
B View Logs
<} Web Log Monitor
o \iew Create Summary

* Tools
& Launch Administrative Console

10 Click OK then Click Close.

IBM Web Administration for i

Weicome PATAJAN

® Running () Server. [NLAPPSVR/INLAPPSVR - V9.0 Base v

w Common Tasks and Wizards NLAPPSVR/MNLAPPSVR > Manage Virtual Hosts » Virtual Host Properties
) Create Web Services Server
J Create HTTP Server
J Create Appheation Server

Virtual Host Properties ©

* WAS Wizards
) Create Virtusl Host
 Install New Application
J Create JOEC Provider
) Create Dats Source

|Host Aliases

Host alias settings for virtual host default_host ©

IP address or hostname  Port  Associated HTTP servers
: 10016  Internal HTTP Server

10018 Internal Secure HTTP Server
10032  Defsult SIP Server

10033 Secure SIF Server

443

B & hptcxtions 36300

[ Manage Installed Applications NLWEBSVR - Apache

Elooocooco
" " % &

* Resource Configuration
B Manage Virual Hosts
B Manage JOBC Providers
[ Manage Data Sources

* Web Performance
€ Wab Performance Adviser

¥ Problem Determination
D View Logs
<} Web Log Monitor
& View Create Summary

* Tools Al conf
o Launch Administrative Console

The server musl be stopped and starled for the changes to take effect.

Restart both the Net-Link HTTP and Application servers to make sure changes has been reflected
successfully.
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Appendix B Workspace Net-Link URL configuration

The Net-Link URL is set up in the admin.html file as http://iseries:port/NetLink. to the URL must now
refer to the web app running inside WebSphere (with ssl). In the Workspace URL (Refer address
bar) replace ‘/systemi’ with ‘/NetLink’ (For example: https://usalil2m.infor.com:36309/NetLink).

The below screenshot represents that, we are able to launch and access the System i Workspace
Anywhere WebSphere application using the Infor OS on premise.

&« C & usalil2m.infor.com/systemi/admin.html

it Apps " IONOSCE @ USALVWXADVXIOL.. @ New Infor SE © 12.... n Login - Infor JIRA () Jany Personal Web.. H Infor

Infor System i Workspace = Net-Link
AnyWhere Administration

8 v ) Show More
Add New Configuration
Name L2M-BB
Net-Link URL https:/fusalil2m.infor.com:36309/NetLink
Allow Popup Windows | Enabled -
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< C B  usalvwxadvxiOl.infor.com:3443/infor/6e4d6e49-028-4eca-Ibec-abb3d65d4bad

£ apps W IONOSCE @ USALVWXADVNIOL.. @ NewinforSE® 12.. [l Login-inforiRA Q) Jany Personal Web... [l Infor Xtreme Log In @) Infor Supplier Excha...

System i Workspace AnyWhere

Profie | L2M-BB b g

User *®

Password *

Comgany | COMPANY 10 v
Environment | Integration Test - 9.1 -
Remember Me

& 0

“ [ & B usalwwxadvxiO1l.infor.com:3443 /infor/6e4d6ed49-02f8-4eca-9bec-ab63db5d4bad

£ Apps -; IONOSCE @ USALVWXADVXION.. @ MNew Infor SE  12.... n Log in - Infor JIRA o Jany Personal Web... = Infor Xtreme LogIn = @ In

Infor XA 9.1 - COMPANY 10 (10)

My Favourites

My Tasks

& IGIDF
=& BT Default
EEIETE CA Plus

EEFETE Customer Relationships

]

EEIETGE Customer Service
EEIESHE Engineering
EEFEHE Materials
EEEEE Production
EEFEEE Finance
GEIFETIE Procurement

oo m

w

60 | Infor XA Setup Guide for Secure Net-Link



Workspace Net-Link URL configuration

i/finforxa.us.. ©Ow

& # usalvwxadvxiOl.infor.com:3443 finfor/6e4d6e49-02f8-4eca-9bec-ab63d65d4bad?favoriteContext=4%2FIDFMZ000448& Logic

Q Jany

Personal Web... E Infor Xtreme Log In for Supplier Exck

@ NewlinforSE @ 12... [l Legin-1

31 Apps B IONOSCE @ USALVWXADVXIO

Maintain Financial Divisicns

Work with financial divisions

Position to

Division id

Type oplions, press Enter

Opt Division id Division name Cumrency Division unit Stalus
EP ep usD 1
01 Bikes R Us - East Coasl uso O1EAST 1
0z Bikes R Us - West Coast usb 02NA 1
03 Bikes R Us - GEP GEP D3NA 1

uest%253DupdateControllerds

ed9-028-4eca-9b

H togin-1

ec-a3

& C i usalvwxadvxi0l.infor.com:3443 finfor/6ed

for Supplier E:

BB Infor Xtreme Login @ |

ersonal ¥

Apps % IONOSCE @ USALVWXADVXION

Maintain Financial Divisions

Continue| | | Fite | | Display .| | Maintain . | |Heip | | [Default fOd RrLrB 0

Our customer number  (blank)
003 = Cargo Train P.O. entry Ne

Cargo Train Payments Ne

Purchasing Summary  Vendor Performance  Con

Free on board:  FOC = Free of charge
Description Free of charge Payments Wes
Purchase orders: Yes

g schedule profile.  (blank) o Ves

ing schedule profile.  *HONE Yes

Send XML receiving advice:  Shipment complete Bianket orders Yes
PO. accept es

int P.O. on vendor accept Yes

Send closeout acknowledgement Yes
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Appendix C WAR file redeployment

WAR file redeployment

This section explains about the procedure on Net-Link WAR file redeployment. We perform this
section only, whenever we want to redeploy the Net-Link war file with new changes.

WAR file generation

Follow the “WAR file generation” section above in this document.

Tomcat (version 7.0 +)

o Delete or take the backup of the NetLink.war file & NetLink folder from the root of the webapps
folder of theTomcat instance, shown as below.

&« . > ThisPC » Local Disk (C:) » ProgramFiles » Infor » SiWAnyWhere > tomcat > webapps »
~
MName Date modified Type Size
s Quick access

I Desktop 2 host-manager File folder
manager File folder
O NetLink File folder
] Documents  # ROOT File folder
&/ Pictures A SiW5250AnywhereServer File folder
properties » systemi 2 File folder
debug || Netlink.war 6/10/2021 4:39AM  WAR File 39,529 KB
a2 BN\

e The redeployment of WAR file involves copying the WAR file to the root of the webapps folder of
the Tomcat instance. The update is automatically loaded by Tomcat.

¢ Restart the Infor SiWA service from Windows—> Services, shown as below.
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% Services -
File Action View Help
eas | HE = HmE »onmnp
<, Senvices (Local) | . Services (Local)
Infor SIWA (SiWAnyWhere) Name - Description  Status Startup Type  Log On As
‘G4 IKE and AuthlP IPsec Keying Modules The I[KEEXT ... Running Automatic (T... Local Syste...
Stop the service .

83 Infor SIWA (SiWAnyWhere) Infor SSW A... Running Automatic Local Syste...

Restart the service . . " .
‘Gl Interactive Services Detection Enables use... Manual Local Syste...

3.',;‘;- Internet Connection Sharing (ICS) Provides ne... Manual (Trig... Local Syste...

WebSphere (version 9.x)

Check that you have the following subsystem running, and that all ADMIN jobs are running within the
subsystem:

WRKSBSJOB QHTTPSVR
If the subsystem is not active, issue the following OS400 command:

STRTCPSVR SERVER(*HTTP) HTTPSVR(*ADMIN)

For deployment of WAR file using WebSphere, execute below steps:

1 Replace the existing Net-Link WAR file with the new Net-Link WAR file on the IFS of the iSeries
which is preferably a ‘scratch’ folder.However, the location can also be in the root.

2 Open the HTTP Administration console (http://{hostName}:2001/HTTPAdmin), and log in with
*SECADM authority.

3 Stop the HTTP server and its associated Application server instances for both the SIWA &
NetLink applications.
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€ 2 C A Notsecure | usaligd3infor.com:2001/HTTPAdmin * 2

Welcome SAXEAYU

v Comenon Tasks and Viizwos Manage All Servers BE}
) Croat Application Sersr Inurmml Al Application Servers

Data currend a3 of 21,05 2021 10.33 40

Server o Version Status A Port A iated App Server Description
D) ADMIN Apache2 420 (1B} @ Running  *2001 None Adminisiration sefver
0 AEE ApachaZ 420 (1B 1) @ Stopped  "B210 Nona
) ABACHEDFT Apache2 420 IBMT, W Stoppsa “80 None IBM suppled sample HTTF server (Dowared by Apache)
ONVADFT Apache2 420 (1811} @ Stopped 2020 None
T MUWEBSVR Apache2 420 1BM1 @ Stoppes  “35301 NLAPPSVR. V0.0 Base MNet-Link Vied server
") OIWIRELESS  Apache2420(BMi) @ Stopped " 9004 Nooe
WSANVIWHERE  Apachei2 420(1BM 1)  ® Stopped 443 dataun. V9.0 Base STWA_WabSphers
Server startup parameters |@

Welcome SAXEAYU

Advanced | Related Links

P = Servers | instaliati

. Manage All Servers ©
J Crasse HTTP Server
3 Craata Application Servar All HTTP Sarvers nllulunbamn_
Data current as of 21.05 2021 1033 52
Server o Version Status Address:Port Description
O Adminl VES5(intapp svr) @ Running *2002
O Agmnz VB5(ntappsvr) @ Running  “2004 2005
Admin VBS(intappsvw) @ Running * 2006
" Admind V85 (intapp svi) @ Running  * 2008
") Admins V8.5(ntapp sv) @ Running *2011
@ defmdiserver) V9.055 Base ® Stopped  * 2809 5061 5062 8280 5043,9060 9020 9443

| defam WS Ay inene V0.055Base @ Stopped  “2810 5063 5064,8831,5044,9051.9081 9444
" MLAPPSYRMLAPPSYR V9.055 Base @ Stopped  * 10000,10001,10002.10003, 10004, 10005,10016,10017  Net-Uink Applcation Server

4 Click on the Net-Link application server (NLAPPSVR/NLAPPSVR) and then Select Manage
Installed Applications under Applications.
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Welcome SAXEAYU © websphere

» Soppea () Server: | NLAPPSVR/NLAPPSVR - V9.0 Base v |

w Common Tasks and Wizards HLAPPSYRNLAPESYE
J Creale Web Services Server
J l:c:.: :T‘I’?Sﬂvﬂs(
R St et Manage WebSphere Application Server - V9.0.5.5 Base
w WAS Wizards Profile: NLAPPSVR  Server. NLAPPSVR
j mwﬂvzuu Host
Install Now Appication . /QIBM/ProdData'WebSphere/AppServerVi/Ba
bl Product install path S 5@
J Creale Data Source
5 ™ Net-Link Application Server
s
3%% B LA _ﬂm MWE—. T FIEIC 1‘&1 ARG T B . W ﬂ T
ki dilEl Create Additional Virtual Host Install New Application Create Data Source
~ Apphestions The default virtual host “default_host” was created for this After creating the server and virtual host you can install your Then, define the resources the system will use to access data
4 M Instaned PP server However, you can specify additional virtual applications for your applications
hosts for mare control over what URI's can run which
 Resource Configuration 1 applications
[ Manage Virtual Hosts
[ Manage JOBC Providers
G Manage Data Sources Current Configuratio Profle. "NLAPPSVR™ Sarver "NLAPPSVR™
- Wik Manage Virtual Hosts Manage Installed Applications Manage Data Sources
. Web Performance Advisor @ defaull_host € Swaggerll @ DefaulEJBTimerDataSource
= Proiem Determination © admin_host € quory
O View Logs .
3 b Loo ok € NetLink
i Chnate =St € RESTAPIDOCS
» Tools @ivapp
«* Launch Admanestrative Console

Note: To update the status, click[F) Refresh

5 Select the Net-Link application and click on Update, shown as below.

Manage Installed Applications ©
Data current as of 21.05.2021 10:34:09.

Installed applications: ©
Application name Status Enablement

O Swaggerl © stopped  Disabled
O query © Stopped  Enabled
@ Net-Link © Stopped  Enabled
~ RESTAPIDocs © stopped  Disabled
5 iMApp ©stopped  Enabled

(insta] [Stat] [Properties | 'UME[@]@] | Refresh |

6 Select the Application is connected in a WAR file, click on Browse and select the Net-Link
war file and click on OK.

Update Application ©

VWelcome to the Update Application wizard. This wizard updates and redeploys an existing apphcation on the Application Server. The new apphcation will be using the depl from the
currently instalied application. The EAR or WAR file for the appiication must already exist on the IBM | system in an integrated file system directory.

Appiication name. Net-Link ©
! Application is contained in an EAR file
(®)opication is contaned in a WAR fie
Integrated file system path of WAR file I[BB‘ [}
Mote: The file must already be on the IBM i system

() Pre-compile JSPs ©
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@ usaliq03.infor.com:2001/.. | = | © [N
A Not secure | usaliq03.infor.com:2001/...

- (mosysus -
@ QTCPTMM
|03 temp
B tmp
1 m usr
@ var
1 mm
|~ core
D derbylog
-0 sav .
N dataToWorkspace
' [ loggng\ExportPublicMetadataToWorkspace.iog
[ MyTraceOptions xmi
- [3 NetLink.war
'~ [ NetLink_old war
[y PCM92Fx-02 09.02.03.04.50.07 zip
| [ PCM92Fix-02 09.02.03 13.50.14 zip
O QDLS
[ StatusMonitor.properties

« I
/NetLink war

7 Click on Update.
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NLAPPSVR/NLAPPSVR > Manage Installed Appications > Update Application

Update Application ©

Welcome to the Update Application wizard. This wizard updales and redeploys an existing application on the Application Server. The r
currently installed application. The EAR or WAR file for the application must already exist on the IEM | system in an integrated file sysi

Application name: Net.Link @

7 Application is contained in an EAR file
® Application is contained in a WAR file

Integrated file system path of WAR file: |fNﬂLhk.war | [ Browse | @

Note: The file must already be on the IBM i system.

() Pre-compile JSPs ©

'Update | | Cancel
8 The Status of the Net-Link is now changed to Updating.
NLAPPSVR/NLAPPSVR > Manage Installed Applications

Manage Installed Applications ©
Data current as of 21.05.2021 10:39:31.

Installed applications: ©
Application name Status Enablement

O Swaggerul ©stopped  Disabled
O query ©stopped  Enabled

@ Net-Link 3 Updlﬁl? Disabled
5 RESTAPIDocs @stopped  Disabled

iVtApp ©stopped  Enabled

(install]  [Refresh

9 After successful update, the status of the Net-Link will change to Stopped.
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NLAPPSVR/NLAPPSVR > Manage Installed Appications

Manage Installed Applications ©
Data current as of 21.05.2021 10:43:10.

Installed applications: ©
Application name Status Enablement

O Swaggerul © stopped  Disabled
O query © stopped  Enabled
@ Net-Link © Stopped  Enabled
)  RESTAPIDocs @ Stopped  Disabled
O imApp © stopped  Enabled

(install| [Start]| [Properies| [Uninstal | Update| [Refresh |

10 Startthe HTTP server and its associated Application server instances for both the SiWA &
NetLink applications.

IBM Web Administration for i Welcome SAXEAYU © websphere

Advanced | Related Links

* Comman Tasks and Wizards Serve
J Creale Web Services Server Mamqt Al .
2 Create HTTP Server
o Creale Apphcation Server All HTTP Servers Al Application Servers

Data current as of 21.05. 2021 1004721
Version Status Address:Port Description
VE5(intapp svi) W Running *2002
VBS(ntappsvi) W Running  *2004,2005
Va5(intapp sw)] W Running " 2008
VB5(intapp sw) @ Running “2008
VB5(intapp swr) @ Running *2011
V9.0.5.5 Base @ Running  "2809,5061 5062 8880 9043,9060,9080,9443
v9.0.55 Basa @ Running 28105063 5064 8831 9044 9061 60819444
V8.0.5.5 Base % Running  *:10000,10001,10002,10003, 10004, 10005,10016,10017  Net-Link Application Sarver

Welcome SAXEAYU I'é\l WebSghere
Setup ITTTTTTH Advanced | Relaled Links =
All Servers | HTTP Servers | Application Servers | Instaiations

[T Paencn Thoke ad Witaste Manage All Servers ©

) Creale Appacaton Server AllHTTP Servars | | AN Barvara
Data current as of 21.05.2021 10:44:35
Server Version Status A ort  Assoclated Server Description
O ADMIN Apache2420 IBM 1) @ Running  *2001 Nona Adminisiration server
O ASE Apache2.420 IBM 1)  ® Stopped  *8210 None
") APACHEDFT Apache2 420 (IBM i} W Stopped 80 None IBM supplied sample HTTF sarver (powered by Apacha)
(O IWADFT Apache2420 JBMi)  ® Stopped 2020 None
o MLWEBSVR Apache/2.4.20 IBM i) W Running /36301 NLAPPSVR. V9.0 Base Net-Link Web sarver
O QIWIRELESS Apache/2420 IBMi) & Stopped  "9004 None
(@) WSANYWHERE Apache2420(BM1) @ Running “443 default, V9 0 Base SIWA_WebSohers
Server startup | @
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Appendix D Configuring SiWA IBMi WAS with single
port

Configuring all XA web components to use a single
HTTP server and port on WebSphere

To simplify web security for XA deployments where all web related components are running on a
single IBM i server, a single HTTP server can be used when deploying through a firewall. The
components include SiW Anywhere and Net-Link. These instructions will provide the basics for
configuring this type of environment.

Approach

Install all components on a single IBM i server

Setup SIWA on SSL port 443 (default, can be different)
Setup Net-Link on another port

Net-Link is on 36001 by default

Install NetLink.war in a new WAS profile

SiW Anywhere HTTPD.conf changes

1 Login to IBMi Web Administration, using the below URL (where hostname, is the FQDN of the
IBMi server)

Error! Hyperlink reference not valid.
(For example: http://usalil2a:2001/HTTPAdmIn)

2 Navigate to Manage -> All Servers -> All HTTP Servers, click on the SiWA configured HTTP
server, which is running on 443 port (for example: WSANYWHERE) shown as below.
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& - C A Notsecure | usalil2ainfor.com:2001/HTTPAdmin

2% Apps || SupplierExchange Infor 05 Infor | Wiki [ SiW AnyWhere [ XA_Integrations|S... IBM i CPQ | SalesPortal G Google
IBM Web Administration for | Welcome ALASUN
Setup [T 3] Advanced | Related Links
| AllServers HTTF Severs | Application Servers | Insialiaions
Commol
e Manage All Servers ©
1) Create HTTP Server —_— e
) Create Application Server AIHTTP Servers  All Application Servers

Data current as of Jan 20, 2022 8:11:32 PM.

| Server a Version Status  Address:Port Associated Application Server Description
) ADMIN Apache2420(IBM 1) @ Running 2001 Hone Adrrinistration server
O AP Apache/24.20 (IBMi) W Stopoed 8210 Nene |
() APACHEDFT  Apache2420(IEMi) ® Stopped 80 None IBM supplied sample HTTP server (powered by Apache)
O MADET Apache24.20 (IBM1) W Stopped  ~2020 Neone |
O NLWEBSVR Apache24.20 IEM ) @ Running 38201 NLAPFSVA. V.0 Base Net-Link \Web server
WOLWITT Apache2420(IBMi) W Stopped  =11331 None

Apache/2:4.20 (EWY) @ Running [SEES defmit. W0 Eme

| @

3  On WSANYWHERE HTTP Server, open the httpd.conf file by navigating to Tools -> Edit
Configuration File, shown as below.
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& > C A Notsecure | usalil2a.infor.com:2001/HTTPAdmin

i Apps [ | SupplierExchange Infor OS Infor |[Wiki | | SIW AnyWhere | XA_Integrations | S...
IBM Web Administration for i Welcome ALASUN
m Advanced | Related Links
eruming | BOE Ssver@NYN-IERE Apaehevl Server area: [ Global configuration v]
w Common Tasks and Wzards

w HTTP Tasks and Wizards
JMM Directory to the Web

JCoﬂﬁumTLS

w Server Properties
[ General Server Configuration
[ Centainer Management
B Virtual Hosts
& URL Mapping

i
il

LT
5;2

a ,.-.:Wgé gw o050

g

|
i
{

Tools e

§§

Manage Apache server "WSANYWHERE" - Apache/2.4.20 (IBM i)

No description for server WSANYWHERE

Welcome to the IBM Web Administration for | manage forms for HTTP Server (powered by Apache). Using these forr
you need to establish a \Web presence and get started on the road to working the Web for business.

To get started, use the Create New HTTP Server wizard under Common Tasks and Wizards. Follow the wizard, step
HTTP Server that is usable for internal or external business needs.

Once you have the basic server configuration. use the Server Properties forms to tador your HTTP Server (powered
If Web serving is a critical aspect of your business, use high availabiity and scalabiity of your Web server environms
Use the Fast Response Cache Accelerator (FRCA) to improve the performance and scale of Web and TCP server 3;

Use full proxy support, including forward proxy, reverse proxy. and proxy chaining to enhance network security and k
between isolated networks. A proxy server lessens network traffic by rejecting unwanted requests, forwarding reques
true destination HT TP Server.
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€& - (C A Notsecure | usalil2a.infor.com:2001/HTTPAdmin a ®
nt : Apps SupplierExchange Infor OS Infor | Wiki SiW AnyWhere XA_Integrations | 5., IEM i CPQ | SalesPortal & Google » Cther b
IBM Web Administration for i Welcome ALASUN
e Manage it
Al Zevers  HTTP Servers | Appication Senvers | Instalations
wriing | (BE)[E swver (WSANYWHERE - Apache v | Server area: (Global configwaion )
v Comman Tasks and Waards WEANYWHERE » Edt Configuration Fil

) Create \Web Senvices Server
o Create HTTP Server
) Create Application Server

Edit Configuration File
Selected file:  fwwaiwsanywherelcanShtipd cont

Aoz
@ LD&P twu;; ibm_ss1_module /QSYS.LIB/QHTTPSVR.LIB/QZSAVSSL. SRVPGM
< Cenfigure ule [QEYS. LIB/QHTTPSVA. LIB/QIISI. SAVPGH
. le module /QSYS.LIB/QHTTPSVR.LIB/QZSACORE . SRVPEH
2 e "m : -Merv:r ®ALL Start End
gwm — e /QIEM/US rData WebSphere/AppServer/ve/aase/profiles/default 5733nse 2
O Virtual Hosts ig /QUEM/UserData/Websphere/AppServer/ve/Base/profiles/default/config/cells/ /usalilza/nodes/ /usaliloa/ servers/ IHS_WSANYWHERE /plugin-cfg.oml
£ URL Mapping Loadioduls was_2p28_module /Q5YS.LIB/QHASSA, LIB/QSVTAPLS, SRVRGH
™ Tl r wiz. 4z
gmﬁ“‘”ﬁ :é::::isur‘:;!m originally created by Create HTTP Server wizard on Tue Nov 17 @3:42:17 EST 2020
awm"”' DocumentRoct /wen/wsanywhere/htdocs
&y Direstary Handling Tracegnable off
Options -FollowSymLinks
I Security t "¥h AT X1 Xu 5t \Nr\" %5 3D \"X{Referer}i\" \"X{user-agent}i\"" combined
iy st 2} t “%{cookie}n \"%r\" ¥t* cookie
t "N{user-agent}i” agent
B t "%{Referer}i -> %" refered
O System Resources "%h X1 Xu %t \"Xr\" X»>s Xb" common
Iy Cache
e
gcawon £
"mozilla/2" pokeepalive
BHTTPRZ f "User-Agent” "JDK/1\.8" force-response-1.@
"User-Agent” "Java/1\.@" force-response.1.8
(-] A Sarver F 'us:r-uent‘ “RealPlayer 4\.9" force-response-1.@
"user-Agent” “MSIE 41.8b2;" nokeepalive
w Tools "User-sgent” "MSIE &%.eb2;" force.response-1.8
}’:M Wwﬂ Seteny HTTPS_PORT 443
& Di °°"'23,, Header always edit Set-Cookie "~(?1.%(\s+|;)(?i)5amesite=)(.*)" "$@; Samesite=None; Secure” eny=!SAMESITE_SKIP
&* Feal Tima: Sarver Statistics Header cnsuccess edit set.cookie "~(?1. '(\s*| M Sites)(.*)" 'SB, 52 tgcmne, Secure” envs!SAMESITE_SKIF ¥
4 Menitor pirectoryIndex index.html

[o%| [aply| [cancel|

4 Itis suggestible to take a backup of httd.conf file, before proceeding with any changes.

5 Add the below statements to the httpd.conf file in the SiWA environment. If these LoadModule
statements already exist be sure they are not commented out.

LoadModule proxy module /QSYS.LIB/QHTTPSVR.LIB/QZSRCORE.SRVPGM
LoadModule proxy http module /QSYS.LIB/QHTTPSVR.LIB/QZSRCORE.SRVPGM

WSANYWHERE » Edit Configuration Fie

Edit Configuration File
file: i

conf

L /QSYS. Lm.foh‘rrpsvn LIB!Q{.ISI sm.rpm
dule /QSYS.LIB/QHTTPSVR.LIB/QISRCORE.SRVPGM
Loadiodule pmmf_mulg /Q5YS, LIB/QHTTPSVR. LIB/QZSRCORE . SRVPGM
LoadModule proxy http module /QSYS.LIB/QHTTPSVR.LIB/QZSRCORE.SRVPEH
AppServer *ALL Start End

le was_ap2e_module /QSYS.LIB/QWASSA,LIE/QSVTAP24, SRVPGH
uration originally created by Creste HTTP Server wizard on Tue Nov 17 @8:42:17 EST 2028
Listen *:442
oot /wawi/wsanywhere/htdocs
of f

\"%{User-Agent}i\"" combined
t "%{Cookie}n \"%r\" %t" cookie
"%{User-agent}i” agent
chF rmat "%{Referer}i -» " referer
t "%h X1 Xu Xt \"Xr\" X>s Xb" common
,_log combined
log 7@
logs!error ~ log 7 a

SetenvIf "user- Agent JDKI:I\ e" force-response-1.8
SetEnvIf "user-Agent™ "Java/i\.e" force-respense-1.@
"User-Agent” “"RealPlayer 4\.2" force- response-l.e
"User-Agent™ "MSIE 4\.eb2;" nokeepalive
"user-Agent™ "MSIE 4\.eb2;" force-response-1.8
HTTPS_PORT 442

unaﬂnr alwave adit Cat_rankia "AF21 =2ficsl V¥ VCamacita i *\" "ga+ CamaCita-Mana: Carura” anu-1CAMESTTE ST
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@ HTTP Server Administrationon L 3 S

<« C A Notsecure | usalil2a.infor.com:2001/HTTPAdmin a ®

5% Apps SupplierExchange Infor OS Infor | Wik SIW AnyWhere MA_Integrations | 5. IBM i CPQ | SalesPortal (5 Google » Other b

Al Servers | HTTP Servers | Application Senvars | Instalations.

wruning | [ sever [WSANYWHERE - Apache v | Server area: [Global configuration "
w Common Tasks and Waards WEANYWHERE > Edit Configuration File

J Create \Web Services Server
o) Create HTTP Server

0 Cosia Afplonts Sen Edit Configuration File
= H.m,.r"b and W Selected file:  fwwidwsanywheseiconthiipd cont
2 Directony i the \Web
] LW Cerfiguraion Leadvodule ibm ssl medule /QSYS.LIB/QHTTPSVR.LIB/QZSAVSSL. SAVPEM
o Configure TLS Loagodule mod_Sbm_si /QSYS.LIB/QHTTPSVA.LIB/QZISI.SAVPGH
. Loaguodule deflate module /QSYS.LIB/QHTTRSVR.LIB/QISACORE .SRVPGH
w Server Froperties 3 .
[ General Server Configuration AppEerver *ALL Start End L .
Caontainer Management WASInstance /QIEM/UserData/webSphere/sppServer/ve/ease/profiles/default 5733use 2
Virtual Hosts WebsphererluginConfig /QIBM/UserData/wWebSphere/AppServer/va/Base/profiles /default/config/cells/usalilza/nodes/usalil2a/sarvers/IHS_WSANYWHERE /plugin-cfg.oml
URL Mageng LeadModule was_ap2e_module /QSYS.LIB/QWASSA,LIB/QSVTAPZ4. SRVPGM

# configuration originally created by Create HTTP Server wizard on Tue Nov 17 @8:42:17 EST 2028
Listen ®:443

i
|
i
3

DocumentRoot /ww/wsanywhere/hidocs

Handling TraceEnable OFf

options -FollowsymLinks

LogFormat "%h X7 X1 Xu Kt \"%r\" %>5 %b \"%{Referer}i\" \"X{user-agent}i\"" combined
Coetact and COI £ %{Cookieln \"%r\" Xt cookie
ser-agent}i” agent

LogF DI'H!t "%{Referer}i -» W7 re‘ferer]
Legrormat "¥h X1 Xu Xt \"%r\" %>5 Xb" common
Customlog logs/access_log combined

LogMaint logs/access 1og 7 @

Logaint logs/error log 7 @

SetEnvIf "user-Agent” "Mozilla/z" nokespalive

g
5
§

7
E
F
H
{

§

RR LR

B HTTR2 "user-Agent” “IDK/1\.8" force-response-1.8
"User-Agent” "Javasi1\.@" force-response-1.@
[ WetSphere Applcation Server “User-Agent” “RealPlayer 4\.@" force-response-1.9
"user-Agent” “MSIE 41.8b2;" nokeepalive
w Tools v_'F "User-Agent” "MSIE &%.@b2;" force-response-1.8
o ey e % swnv HTTPS_PORT 443
::nimm: Header always edit Set-Cookie "~(21.*(\s+|;)(?i)sameSite=)(.")" "5@; Samesite=None; Secure” env=| SAMESITE_SKIP
&* Feal Tima: Sarver Statistics Header onsuccess edit set.cCookie "~(?01.%(% s‘l 3M(?1)5amesiten)(.*)" 'sa, S__a_mg;_i_t_:e-l'bre, secure” enves!SAMESITE_SKIP i
4 Wik Log Menor pirectoryIndex index.html

| oK Apply Cancel

6 Add the below statements to the virtual host section for SSL for SiWA. The virtual host section
would be between the <VirtualHost.443> and </VirtualHost> lines. There will be other
statements in this section as well.

Note: The Net-Link proxypass would point to the IDF SSL web server and port if NetLink.war is
deployed in an app server connected to an SSL enabled HTTP server. If not, use the standard
IDF Net-link server and port.

<VirtualHost *:443>

# Set SSL application for NetLink proxy if using SSL
SSLProxyAppName QIBM_HTTP_SERVER_WSANYWHERE
SSLProxyEngine on

# NetLink
ProxyPass /NetLink https://myibmi.infor.com:port/NetLink

ProxyPassReverse /NetLink https://myibmi.infor.com:port/NetLink

</VirtualHost>
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(Where myibmi is the hostname of IBMi server and port is Net-Link running port, for example
shown as below)

WEANYWHERE > Edit Configuration File

Edit Configuration File
Selected file: /wwwiwsanywhere/confhtipd.conf

Setenvif "User-agent™ "RealPlayer 4\.e" force-response-1.e
SetenvIf "User-Agent" "MSIE 4\.eb2;" nokeepalive
SetEnvIf "User-Agent™ "MSIE 4\.eb2;" force-response-1.8
SetEnv HTTPS_PORT 443
Header always edit Set-Cookie "~(2!.*(\s+|;)(?i)SameSite=)(.*)" "$@; SameSite=None; Secure" env=!SAMESITE_SKIP
Header cnsuccess edit set-Cookie "~(2!.*(\s+|;)(2i)Samesite=)(.*)" "$0; SameSite=None; Secure" env=!SAMESITE_SKIP
DirectoryIndex index.html
<Directory />
Require all denied
</Directory>
<birectory /www/wsanywhere/htdocs>
Require all granted
</Directory>
<virtualdost *:443>
# set ssL application for NetLink proxy if using ssiL
| SSLPrexyAppName QIBM_HTTP_SERVER_WSANYWHEREL

SSLAppHame QISM_HTTP_SERVER_WSANYWHEREL
SsLProtocolDisable SSLv2 SSLv3
# NetLink

AccessFileName .htaccess

[oK| | Apply  cancel

Caution: The parameter value of SSLProxyAppName should match with SSLAppName .

For example shown as below:
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WSANYWHERE > Edit Configuration File

Edit Configuration File
Selected file: /wwwiwsanywhere/confntipd.conf

SetEnvIf "User-Agent™ "RealPlayer 4\.e" force-response-1.e
setenvIif "User-Agent®™ "MSIE 4\.eb2;" nokeepalive

S If "User-Agent”™ "MSIE 4\.eb2;" force-response-1.0
SetEnv HTTPS_PORT 443

Header onsuccess edit set-cookie "~(2!.*(\s+|;)(?i)samesite=)(.*)" "$0; SameSite=None; Secure” env=!SAMESITE_SKIP
DirectoryIndex index.html
<Directory />
Require all denied
</Directory>
<Directory /wwe/wsanywhere/htdocs>
Require all granted
</Directory>
<virtualdost *:243>
# Set ssL application for NetLink proxy if using ssL
| sSsLProxyAppiame QIBM_HTTP_SERVER_WSANYWHEREL

SSLApphame QIBM_HTTP_SERVER_WSANYWHERE1

SSLProtocolDisable SSLv2 SSLv2

# NetLink

ProxyPass /MNetLink https://usalil2a.infor.com:36201/NetLink
ProxyPassReverse /NetLink https://usalil2a.infor.com:2&201/NetLink
</virtualdost>

AddoutputrilterByType DEFLATE text/html

AddoutputFilterByType DEFLATE text/css

AddoutputFilterByType DEFLATE text/javascript
AddOutputFilterByType DEFLATE application/javascript
AccessFilenName .htaccess

(oK |Apply| | Cancel |

7 Click on Apply and OK.
8 Restart the SIWA configured HTTP server and its associated Application server.

9 Verify if NetLink application is launching with same 443 port or without port as now.
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= & B usalil2a.infor.com/NetLink/LoginPrompt?destUrl=NetLinkServlet3%3frequest%3dmainBrowser
BB webmail = Infor Support Porta.. ﬂ Jira I0S EAM SE WMS crQ LSP SiIWA fav Imported From IE

Infor XA Net-Link

bataian | | esennnans

English

SiW Anywhere Admin settings

Once the above settings are deployed and validated, log into SiWA Admin and update the Net-Link
URL to use the same server and port that SiWA is using.

For example, if you had Net-Link set to https://usalil2a.infor.com:36201/NetLink, then it
should be changed to https://usalil2a.infor.com/NetLink, to use the SiWA server and port
that will be opened in the firewall.

76 | Infor XA Setup Guide for Secure Net-Link



Configuring SiWA IBMi WAS with single port

& C @ usalil2a.infor.com/systemi/admin.html|

it Apps SupplierExchange Infor OS Infor | Wiki SIW AnyWhere XA_Integrat

Infor System i Workspace = Net-Link
AnyWhere Administration

Add New Configuration

Name L2A33

Net-Link URL hitps:/fusalil2a.infor.com/NetLink

Allow Popup Enabled .
VvinCOws
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