Infor XA Setup Guide for Secure
Net-Link

Infor XA 9.2 and 10



Copyright © 2024 Infor

Important Notices

The material contained in this publication (including any supplementary information) constitutes and contains
confidential and proprietary information of Infor.

By gaining access to the attached, you acknowledge and agree that the material (including any modification,
translation or adaptation of the material) and all copyright, trade secrets and all other right, title and interest therein,
are the sole property of Infor and that you shall not gain right, title or interest in the material (including any
modification, translation or adaptation of the material) by virtue of your review thereof other than the non-exclusive
right to use the material solely in connection with and the furtherance of your license and use of software made
available to your company from Infor pursuant to a separate agreement, the terms of which separate agreement shall
govern your use of this material and all supplemental related materials ("Purpose").

In addition, by accessing the enclosed material, you acknowledge and agree that you are required to maintain such
material in strict confidence and that your use of such material is limited to the Purpose described above. Although
Infor has taken due care to ensure that the material included in this publication is accurate and complete, Infor cannot
warrant that the information contained in this publication is complete, does not contain typographical or other errors,
or will meet your specific requirements. As such, Infor does not assume and hereby disclaims all liability,
consequential or otherwise, for any loss or damage to any person or entity which is caused by or relates to errors or
omissions in this publication (including any supplementary information), whether such errors or omissions result from
negligence, accident or any other cause.

Without limitation, U.S. export control laws and other applicable export and import laws govern your use of this
material and you will neither export or re-export, directly or indirectly, this material nor any related materials or
supplemental information in violation of such laws, or use such materials for any purpose prohibited by such laws.

Trademark Acknowledgements

The word and design marks set forth herein are trademarks and/or registered trademarks of Infor and/or related
affiliates and subsidiaries. All rights reserved. All other company, product, trade or service names referenced may be
registered trademarks or trademarks of their respective owners.

Publication Information
Release: Infor XA 9.2 and 10
Publication date: July 22, 2024

Document code: Secure Net-Link, War file deployment




Contents

Contents
N o Lo 10 1 13 U o = OSSR 7
LAY o] T o 11 o YRS 7
(@] a1 v=Tox 11 0o TN 1 o) (o] PRSP 7
Chapter 1 Net-Link WAR file Deployment OVEIVIEW ..........ccueiiiiiiiie e 10
Fully Qualified DOMAIN NAMES ......uviiiiieeiiiiiiiiieeee e e e e e e e e e s e s e e e e e e s s s s e e e e e e e e s annnnrnneeeeaeees 11
Chapter 2 Net-Link WAR file Generation and Deployment ........ccccccoviiciiieeeee e eccciieeee e 13
Net-Link WAR file generation i XA .. ...ttt st s e e s e e et e e e s enneeee s 13
Generate WAR il IN XA RO2 ...oue ettt e e e et e e e e e e e e e e s eaaeeeeees 13
Generate WAR fil€ iIN XA RLO .cuuuiiiii ettt e et s e et e e s e e e et et e e s e et e e eeaaaseerees 14
BUIIAING WAR il ..ot e e e e e e e e e e e e e e s b e e e e e e e e e e eaanes 15
Net-Link WAR file deployment t0 TOMCAL ........ccvvieiiiiiiiiiieee e e e e e e e nnaaneeeae e 16
Net-Link WAR file deployment 0N WEDSPREIE .........c.ceviiiiiiie et 17
WebSPhere (VEISION 8.5)......ccii ettt e e e e e e e e e e e e e e e e e e e snnnnnnanees 17
WEDSPhEre (VEIrSION 9.X) ....uuiiie ittt ettt et ee e st e e e e st e e e e snneeeeeeneeeeeeanneeeens 21
Chapter 3 IDFIONAPI WAR file Generation and Deployment...........cocccviieeiee i 30
WAR file generation in XA RLO .....cccoiiiiiiiiiiiee e eeeiee e e e e s e s e e e e e e s s eeeaaeesessnsnaneeeaeeeeannnne 30
WAR file deployment on WEBSPREIE............uvviiiiiiii e 31
Chapter 4 WAR file Re-dePIOYMENT .....eeiiiiiie e 47
RTAT 7 R {1 =3 o =T =T = o o PSR 47
Re-deployment 0N TOMICAL..........ooiiiiiiciee e e e e e e e e e e e e e e s e s nnrrereeaeeeeeennnes 47
Re-deployment on WebSphere (VErSION 9.X) ......uuveiieeiiiiiiiiiiieee e e e e eccireeee e e e e s ssnnaeeeaaeeeesnnnes 48
Chapter 5  ConfigUIiNG TLS ... i e e e e e e s e e e e e e e s annnraneeeaeeeeannnnes 52
AppendiX A ReSEet POt 0N WarNINQ ...ceeiiiiiiee et e e ee e s see e e s st e e s sneeeeeennneeee s 59

Appendix B Enable Reverse Proxy in SiW Http server to access Net-Link with same URL
and port 65

Infor XA Setup Guide for Secure Net-Link |3



Contents

Reverse Proxy changes in WSANYWHERE httpd.conffile..........cooociiiiiiie e 65
Appendix C  Secured Net-Link URL configuration in SIWA Administrator.........ccccccoevvcvvvneeen. 70
SIW ANYWhere AdmIn SELHNGS ...vvvviee e e e e e e e e e s s s e e e e e e e s s snnnreeeeeeeeean 70
Appendix D  Adjust Http Thread Count for Secured Net-Link in WebSphere..........cccccoeeeee. 73
HTTP threads CONfigUIatioN:..........oooiiiii et e e e s 73
Web container threads CONfiQUIAtioN.............uuiiiiieeeiiiee e e e nerrre e e e e e s 75

4 | Infor XA Setup Guide for Secure Net-Link



Contents

Infor XA Setup Guide for Secure Net-Link |5






About this guide

About this guide

This document describes the process of WAR generation, deployment and re-deployment on Tomcat
and WebSphere for applications like Net-Link and IDFIONAPI. Also, on how to secure Net-Link and
IDFIONAPI using TLS.

Revision History

Version Date Author Comments

0.1 14/Jun/2017 | Michael Dillon Initial Draft

0.2 11/Apr/2019 | Singaravizhiyan R | Added Building WAR file and Workspace Net-Link
URL configuration

1.0 10/16/2020 | Development WebSphere 9.x Configuration

2.0 06/19/2021 Development WAR file redeployment

3.0 04/13/2022 | Jany Khan Patan IDFIONAPI WAR file deployment in WebSphere

4.0 11/16/2023 | Jany Khan Patan Content restructure

Contacting Infor

If you have questions about Infor products, go to Infor Concierge at https://concierge.infor.com/ and
create a support incident.
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About this guide

The latest documentation is available from docs.infor.com or from the Infor Support Portal. To
access documentation on the Infor Support Portal, select Search > Browse Documentation. We
recommend that you check this portal periodically for updated documentation.

If you have comments about Infor documentation, contact documentation@infor.com.

8 | Infor XA Setup Guide for Secure Net-Link


https://docs.infor.com/
mailto:documentation@infor.com

About this guide
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Net-Link WAR file Deployment Overview

Chapter 1 Net-Link WAR file Deployment Overview

The standard installation process involves accessing the Net-Link through a URL to the IBMi due to
which users are confined to a secure network. However, in some circumstances it is hecessary to
provide access to the users outside of the network. Although the platform is secure, and can be
protected via firewall settings, connecting directly to IBMi from the web is not recommended.

Therefore, it is necessary to expose the Net-Link web server components to the web.

An example topology of the IDF components used for Net-Link in a container deployment scenario:
The default ports used by IDF for http and https are typically 80 and 443 respectively.

Client App server (Tomcat, System |
WebSphere, Jetty etc.)
http

https

Browser Web archive

Link
Manager

Aux machine

The web components of Net-Link runs in a Servlet container. Examples of such a container are
Apache Tomcat and IBM WebSphere. The components are packaged into a Web Archive (WAR)file.
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Net-Link WAR file Deployment Overview

Note: The container used for Systemi Workspace can also be used. This document explains how to
obtain the WAR file, and to deploy it to these servers.

Fully Qualified Domain Names

For a Microsoft Windows deployment, we recommend that the Windows Server has a Fully Qualified
Domain Name (FQDN) that can be used to address the Windows Server, both externally and
internally (i.e. the Windows Server knows itself by this FQDN) within your enterprise.

For either a Microsoft Windows or IBMi deployment, we recommend that the IBMi server also has a
FQDN that it can be used to address the Windows Server, both externally and internally (i.e. the
IBMi knows itself by this FQDN) within your enterprise.

It is important to have FQDNSs in place before you install System i Workspace, otherwise, the URL
paths, SSL configuration and other settings created during the installation may be incorrect and
cause failures when trying to access or use System i Workspace.

Infor XA Setup Guide for Secure Net-Link | 11



Net-Link WAR file Deployment Overview

12 | Infor XA Setup Guide for Secure Net-Link



Net-Link WAR file Generation and Deployment

Chapter 2 Net-Link WAR file Generation and
Deployment

The WAR file contains configuration details to communicate with the IBMi. Therefore, the file cannot
be shipped with the IDF as a component. The file contains components that can change during the
build of IDF. Therefore, it is important to refresh the WAR file regularly when a new build is applied
to the global IDF environment.

Net-Link WAR file generation in XA

Below sections explain the different ways to generate WAR files in XA.

Generate WAR file in XA R92

The current WAR file can be obtained by navigating to the URL
http://{server}{port}/NetLink/NetLink.war.

where {server}, is the name of the IBMi which hosts IDF, and {port} is the port used for access to IDF
components over HTTP.

(For example: http://usalil02.infor.com:36001/NetLink/NetLink.war)

Caution: The URL is like the link used to access Net-Link.
Note:

1 An alternative mechanism to obtain the WAR file has been created in XA R10 release.
Previously, the war file was generated and downloaded from the server via the URL, as
discussed above.

1 This still works but as the war file is generated from global the contents are therefore at the build
level that is current for the global environment. A new URL has been created that generates it
from the environment (and at the build level of the environment)

http://{server}:{port}/NetLink/WebArchive.
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Net-Link WAR file Generation and Deployment

Generate WAR file in XA R10

1 The user must be signed into Net-Link for the environment that has the correct build.

2 Navigate to http://{server}:{port}/NetLink where {server}, is the name of the IBMi whichhosts IDF,
and {port} is the port used for access to IDF components over HTTP.

3 The Net-Link login prompt should be shown below, then Sign into Net-Link for the correct
environment using respective IBMi userID.

B infor XA Net-Link x [+ m
<« c A Not secure | lusalil02infor.com:36001/NetLink/LoginPrompt?destUri= NetLinkServiet¥%3frequest33dmainBrowser
25 Apps SupplierExchange Infor OS Infor | Wiki SIW AnyWhere XA _Integrations | S.. BMi CPQ | SalesPortal [ Inf
?

Infor XA Net-Link

lasun = | ]
(JJ) XASJ IFM/EPDM Scheduled Issue  (20079) - USALILOZ INFOR.C =
English

4 The Main Browser should display as below.

T
{1J) Infor XA Net-Link x |+ CLECE e

&« C A Notsecure | usalil02.infor.com:36001/NetLink/NetLinkServlet?request=mainBrowser&controllerld=c1&group=RequestGroup_162i
5 Apps SupplierExchange Infor OS Infor | Wiki SiW AnyWhere XA_Integrations | S... IBM i CPQ | SalesPortal m Infor d/EPM

Infor XA Net-Link

File 4| | Customize 4| | Help 4 Default

Customer Relationships
= m Campaigns Sales Post Sales Codes

Customer Service

Engineering g ﬁ £ £ u ga gs ﬂ E

Material
aterials Account Accounts Account Account Contacts Employees Employee Activities Activity Tasks
Contacts Orders Quotes Groups

Production

Finance
Procurement
Planning
Environment

Material Logistics
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Net-Link WAR file Generation and Deployment

5 Either in a new tab (the browser session is shared between tabs), or in the current tab, navigate
to http://{server}:{port}/NetLink/\WebArchive

where {server}, is the name of the IBMi whichhosts IDF, and {port} is the port used for access to
IDF components over HTTP.

&= (1) Infor XA Net-Link X & NewTab X

C @ http://usalilOZ.infor.com:36001/NetLink/WebArchnvel

6 The NetLink.war file should be generated and downloaded.

L C ® Chrome | chrome://downloads

it Apps SupplierExchange Infor OS Infor | Wiki SiW AnyWhere XA_Integrations | S.. IBM i CPQ | SalesPortal  [g] Infor d/EPM

Downloads Q,  Search downloads

k] Your browser is managed by your organization

Today

NetLink.war X
http://usalil02.infor.com:36001/NetLink/Download?token=Xn6qrwcgClo

Show in folder

Building WAR file

The Net-Link WAR file generation code is present only in Version 9.2 and 10. The "Exception
Encountered” error message is displayed a previous version, the WAR file must be built manually.

]

Netlink.war
To build the file manually:
1 Extract the contents of the NetLink.war file to a new location using 7z.

2 Edit the WEB-INF/web.xml file and change all occurrences of nlbaig05.infor.com (or the lower-
case equivalent) with the Fully Qualified Domain Name (FQDN) of your iSeries.

ll®

=
m
o
=
2
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3 Compress the contents to a new WAR file (named NetLink.war), ensuring that the structure
matches that of the originally attached WAR file. Set the Archive Format field to zip.

Add 10 Archvve - -

Unery 3l Tomp' ] A
E;“’“’.""‘ L 23
Compescn v TR
Conprosson method (Ontate e
Outenary s BT 2
ot nn @ 5
Sobd Bock soe
Nunber of CPU Sreads () /4
Mamory unsge for Compresang 1
Mamory usagn tor Decongressry rd
ot 13 volsmen bytes
Parameten

Onate 55X achoee
- Compraes shared ten
[ Delnte fon ster comprennon
Enorpeon
Erter paarmord

Paerter posvanrs

Net-Link WAR file deployment to Tomcat

Follow the steps below to deploy the Net-Link WAR to tomcat for SiIWA Windows installation.

1 Go to Windows server having SIWA Windows(tomcat) running. Go to windows services and stop
the SIWA specific service.

Infor SIWA (SiWAnyWhere)

Stop the service
Restart the service

~

Name Description Status Startup Type Log On As
Q& Hyper-V Volume Shadow C... Coordinates... Manual (Trig... Local Syste...
\Q; IKE and AuthlP IPsec Keying... The IKEEXT ... Running Automatic (T... Local Syste...

*3|nfor SIWA (SIWAnyWhere) Infor SIW A.. Running

X R it ot S P — e oy 2 —

Automatic

Local Syste...

16 | Infor XA Setup Guide for Secure Net-Link
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2 Goto SiWA installation folder and webapps folder. Paste the NetLink.war file and restart the
SIWA service. Tomcat will unzip the war file and deploy it automatically.

&« v > ThisPC > Local Disk (C:) > Program Files > Infor > SiWAnyWhere > tomcat > webapps »

Name ‘ Date modified Type Size
# Quick access
host-manager

I Desktop ~
manager File folder

¥ Downloads NetLink File folder
| Documents ROOT File folder
& Pictures ¢ SiW5250AnywhereServer

properties #* systemi File folder

debug | Netlink.war WAR File 39,529 KB
=2 E\

3 ConfiguretheNet-Li nk URL i n Si WA Admini st rAppeadixCby f ol |l owir
Secured Net-Link URL configuration in SIWA Administratoro .

Net-Link WAR file deployment on WebSphere

If you are using WebSphere with version 8.5, please follow the steps below in WebSphere (Version
8.5) section. Else, if you are using WebSphere version 9.x and above, please follow the below steps
in WebSphere (Version 9.x) section.

WebSphere (version 8.5)

For deployment of WAR file using WebSphere, execute these steps:

1 Copy the WAR file to a |l ocation on the I FS of the
However, the location can also be in the root.

Note: If using the WebSphere instance of Systemi Workspace, make a copy of the plugin
configuration (see the Systemi Workspace instructions for details).

2 Open the HTTP Administration console (http://{hostName}:2001/HTTPAdmin), and log in with
*SECADM authority.

3 Select the Manage, and Application Servers tabs.

Infor XA Setup Guide for Secure Net-Link | 17
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Setup (LU TI Advanced | Related Links
All Servers | HTTP Servers  Application Servers  Installatons

® Running Server. | INTAPPSVR - VB 5 (int app svr) ¥

v Common Tasks and Wizer INTAPPSVR

4  Specify a server instance in the Server field or select the instance used by Systemi Workspace.
5 Select Manage > Manage Installed Applications.

6 Click Install to add Net-Link as a new application.

INTAPPSVR > Manage Instalied Applicatons

Manage Installed Applications
Data current as of Feb 26, 2016 4:12.51 AM

Instalied applicatons: ©
Application name Status Context root
@  Netlink © Running /NetLink

Install Stop Propertes Uninstall ' Refresh

All Servers | HTTP Servers  App
® Running Server.

w Common Tasks and Wizads
J Create Web Services Server
J Create MTTP Server
J Create Applic ation Server
J Create WebSphere Portal
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7 Specify the location of the WAR file (the location specified in Step 1) in the Path to application
field.

INTAPPSVR > Install New Application

Install New Application
Specify Application Location

Weicome 10 the Install New Applicaton wiZard. This wizard instalis an appiication into the IBM integrated Webd
applicaton server for |. The application 1o be instalied must reside in an Integrated file system direciory

Specify the location of the applicaton ©

Path to application: /MdillNetLink war Browse |
Note:The path must be 2 Web Archive file (WAR) application directory or 3 war file

¥ Copy the application file 10 the appiication server apps directory

Note: You can also use the Browse option to select the File.

(1) w0220/ HTTPAGmin/FieB... Lo ). IE
() usalil02:2001/HTTPAdmIn/FileBrowser

&/ &
(3 AutoRis
@oin
() BRMSCAN
(0 BRMSRCY
(& CCHimages
() CPARK
@®CRM
® dev
et
& home
(& hompet!
() INFOR
() InforBMR
(@ InforSupport
(3 iInstancecache
(0 JGRIESSER
@w
(& banstall
& Man
®com
0 ChanTestclass
D ChanTestout
0 ChanTestsh
D CiasspathTestsh
[ Contractiest_NSxis
O NetLink.war
D not_Buyer.xis
D SimpleCbject - Copy class =,

D P T P PP,

/MdI/NetLink war
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Note: Make sure that the location of the WAR file is correct.

8 Select the Copy the application f i | chegk box.

INTAPPSVR » Install New Applicaton

Install New Application
Provide Options to Perform the Install

Specity applicaton deployment options Q
Applicaton name NetlLnk

Context root /NetLink €.9. myContextRoot
Directory application instalied 0. wwintappsviwipiusriserversintappsvi/apps

Ca

9 Click Next. The Provide Options to perform the Install window is displayed.
10 Accept the default values for the Application name and Context root.

11 Click Next. The Summary window is displayed.

INTAPPSVR > Install New Applicaton

Install New Application
Summary

‘When you click Finish the installaton will be started for the foliowing applicaton

Path to application MaaUNetLink war
Application name NetLink

Context root NetLink

Context root ports 10000

Directory application installed to: /wwwintappsviwip/ustsernversintappsvi/apps

20 | Infor XA Setup Guide for Secure Net-Link



Net-Link WAR file Generation and Deployment

12 Review the content on the Summary window.
13 Click Finish.

Note: It is assumed that System i Workspace is already deployed to WebSphere.

WebSphere (version 9.x)

The deployment process utilizes the WebSphere Wizard function to create a Net-Link Applicationand
associated HTTP server.

Check that you have the following subsystem running, and that all ADMIN jobs are running within the
subsystem:

WRKSBSJOB QHTTPSVR

If the subsystem is not active, issue the following OS400 command:
STRTCPSVR SERVER(*HTTP) HTTPSVR(*ADMIN)

For deployment of WAR file using WebSphere, execute these steps:

1 Copythe WAR file to a locationonthe IFSoft he i Seri es which is preferabl
However, the location can also be in the root.

2 Open the HTTP Administration console (http://{hostName}:2001/HTTPAdmin), and log in with
*SECADM authority.

3 Select the Manage, and All Servers tab.

4 Select Create Application Server and Click Next.

All Servers  HTTP Servers | Appiication Servers | Instatations

w Common Tasks and Wizards Manage All Servers ©

2 Create Web Services Server

3 Croslo HTTP Server Al HTTP Servers  All Application Servers

J Create Application Server

Data current as of May 20, 2020 4:27:24 AM.
Server . Version Status Address:Port Description

Admin1 V8.5 (intappsvr) W Running *:2002
Admin2 V8.5 (ntappsvr) @ Running *:2004 2005
Admind V8.5 (ntappsvr) @ Running 2006
Admind V85 (ntappsvr) W Running 2008
Admins V85 (intappsvr) W Running 2011

defaultservert V8557 Express @ Stopped  ":2809,5080,5061,8880,9043,8060,9080,9443

5 Select V9.0.0.xx Base and Click Next.
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1BM Web Administration for i Welcome QSECOFR @ websphere
Setup QLITTTTE Advanced | Related Links o

Al Servers  HTTP Servers | Application Servers | Instafiations

w Common Tasks and Wizards i i
ey Create App!lcatlon Seryer
J Create HTTP Server Select Application Server Version and Type

J Create Application Server
This system has more than one version and type of application server Installed. For WebSphere Application Server version 8.0 or higher, you can choose to create the server on existing installation or
install a new Server jon. This requires the product packages to be located on this local system or a remote system. The wizard handles the install steps in addition to
server creation and configuration using this new instaliation,

Choose the type of application server to create
1BM integrated Web application server for i:
V8.5
WebSphere Application Server:

New Server V9.0.0.11 Base, aliows you to add a wide range of complex business logic to your Web application with a full function J2EE(TM!
©19.0.0.11 Base compilant application server.

V8.5.5.7 Express WebSphere Appiication Server V9.0.0.11 Base can be installed in muttiple locations on this system. Multipie appiication servers can be created from each instailation.
The product install path for this is \pp

(v ]
6 Enter appropriate Application server name and Server description and Click Next.
Suggested values
Application server name: NLAPPSVR
Server description: Net-Link Application Server
1BM Web Administration for | Welcome QSECOFR @ WebSphere
Setup LU Advanced | Related Links -
AllSorvers  HTTP Servers | Appicaton Servers | Instaations
A m ;3:* and W"ﬂs':*m Cregte w§b§phen Application Server V9.0.0.11
3 Croato HTTP Servor Specify Application Server Name
J Create Application Server
Specity a unique name for the application server, @
Application server name: NLAPPSVR
Server ication server created by the Cre:
[Back | Next| | cCancel
i v |

7 Click Next.

22 | Infor XA Setup Guide for Secure Net-Link



Net-Link WAR file Generation and Deployment

1BM Web Administration for | Welcome QSECOFR @ —
Setup ELUTTITN Advanced | Related Links
All Servers  HTTP Servers | Appiication Servers | Instaliations
v Common Tasks and Wizards i i -
& Couto Web Create Application Server
J Create HTTP Server .
2 Create Appiication Server Weicome to the Create Application Server wizard. This wizard creates a new application server to run Web applications with dynamic content, updates the Web server plugin configuration for an

associated external HTTP server, and creates all necessary database providers and connections required for the Web applications you m to install

= Install Product and Instaliation Manager
The wizard handles the product and Installation Manager Install as necessary for \WebSphere Application Server Version 8.0 or higher products in addition to creating and configuring the

server, To create WebSphere Application Server on a new product instaliation, the product packages are required. The wizard aiso instails and upgrades IBM Installation Manager tool which
is required 10 install WebSphere Application Server product.

« Configure Host Routing

An application must be mapped 10 a host in order 10 be accessed. A host is defined by the host name or IP address, and a port number. By default, the application is configured to be
accessible through a default list of hosts defined for the application server. If you wish for more granular control, you can restrict access to your application by configuring it to specific hosts.

« Install Application

Applications must be instalied onto the server to be The Install New wizard takes your archive file that contains the and deploys the
on the server,

« Setup Database Connection

appiications need to access databases 10 retrieve and store data. Database providers and connections are the vehicle used 10 tell the server how 1o access the database, what
database 10 access, and where the database Is located

| Back | Next Cancel |

8 Select Create a new HTTP server (powered by Apache) and Click Next.

o o BRE WebSphere
Setup LTI Advanced | Related Links
All Servers  HTTP | S |
w Common Tasks and Wizards
2 Croate Web Services Server Create WebSphere Application Server v9.0.0.11
J Create HTTP Server Select HTTP Server Type
J Create Applcation Server

The application server may be assoclated with an external HTTP server. If selected, the wizard will set up the external HTTP server with the necessary Information to route Incoming URL requests to
this application server,

Choose the HTTP server type: @
[®]Create a new HTTP server (powered by Apache)
Select an existing HTTP server (powered by Apache)
Do not associate an external HTTP server with this application server

Back || Next| | Cancel

©

Enter appropriate HTTP server name and HTTP server description and Click Next.
Suggested values

Application server name: NLWEBSVR

HTTP server description: Net-Link Web server
IP address: All IP address

Port: 36001

Note: The port should be the same as that you have used in the WAR file generation section.
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1BM Web Administration for | Welcome QSECOFR @ WebSphere
Setup LTI Advanced | Related Links
All Servers  HTTP Servers | Appication Servers | Instaliations.
w Com Tasks Wzards i i
5 c’m V(l’w S0d WA Create WebSphere Application Server V9.0.0.11
J Croato HTTP Server Create a new HTTP server (powered by Apache)

J Create Application Server
Anew HTTP server (powered by Apache) will be created and configured to be used by this application server. 0

HTTP server name: NLWEBSVR
HTTP server description: Net-Link Web server

Your HTTP server may listen for requests on a specific IP address or on all IP addresses of the system.
On which IP address and TCP port would you like your MTTP server to listen?
IP address: All IP addresses ¥

Port: 36001 |
Note: Most browsers make requests to port 80 by default.

v

Note: If you receive the below Warning that the port is already configured by another application is
displayed. Enter a new port, whichhas n6t been configured by another app
note of the new port and click Next to continue the wizard using the port (36001), which is already

been configured by another application. You will be asked to change the port (36001) to the new port

by following MAppendix ARe s et Por t oahtheWhdrofrthisnvigaid.

10 Accept the default First port in range: default values and Click Next.

1BM Web Administration for Welcome QSECOFR © weosonene
Setup ELUUTTTM Advanced | Retated Links

All Servers  HTTP Servers | Appiication Servers | Instaliations

v Common Tasks and Wizards Create WebSphere Application Server v9.0.0.11
J Create Web Services Server
J Croato HTTP Server Specify Internal Ports Used by the Application Server

J Create Application Server
The application server uses several internal services such as internal HTTP transport service, Simple Object Access Protocol (SOAP) service, name setvice, and several other services to perform its
processing. In order for these services to be configured, you must provide a biock of 20 consecutive ports that are currently not In use on your system. Specify the first TCP port number in the range
and the wizard will assign the ports that are to be used by each intemnal service. For exampie, If 10076 is entered as the first port in the range, then ports 10076 to 10095 will be configured,

First portin range: [ooox | @

Back  Next Cancel

11 Deselect Default Applications and Click Next.
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1BM Web Administration for | Welcome QSECOFR
Setup LUTCNTEN Advanced | Related Links

@ WebSphere

w Common Tasks and Wizards i i
Sl Create WebSphere Application Server V9.0.0.11
J Create HTTP Server Select Sample Applications
J Create Application Server

You may optionaily install sample applications into this application server. Choose the applications you want to install and the wizard will depioy them for you.
Select which sample appiications to insta:

v Query - Provides dynamic query service for EJB client

This service is only to using EJB query language, not Web browsers.
[Tl Detault Applications - A set of samples, including SnoopServiet, that may be used to verify your application server is working.
= Sample -Asetol

P Server sample which

common tasks.

Weicome QSECOFR

@ WebSphere

Al Servers JEIRE S0 Serves | domatetons
' Common Tasks and Wizends Create WebSphere Application Server v9.0.0.11
J Create Web Services Server
J Croate HTTP Server Configure Identity Token SSO for Web to Access IBM i

J Create Application Server

Identity Token SSO is a mechanism where a single user sign-on action s access to multiple IBM i systems. This allows your Web-based interfaces to access IBM i back-end applications
without having to prompt for additional authentication. Identity Tokens are implemented using Enterprise Identity Mapping (EIM). EIM maintains the reiationships between Web users and IBM | user
profiles. The application server creates a token for the servers configured 1o support identity Tokens in this EIM Domain.

Note: EIM is hosted on an LDAP server that must be configured and running before continuing.

Configure Identity Tokens: Q
18100 not configure Identity Tokens
Conlfigure identity Tokens

[Back | Next| | Cancel

13 Review the Summary and Click Finish.
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IBM Web Administration for | Welcome QSECOFR © wevspnere
Setup ILTLTT T Advanced | Related Links =
All Servers  HTTP Servers | Appiication Servers | Instaliations.
w Common Tasks and Wzards
e Create WebSphere Application Server v9.0.0.11
J Croate HTTP Server Summary
J Creato Appication Server
When you click Finish this WebSphere application server will be created
Application Server HTTP Server
WAS version: 9,0.0.11 Base
Application server name NLAPPSVR
Server description: Net-Link Application Server
Internal port range: 10076 - 10095
Virtual host default_host
Profile root: /QIBM/UserD p \pp:
External HTTP server association: NUWEBSVR
Server URL. hitp://XAD01:36001
Business applications: None
Sample applications: | tion name | URL to access |
| query fused by EJB ciient applications |
Note: The application server and HTTP server must be started before any requests can be processed
|Back  Finish | Cancel | Printable Summary |
||
14 Select Install New Application from the WAS Wizards menu.
1BM Web Administration for | Welcome QSECOFR © websphere
Setvp ELUTUTT N Advanced | Related Links -
Al Servers | M'm'&mu Application Servers  Installations
® Stopped Server.| NLAPPSVR/NLAPPSVR - V9.0 Base v
v Common Tasks and Wizards ~ NLAPPSVR/NLAPPSYR
J Creato Wob Services Servoer
J Create HTTP Sarver o
4 Create Appicetion Server Manage WebSphere Application Server - V9.0.0.11 Base
v WAS W Profile: NLAPPSVR  Server: NLAPPSVR
2 Croate Virtual Host p ; P
53 lostoN How Product instali path: /QIBM/ P App er/'V9/Base
J Create JOBC Provider
3 Create Deta Source Net-Link Application Server
w Server Properties - - " " - = -
SRR -{‘] S A AEEER.. W RIS | TR A TR 2 ’Ea".. k) < VENER
gm ;::ng Create Additional Virtual Host Install New Application Create Data Source
B View HTTP Sorvers The default virtual host "default_host™ was created for this  After creating the server and virtual host you can install Then, define the resources the system will use to access
application server. However, you can specify additional your applications, data for your applications.
~ Apphicatons virtual hosts for more control over what URI's can run
[ Manage Instalied which appli

Profile: "NLAPPSVR™ Servor:"NLAPPSVR”
ge Installed Applications Manage Data Sources

O Manage JOBC Providers Manage Virtual Hosts Mana

D Mensge Data Sources @ default_host © swaggerul @ DefaultEJBTimerDataSource
¥ Web Performance @ admin_host ¢ query

£ Webd Performance Advisor . RESTAPIDocs
v Problem Determination @ ivapp

15 Select Application is contained in a WAR file and click Browse to locate and select the WAR
file located on the IFS from Step land then at Context root field, update with /myContexRoot
value (for eg:/NetLink) and Click Next.
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[TTTTTl Advanced | Refated Links

| AlServers | HTTP Servers | Servers | Instaations
eruning | |[Z)[ sewver [NLAPPSVR/NLAPPSVR - V9.0 Base v |
v Common Tasks and Wizards - -
J gcem \:# Pséo;mes Server
J Create ver
3) Create Applicabon Server Install New Application ©
Specify Application Location
& w‘cfe:':mu Host
j Install New Appiication Welcome to the Install New Application wizard. This wizard will install an ion into this Application Server. The application must already exist on the IBM i system in an
J Create JOBC Provider integrated file system directory.
J Create Data Source
v guvet Properties O Application Is contained in an EAR file
D Server Tracing ® Application is contained in a WAR fiie
B Server Ports
B Integrated file system path of WAR file: [INetLink wear ] Browse IO
'smfm Applications Note: The file must already be on the IBM | system,
¥ Resource Conf ation
1 Manage VetualHosts Context root: [/NetLink |@
B Manage JDEC Providers
B Manage Data Sources
'EWOD Performance
feb Becrmstce Adviace | Back || Next| | Cancel
¥ Problem Determination |
16 Click Next.
- o %
64.145.40:2001/HTTPAdmin £~ & @HTTP Server Ad... I New tab €

Welcome QSECOFR

[NeotlinkAppSr_XANetLinkAppSwi_XA - V9.0 Base V|
NULORACSST XANSILKAGOS A XA > testal Now ADpacanon

Install New Application ©
Provide Opbions fo Perform the Install

Soscty apgicaton degioyment ofsons
o (e a—
Deectony appicason instased to
L Pro-compie 353 ©

iP5 , e JSPS In 1 spplcation . Causing the. he ISPy 00 ACLO5IA0 CauIng

Note:
tabe koger

17 Check the Web server checkbox and Click Next.

a @ http://100.64.145.40:2001/HTTPAdmiIn

Retated Uind

Al Servers | HTTP Servers  Application Servers  Instaiations

wRumng | [){E) server [NetlinkAppSvi_XANetLinkAppSvr_XA - V9.0 Base |

w Common Tasks and Wizards NetlinkAppSvr XANefLInkAppSvr XA > Install New Appication
J Create Web Services Server
2 Create HTTP Server
3 Create Appication Server Install New Application ©

~ WAS Weards Map Virtual Hosts for Web Modules
s Create Virtual Host
3 Instad New Appécation Specity the virtual host you want 10 associate with the Web modules contained in this application Wet
) Create JOBC Provider
J Create Data Source Web modules 10 virtual hosts: ©

Web module |  Virtual host Web server

7 & Propertes Horthk [dofaut_host v| | | ZniweBSVRIA
© Server Tracing
] Ports
© View HTTP Servers

w Annlicatons.

18 Click Finish.

Infor XA Setup Guide for Secure Net-Link | 27



Net-Link WAR file Generation and Deployment

a @ http://100.64.145.40:2001/HTTPAdmin Jo RN VANC TS

IBM Web Administration for i . Welcome QSECOFR
Setup W'FYFYTH Advanced | Related Links

All Servers | HTTP Servers  Application Servers Installations
@ Running Server: [NetLinkAppSvr_XA/NetLinkAppSvr_XA - V9.0 Base V|

w Common Tasks and Wizards NetLinkAppSvr XA/NetLinkAppSvr XA > Install New Application
J Create Web Services Server
J Create HTTP Server

4 Create Application Server Install New Application @
 WAS Wizards Summeny
2 Create Virtual Host

J Install New Application When you click Finish the installation will be started for the following application.
) Create JDBC Provider

J Create Data Source
Integrated file system path of WAR file: /NetLink war

w Server Properties Application name: Net-Link
L] PYODGN:S ) Directory application installed to: /QIBM/UserData/ phere/AppServer/V9/Base/profiles/NetLinkAppSvr_XA'instaliedApps
B Server Tracing § ¢ i
B Server Ports Pre-compile JSPs: Disabled
D View HTTP Servers Web module | Virtual host Web server

Map Web modules to virtual hosts: Net-Link default_host v/ NLWEBSVRXA

v Applicati
0 Manage Installed Applications

w Resource Configuration
B Manage Virtual Hosts
[ Manage JOBC Providers
[0 Manage Data Sources

« Web Performance
& Web Performance Advisor

19 If you did not change the default port (36001) to the new port and continued with the warning
dport is already configured by another application§ then complete steps in AAppendix A
Reset Port on Warningo to change the default port to different port to avoid further issues due to
port clash.

20 After successful deployment of Net-Link application through above steps, complete the SSL/TLS
process by following steps in iChapter 5 Configuring TLSO .
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Chapter 3 IDFIONAPI WAR file Generation and
Deployment

This Chapter is not applicable for Customers only using Net-Link to use XA in SiWA or Infor OS
Portal. The IDFIONAPI component of IDF used to connect with ION CE using IMS needs to be
deployed to a server accessible to ION CE. Customers want to use IMS via ION API to receive
inbound BODs from ION CE, need this IDFIONAPI component.

This component should be accessible by IONCE running on Infor OS Portal using AWS. This
component should be accessible from public network using secured port. Call to this component

from AWS can be allowed using specific IP and port by whitelisting only the IPs related to Infor OS
Portal based. I nfor OS team can provide the val
allow access to this component.

WAR file generation in XA R10
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http://usalil2c.infor.com:36001/NetLink

IDFIONAPI WAR file Generation and Deployment

I n the Address bar, replace the A/ NetLinkServlet?.
( e . http://us@lil2c.infor.com:36001/NetLink/WebArchive?archive=IMS0 ) , and press enter.
= - x|+ N ~ - oA

The war file is generated and downloaded to the local machine.

WAR file deployment on WebSphere

The IDFIONAPI deployment process utilizes the WebSphere Wizard function to create an
IDFIONAPI Application and associated HTTP server.

Check that you have the following subsystem running, and that all ADMIN jobs are running within the
subsystem:

WRKSBSJOB QHTTPSVR

If the subsystem is not active, issue the following OS400 command:
STRTCPSVR SERVER(*HTTP) HTTPSVR(*ADMIN)

For deployment of WAR file using WebSphere, execute below steps:

1

Copy the WAR file to a |l ocation on the I FS of
However, the location can also be in the root.

Open the HTTP Administration console (http://{hostName}:2001/HTTPAdmIn) and log in with
*SECADM authority.

Select the Manage, and All Servers tab.
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[ Q@ HTTP Server Administrationon . X

€& > C A Notsecure | usalilcinfor.com:2001/HTTPAdmIn ® * B » 2

31 Apps SupplierExchange Infor OS Infor | Wiks SiW AnyWhere XA_Integrations | S.. 18Mi CPQ|SalesPortal G Google » Other bookmarks | [F] Reading

1BM Web Administration for i Wolcome ALASUN © websphere

¥ S‘gm ;h":'s““ Moo Manage All Servers ©
1 Create KTTP Server
J““"‘”‘"‘bs,""" AULHTTP Servers Al Application Servers
Data current as of Jan 24, 2022 1:23:45 AM
Server a Version Status Address:Port Description
O Admini V85 (intappsvr) @ Running 2002
O Admin2 V85(intappsvr) ® Stopped  *:2004,2005
) Admin} V85 (ntappsvi) @ Running 2006
O Admind V85(intappsvr) @ Running “2008
O Admins V85(intappsvr) @ Running *2011
) defaulUserveri V9.0.5.6 Base ® Running  *:2809,5060.5051.8280,9043 9060.9080.9443

defaultWSAnyWhere V9.0.5.6 Base © Running  *2810.5062 506388819044 9061 90819444
@ NLAPPSVR/NLAPPSVR  V9.0.5.6 Base ® Running  *:10000,10001,10002,10003,10004,10005,10016,10017  Net-Link Application Server

;'anmn; [t stop | Restant]
llmmonals \Deme‘Rename

4 Select Create Application Server and Click Next.

1BM Web Mmmistmion fori Welcome ALASUN @ WebSphere
- Retated Links -
_J All Servers
» Common Tasks and Wizards
S cc:: rm’m ot Create Application Server
3 Server
J Create Applicaton Server Welcome to the Create Apphication Server wizard This wizard creates a new application server 1o run Web appiications with dynamic content, updates the Web server plugin configuration for an

associated external HTTP server, and creates all necessary database providers and connections required for the Web appiications you choose to install

« Install Product and Instaliation Manager
The wizard handies the product and Instaliation Manager install as Server Version 8.0 or higher products in addition to creating and configuring the server.
To create WebSphere Application Server on a new product installation, mopm:apmmsmwod The wizard also installs and upgrades 1BM Installation Manager tool which is required
10 install WebSphere Application Server product

« Configure Host Routing
An application must be mapped 10 3 host in order to be accessed. A host is defined by the host name or IP address, and a port number. By default. the
through a default kst of hosts defined for the application server. If you wish for more granular control, youanmmuussloywwnnbywwcbmcnosu

« Install Application

Applications must be instalied onto the application server 1o be accessible. The Instal New Application wizard takes your archive file that contains the application and deploys the appiication on
the server

« Setup Database Connection
Mwmmﬂhumsamoslummnmslmdah Database providers and connections are the vehicie used to tell the server how 10 access the database, what database

5 Select V9.0.0.xx Base and Click Next.
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Setup LTI Advanced | Related Links

Al Servers  HTTP Seevars | Appiication Servers | Instaliations

w Common Tasks and Wizards
S S ,,s e Create Application Server
J Create HTTP Server A e N 9
B s Select Application Server Version and Type

This system has more than one version and type of application server instaied. For WebSphere Application Server version 8.0 or higher, you can choose o create the server on existing installation or
instal 3 new Server

This requires the product packages to be located on this local system or a remote system. The wizard handies the install steps in addition to
server creation and configuration using this new instatiation

Choose the type of application server to create

IBM Integrated Web application server for i
ves

WebSphere Application Server:

New Instalation WebSphere Aoplcation Server V9.0.5.6 Base, alows you 10 80 & wide range of Compiex business Kogic 1o your Web appiication with a full function J2EE™ compliant
@ V005580 0PIcaton s

WebSphere Applcation Server V9.0.5 6 Base can be instaled in multiple locations on this system. Multiple 8ppCEt0N Sarvers can be cresled from each nstalisbon The
Droduct instadl path for this s

Back || Next| | Cancel |

Y '~
6 Enter below Application server name, description and Click Next.
Application server name: IDFIONAPISVR
Server description: IDF ION API Application Server
1BM Web Administration for |
Setup ILTTNTH Advanced | Refated Links M @ e
ANl Servers  HTTP Servers | Application Servers | Instaiiations
'gm ";.':*s'.";’“"’:g::" Create WebSphere Application Server V9.0.5.6
j g:::: :DY’T: mm Specify Application Server Name
Specty @ unique name for the appication server @
Mwwmsmnm:WONAPISVR
Server description (IDF ION APT Application Server ]
Bock| Mext| | Cancel
o3 =

7 Select Create a new HTTP server and Click Next.
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IBM Web Administration for | Wolcome ALASUN @ WebSphere
Setup IO Advanced | Related Links
All Servers  HTTP Servers | Application Servers | Instaliations.
E S%"m L':;'s:wf;':'m Create WebSphere Application Server V9.0.5.6
j g::: ::x-s:on“'s'omv Select HTTP Server Type
The server may be with an external HTTP server. If selected, the wizard will set up the external HTTP server with the necessary information 1o route incoming URL requests to

this application server

Choose the HTTP server type: @
® Create a new HTTP server (powered by Apache)
" Select an existing HTTP server (powered by Apache)
Do not associate an external HTTP server with this appiication server

K

Back || Next| | Cancel

=

8 Enter below HTTP server name, HTTP server description and Click Next.

HTTP server name: IONAPISVR

HTTP server description: IDF ION API Web Server

IP address: All IP address

Port: 36001

Note: The port should be the same as that you have used in the WAR file generation section
1BM Web Administration for | Welcome ALASUN

Setup BLUTTTTE Advanced | Related Links
All Servers  HTTP Servers | Application Servers | Instaliations

¥ 3°g';".°".‘ et gt ol Create WebSphere Application Server V9.0.5.6

J Create HTTP Server ? HTTP h
) Craeie Apolalion Vel Create a new server (powered by Apache)

A new HTTP server (powered by Apache) will be created and configured 1o be used by this application server. (2]

HTTP server name IONAPISVR

HTTP server description: [IDF ION API Web Server |

Your HTTP server may ksten for requests on a specific IP address or on all IP addressas of the system,
On which IP address and TCP port would you like your HTTP server to listen?
IP address: [ANIP addresses v|

port

Note: Most browsers make requests to port 80 by default

‘Back || Next| | Cancel |

9 Click Next.
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IBM Web Administration for i

Weicome ALASUN
Setup

Advanced | Related Links (

v Common Tasks and Wizards

s E" x mps ; . Create WebSphere Application Server V9.0.5.6
J Server
o c:au g Create a new HTTP server (powered by Apache)

A new HTTP server (powered by Apache) will be created and configured to be used by this application server. Q

HTTP server name IONAPISVR
HTTP server description [IDF ION AP Web Server J

Your HTTP server may ksten for requests on a specific IP address or on all IP addresses of the system.

On which IP address and TCP port would you like your HTTP server 1o listen?

IP address: | All IP addresses v
Port: [36001

Note: Most browsers make requests to port 80 by default

ﬁ}ﬁg{ Cancel

Warning: The port 35001 s aiready configured by another application. Specity a diferent port or click Next to continue using this port &

10 Accept the default First port in range: default values and Click Next.

1BM Web Administration for |

Walcome ALASUN

(2 Tasks and Wizards
¥ _.%';."% :3 Ty ol Create WebSphere Application Server V9.0.5.6
j Conie ‘S«Wm Specify Internal Ports Used by the Application Server

The application server uses several internal services such as internal HTTP transport service, Simple Object Access Protocol (SOAP) service. name service, and several other services to perform its
processing. In order for these services to be configured, you must provide a block of 20 consecutive ports that are cusrently not in use on your system. Specify the first TCP port number in the range
and the wizard wikl assign the ports that are 1o be used by each internal service. For example. If 10020 is entered as the first port in the range, then ports 10020 to 10039 will be conigured

First port in range [[{0020__]©

g (o

11 Deselect Default Applications and Click Next.
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IBM Web Administration for i Welcome ALASUN
Advanced | Related Links

| AllServers | HTTP Sarvers | Application Servers | Instaliations

Y e Iv:.';',:s‘l"" Naeds Create WebSphere Application Server V9.0.5.6
j ggm :'O#ISW“'N s Select Sample Applications

You may install sample into this

server. Choose the applications you want to install and the wizard will deploy them for you
Select which sample applications to install

v’ Query - Provides dynamic query service for EJB client applications. This service is accessible only to applications using EJB query language, not Web browsers
D.')c!aun Applications - A set of samples, including SnoopServiet. that may be used to verify your application server is working.

) sample A -Asetof A Server sample which tasks
Back|[Next| | cancel|
2}
12 S e | o hot cinfigure Identity Tokensd and Ne&xi i c k
i sicome ? bSp
All Servers  HTTP Servers | Application Servers | Instaliations
v, m ;w";‘s"‘ gl Create WebSphere Application Server V9.0.5.6
jcc::wwm Configure identity Token SSO for Web to Access IBM

mnﬂyfmnmaammawwswmmmslommlwlmm This aiows
having 10 prompt

allows your Web-based interfaces to access IBM | back-end applications without
for additional authentication. identty Tokens are implemented using Enterprise Identty Mapping (EIM). EIM maintains the relationships between Web users and IBM | user profiles
The application server creates a token for the servers configured 1o support identity Tokens in this EIM Domain.
Note: EIM is hosted on an LDAP server that must be configured and running before continuing
Configure tdentty Tokens: @

® Do not contigure dentty Tokens
Configure Identity Tokens

sk [, e

13 Review the Summary and Click Finish.
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1BM Web Administration for | Wolcome ALASUN WebSphere
Setup ILTITTT Advanced | Related Links
| Auservers HTTP Servers | Appication Servers | Instaliatons
Common Tasks and Wizards
M g o Vieh Sarces Create WebSphere Application Server V9.0.5.6 ]
J Creal Secver I
J Create Applicaton Server Summery
When you click Finish this WebSphere application server will be created.
WAS version 9.056Base
Application server name. IDFIONAPISVR
Server description IDF ION AP1 Appication Server
Internal port range 10020 - 10039
Virtual host default_host
Profile root JQIBM/USs L
External HTTP server assoclation IONAPISVR
Server URL hitp/(IEEITEC 35001
Business applications None
Sample [ name | URL to access | ]
|Lauery |Used by EJB ciient appcations |
Back| |Finish| | Cancel Printable Summary
=
14 Wait until the creation process is complete.
3% Apps SupplierExchange Infor OS Infor | Wiki SIW AnyWhere XA_Integrations | S.. IBM i CPQ|SalesPortal G Google » Other bookmarks ~ [F] Reading list

© websphere

& Creating Server: [ IDFIONAPISVR/IDFIONAPISVR - V9.0 Base v |
* Common Tasks and Wizards IDFIONAPISVRADFIONAPISVR
erver

1 Create Applcation Server Manage WebSphere Application Server - V9.0.5.6 Base
Profie: IDFIONAPISVR  Server- IDFIONAPISVR

Product nstall path /QIBM/ProdData/WebSphere/AppServer/V9/Base

IDF ION API Application Server
g Server "IDFIONAPISVR/IDFIONAPISVR" s in the process of being created To update the status. click the Refresh icon above

5 R LY -:[‘]\‘ S AEE—a.. T FIEaS “ IS TGS WMEr . R eSS 842}

Create Additional Virtual Host Install New Application Create Data Source
The default virtual host “default_host” was created for this After creating the server and virtual host you can install Then, define the resources the system will use to access
application server. However, you can specify additional your applications. data for your applications.
virtual hosts for more control over what URI's can run
which applications

Note: To update the status, click[[3] Refresh

15 Click on refresh to update the status.
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1BM Web Administration for |

v Common Tasks and Wizards
J Create Web Services Server
J Create HTTP Server
J Create Appiication Server

w WAS Wizards

Welcome ALASUN

@ WebSphere

 Stopped () Server.[IDFIONAPISVR/IDFIONAPISVR - V9.0 Base v |

1DF} it A

Manage WebSphere Application Server - V9.0.5.6 Base
Profile: IDFIONAPISVR  Server. IDFIONAPISVR
Product nstall path /QIBM/ProdD. AppServerVa/Base X

IDF ION API Application Server

0 A NS MEE=a. T FEsv SRl )

Create Additional Virtual Host Install New Application
The default virtual host "default_host™ was created for this  After creating the server and virtual host you can install
application server. However. you can specify additional your applications.
virtual hosts for more control over what URI's can run
which applications.

:ATENGS M TE
Create Data Source
Then, define the resources the system will use 1o access

data for your applications.

e

Current Configuration  Profile: “IDFIONAPISVR™ _Server-"IDFIONAPISVR™

Manage Virtual Hosts Manage Installed Applications Manage Data Sources

€. Web Performance Advisor © default_host © swaggerl © DefaulEJBTimerDataSource
v Problem Determinaton © admin_host € query
View L
& Voo Lo bhonor © RESTAPIDOCS
w Tools -
4* Launch Administrative Console Note: To update the status, click{a) Refresh
16 Check for the newly created server in All Servers.
{ b Ad ‘T tion fo 0 ? bSp
| AN Servers HITP Survers | Applcaton Sarvers | Insatatons
C W
e Jmmsﬂ“ ekl Manage All Servers ©
J Create HTTP Server R
J Create Appicaton Server ;um%w- All Application Servers
Data current as of Jan 24, 2022 1:42:46 AM
Server o Version Status. Ad Port A P Server Description
ADMIN Apache/2420(1BM1) @ Running 2001 None Adminstration server
AlSP Apache/2420(1BMi) ® Stopped  “8210 None
() APACHEDFT Apache2420(1BMI) @ Stopped 80 None 1BM supplied sample HTTP server (powered by Apache)
.&MEB!B Apache/2420 1BM1) ® Stopped  “36001 IDFIONAPISVR, V9.0 Base IDF ION API Web Server
D IWADFT Apache2.420 1BM1) ® Stopped 2020 None
NLWEBSVR Apache/2420(1BM) ¥ Running 35410 NLAPPSVR, V9.0 Base Net-Link Web server
WoLw7? Apache/2420 1BM1) ® Stopped " 11331 None
WSANYWHERE Apache/2420(1BM1) @ Running 443 defaul, V9 0 Base SIWA Websphere on L2C
Server startup | |@
Refresh | | Start | Stop | Restart
(Manage Detats | | Delae | Rename |
B3
WalilD e infoe rewee 2001 THTTD
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Setup ILTTTTT TR Advanced | Related Links

|| AuServers  HTTP Servers | Application Servers | Instaiations

w Common Tasks and Wizards

o Create Appiication Server

usaliRcinforcom:2001/Manage Details

Manage All Servers ©
All HTTP Servers Al Application Servers

Data ouum% of Jan 24, 2022 1:42:33 AM

Server a Version Status Address:Port Description
Agmini V85 (intappsvr) @ Running *2002
Admn2 V85(ntappsvr) @ Stopped  *2004,2005
Admind VB85 (intappsvr) @ Running 2006
Admind VE5(intappsvr) @ Running *2008
O Admin$ V85 (intappsvr) @ Running *2011
defaultservert V9.056 Base ® Running  *2809,5060.5061,8880,9043,9060,9080,9443
D defaulyWSAnyWhere V9.056 Base ® Running  *2810,5062,5063.8881,9044 90619081 9444
0 IDFIONAPISVRADFIONAPISVR  V9.0.5.6 Base © Stopped  *:10020,10021,10022,10023,10024,10025,10035,10037  IDF ION AP1 Application Server
NLAPPSVR/NLAPPSVR V9.05.6 Base ® Running  *:10000,10001,10002,10003,10004,10005.10016,10017  Net-Link Application Server
Refresh Start || Stop || Restant
Manage Details Delete | | Rename

17 Click on the created application server (IDFIONAPISVR) and Select Install New Application from
the WAS Wizards menu.

1BM Web Administration for |

Setup BLTTNTH Advanced | Refated Links

Welcome ALASUN © websphere

Al!uml_l_n’ﬂ‘sum» Application Servers  Instaliatons

© Stooped [ Server. [IDFIONAPISVR/IDFIONAPISVR - V9.0 Base v |

v Common Tasks and Wizards

IDFIONAPISVRADFIONAPISVR

Manage WebSphere Application Server - V9.0.5.6 Base
Profile: IDFIONAPISVR ~ Server IDFIONAPISVR

Product install path: /QIBM/ProdD; phere/AppServer/VI/B:

IDF ION AP! Application Server

| B A B Tl = ™ Lo Sl “ TSN NS ”"E:.".n"‘u CF=S A
Create Additional Virtual Host Install New Alicalion Create Data Source
The default virtual host “default_host” was created for this  After creating the server and virtual host you can install Then, define the resources the system will use to access
application server. However. you can specify additional your applications. data for your applications
virtual hosts for more control over what URI's can run
which applications.
onfig tion p" n”m SVR
Manage Virtual Hosts Manage Installed Applications Manage Data Sources
© default_hest e SwaggerU! @ DefauREJBTimerDataSource
@ admin_host (] query
@ RESTAPIDOCS
©irpp

Nota: To undata tha etatie '_“f"q%hesl\

18 Select Application is contained in a WAR file and click Browse to locate and select the WAR file
located on the IFS from Step 1 and then at Context root field, update with /myContexRoot value
(for eg:/IDFIONAPI) and Click Next.
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1BM Web Administration for | Welcome ALASUN © webspere

Create HTTP Server
5) Creste Applcaton Server Install New Application ©
“ Specify Applicaton Location
-
Virtual M
ﬂf::'un@?m Welcome to the instal New Application wizard This wizard will install an into this Server, The must aiready exist on the IBM i system in an integrated
2 Create JOBC Provider file system directory
J Create Data Source
e Paovae ~ Appiication is contaned in an EAR fie
D Server Tracing ® Appication Is contaned In a WAR fie
D Server Ports
(R WS e Integrated file system path of WAR file: [ADFIONAPI war
o staiod Noocalions Note: The fils must aiready be on the IBM | system
+ Resource Configuration
Manage Virtual Hosts Context oot [ADFIONAPI |®
D Manage JOBC
D Manage Data Sources.
w Web =

Walcome ALASUN

 Stopped () Server: [IDFIONAPISVR/IDFIONAPISVR - V9.0 Base v |

v Common Tasks and Wizards IDFIONAPISVRADFIONAPISVR > Install New Application
J Create Web Services Server

U Cesis Applcaton Seeve Install New Application ©
v WAS Wizards Provide Options to Perform the Install

Install
J Create JOBC Provider Specify appication deployment options

J Create Data Source
- (e —

NS Foutes Directory applcation instatied to HQIBMUsert \ppServer DFIONAP \0p:

Propertie:
D Server Tracing () Pre-compite JsPs @
D View HTTP Servers Note: Pre-compiling JSPs can have significant performance impacts. When enabled, the JSPs in the will be at ion time, causing the application i
When disabled, the JSPs will be compiied the first time they are accessed, causing the first use of the application to take longer.

D Manage Data Sources

v Web

e Performance S .
S0 Beclormuance Adriect Back u&k [ cancel |

usaliZcinforcom:2001/Next

20 Check the Web server checkbox and Click Next.

40 | Infor XA Setup Guide for Secure Net-Link



IDFIONAPI WAR file Generation and Deployment

IBM Web Administration for i Welcome ALASUN

Setup BLUUTTTEN Advanced | Related Links
All Servers | HTTP Servers  Application Servers  Installations
© Stopped (3 Server [IDFIONAPISVR/IDFIONAPISVR - V9.0 Base v |

w Common Tasks and Wizards | P Fl | > Install New Application
J Create Web Services Server
J gruh HTTP s_ewest
X Cradle Apphcation Servar Install New Application ©

w WAS Wizards Map Virtual Hosts for Web Modules

J Create Virtual Host
Install New Application ) ; ' ' '
:,' Croato JDBC Broider Specify the virtual host you want to associate with the Web modules contained in this application. Web modules can be installed on the s:

J Create Data Source
Map Web modules to virtual hosts: ©

w Server Properties Web module Virtual host Web server
[ Server Tracing IDF ION API | default_host v l IONAPISVR

w Applications
[ Manage Installed Applications

w Resource Configuration
[ Manage Virtual Hosts
O Manage JOBC Providers
O Manage Data Sources

w Web Performance

v Problem Determination
O View Logs
4 Web Log Monitor
View Create Summary

21 Click on Finish.

Welcome ALASUN 0)

Al Servers | HTTP Servers  Application  Installations

© Stopped ([ Server [IDFIONAPISVR/IDFIONAPISVR - V9.0 Base v |
r Common Tasks and Wizards IDFIONAPISVRADFIONAPISVR > Install New Application

J Create \Web Services Server

J Create HTTP Server

e Install New Application ©
r WAS Wizards Summary

J Create Virtual Host

J Install New Appli

J Create JOBC Provider When you click Finish the installation will be started for the following application

J Create Data Source
¥ Server Properties Integrated file system path of WAR file: /IDFIONAPI war

o T Application name: IDF ION API

D T Directory application installed to:  /QIEM/UserD \ppServerVo/B DFIONAPISV \ops
[ View HTTP Servers Pre.compile JSPs: Disabled
v Applications Web module | Virtual host | Web server

M Instalied Map Web modules to virtual hosts:

B Manage Applications P IDF IONAPI | defaut_host | /\onapisVR
r Resource Configuration

O Manage Virtual Hosts

D Manage JOBC Providers

O Manage Data Sources
'éﬂbb Performance N—— A

" Web Performance Advisor ‘Back @ Cancel |

r Problem ation

B View Logs

}w.b Log

View Create Summary

r Tools

21 snnch Adminietrativa Caneala

22 Now go to manage http servers, in IDFIONAPI Web Server, click on general server
configuration.
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Advanced | Related Links

Welcome ALASUN

WebSphere

AllServers  HTTP Servers  Application Servers | Installations

» Stopped ([
w Common Tasks and Wizards
J Create \Web Services Server

J Create HTTP Server
J Create Appicaton Server

w HTTP Tasks and Wizards
) Add a Directory fo the Wed
B LDAP
J Configure TLS
v Server Properes.
O General Server Configuration
Container

Hosts
Mapping

c
n
2

bl
i

T
:

i

i
H

PRRRRR DPRR PRRCE PRE
3
-m

{
§

;

© WebSphere Appiication Server

Server [IONAPISVR - Apache v Server area: [Global configurati v

Manage Apache server "IONAPISVR" - Apache/2.4.20 (IBM i)
IDF ION AP| Web Server

g@‘.

Welcome 1o the IBM Web Administration fof | manage forms for HTTP Server (powered by Apache). Using these forms, you can set up and manage your HTTP Server (powered by Apache) quickly
and easily. With IEM HTTP Server for |, you have everything you need to establsh a Web presence and get started on the road to working the Web for business.

To get started, use the Create New HTTP Server wizard under Common Tasks and Wizards. Follow the wizard, step by step, 1o quickly create a working HTTP Server (powered by Apache). Once the
wizard has been successfully compieted, you will have an HTTP Server that is usabdle for internal or external business needs

Once you have the basic server configuration, use the Server Properties forms to tailor your HTTP Server (powered by Apache) for your business needs.

It Web serving is 3 critical aspect of your business, use high avallabitty and scalabdty of your Web server and

clustering

High can be achieved through the use of IBM |

Use the Fast Response Cache Accelerator (FRCA) to improve the performance and scale of Web and TCP server applications by storing both static and dynamic content in 3 memory-based cache
located in the Licensed Intermnal Code

Use full proxy support, inciuding forward praxy, reverse proxy, and proxy chaining 10 enhance network security and lessen network traffic. A proxy server enhances network security by providing
controls for receiving and forwarding (of rejecting) requests between isolated networks. A proxy server lessens network traffic by rejecting unwanted requests. forwarding requests to balance and
optimze HTTP Server workioad, and fulfilling requests by serving data from cache rather than the true HTTP Server.

23 Click on add to add the new port and remove the old port. Secured port 443 is a preferable port
for IDFIONAPI. But if that port is in use by other applications on the server, then you can use a
different port. The same port should be secured and made available for ION CE to connect with
IDFIONAPI by making necessary network changes.

Port: 36510

Protocol: http

IBM Web Administration for |

Setwp [[LTITT]) Advanced | Related Links

Welcome ALASUN WebSphere

All Servers  HTTP Servers. Mwlm

» Stopped [

w Common Tasks and Wizards
reale Web Services Server
J Create HTTP Server
J Create Apphicaton Server

w HTTP Tasks and Wizards
J Add a Directory to the Webd
D LoAP

J Configure TLS

Server. | IONAPISVR - Apache

~| Server area: [Global configuration v

~  Server IP acdresses and ports 1o isten on: © -
IP address

Example All IP addresses 80

® [t Jor. ~|

Jor_ v

[Add]| Remove | | Move up || Move down

Number of threads to process requests
DNS hostname lookups for logging, CGI, and SSi: ©
® Do not perform DNS lookups
Perform DNS lookups
Perform double-reverse DNS lookup

Foliow symbolic links | Disabled v |©
Follow symbolic links when target has same owner as the ink [ Disabled v | ©

OK  Apply Cancel

24 Click on Apply then OK.
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@ WebSphere

Setup (T Advanced | Related Links

AllServers  HTTP Servers  Appiication Servers | Instaiations
© Stopped () Server: [IONAPISVR - Apache v Server area [Global configurati v
v Common Tasks and Wizards - N
J&:mPSmsmv [l Server IP addresses and ports to isten on: ©
j Create Applicaton Server IP address Port Protocol
S Example Al IP addresses 80 hito
vH fasks and Wizards = —e e . =,
J Add 3 Directory o the Web L | or. v| |36510 http or v
© LDAP Configuration Je. V] IA. I L - I
J Configure TLS Add || Remove | [ Move up | Move down Continue
-
B e Contouanss Number of threads to process requests [or_v]|®@
gm:m DNS hostname lookups for logging, CG1, and SSt (2] |
o ® Do not perform DNS lookups
gmnm - Perform DNS lookups |
D Dvectary Handhog Perform double-reverse DNS lookup
B Drcal; Contont aed o4 Follow symboic links [Disabled v | @
B Loggep Follow symbolic links when target has same owner as the link: | Disabled v'| @
gcm oK, | Cancel Preview
DFRCA =
[ Smart Fitering
D Compressica
BHTTPR
O WebSphere Applicaton Server

25 Select the Manage Virtual Hosts under Resource Configuration from the IDFIONAPISVR
Application server, as shown in below screenshot.

Select the default host and Click Properties

1BM Web Administration for | D wersooens

Setup Advanced | Related Links
© stopped () Server. [IDFIONAPISVRIIDFIONAPISVR - V9.0 Base v

v Common Tasks and Wizards IDFIONAPISVRADFIONAPISVR > Manage Viual Hosts
J Create Web Services Server
J Create HTTP Server

D.Croste Appication Secver Manage Virtual Hosts ©
WAS Wizards
e ) e ©
J
2 Create JOBC Provider Virtual host name
J Create Data Source @ default_host
v Server Propertes Adnin:fost
[ Server Ports
[ View HTTP Servers

* Resoutce Configuration

O Manage Virtual Hosts.

O Manage JOBC Providers
D Manage Data Sources

v Web Performance

€. Web Performance Advisor

v Problem Determination | «]
B View Logs

‘Web Log Monitor

View Create Summary

v Tools
o Launch Administrative Console

26 Click Add to add a Host Aliases (In the below example, added 36510 as a port).
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Walcome ALASUN

Setup [LTTTTTH Advanced | Related Links

Al Servers | HTTP Servers | Application Servers | Instalations.
© Stopped () Server:[IDFIONAPISVR/IDFIONAPISVR - V9.0 Base v |

. amms i s s e

v Common Tasks and Wizards

J Create Appiicaton Server Virtual Host Properties ©
¥ WAS Wizards Host Allases
J Create Virtual Host
3 CM”J.D'GC andu )
J
5 Crests Dol Host akas settings for virtual host default_host:
IP address or hostname Port Associated HTTP servers
vgﬂwwop:m ¢ i 10020 Internal HTTP Server
[ Server Tracing @) |z 10022 Internal Secure HTTP Server
gm m;f’?m )i ** 10036 Defauit SIP Server
O B 10037 Secure SIP Server
v Applications e S
O Manage Instalied Applications
Ol % 36001
* Resource Configuration -
Bunmwmm L] E l |3651ﬂ l
O Manage JOBC Providers | — =
O Manage Data Sources IRL"”','J [ Continue |
- Web

R R oK| |Apply| [Cancel

27 Select the 36001 port and Click Remove. Click Apply.

& > C A Notsecure | usalii2cinfor.com:2001/HTTPAImin ® % » 2

#1 Apps SupplierExchange Infor 05 Infor | Wiki {

3 Google » Other bookmarks ~ [E] Reads
usalil2c.infor.com:2001 says iy a i

Remove the selected row from the table? @ WebSphere

- i

# Stopped () Server: | IDFIONAPISVR/IDFIONAPISVR - V.

» Common Tasks and Wizards
Services Server

L

1 Create Appication Server Virtual Host Properties ©

r WAS Wizards Host Aliases
J Create Virtual Host
New

3 Install New Appiication
dJ Create JOBC Provider Host alias settings for virtual host default_host ©
IP address or hostname Port Associated HTTP servers
-;mwopmu ) N 10020 Intemal HTTP Server
[ Server Tracing O 10022 Intemal Secure HTTP Server
gw-nmsuvm 0o * 10036 Default SIP Server
ol 10037 Secure SIP Server
D Manage Instabied "~ 443
k& 1
'gu vmu'n:‘: . ﬁ : l33:501‘; | |IONAPISVR - Apache
anag6 JOBC Providers LA s oo
O Manage Data Sources. \m]\%! | Continue

-c Performance o .

"~ Web Performance Advisor oK [Apply | [ cancel |

r Problem Defermination |
B View Logs

4 Web Log Monitor

28 Click on close. As all configuration is saved, the server must be restarted.
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1BM Web Administration for | Welcome ALASUN @ WebSH
Setup (LT Advanced | Related Links ’

» Stopped () Server [IDFIONAPISVR/IDFIONAPISVR - V9.0 Base v |

~ Common Tasks and Wizards IDFIONAPISVRADFIONAPISVR > Manage Virtual Hosts
J Create \Web Services Server
J Create HTTP Server

D Crasle Appicaticn Sevec Manage Virtual Hosts ©

J Create Virtual Host Virtual hosts: ©

Virtual host name
J Create Data Source @ default_host
admin_host

D Properties Croate | Prop e

¥ Resource Configuration
0 Manage Virtual Hosts
0 Manage JOBC Providers
0 Manage Data Sources

vmwhtmm @
v Problem Determination
B View Logs All files were The server must be stopped and started for the changes 1o take effect.

4 Web Log Monitor
View Create Summary

v Tools

D1 siinoh Administeabiva Mansale

29 After successful deployment of IDFIONAPI application, complete the SSL/TLS process by
following steps in iChapter 5 Configuring TLSO .
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Chapter 4 WAR file Re-deployment

This section explains the procedure to re-deploy the WAR file for Net-Link or IDFIONAPI
applications. We perform this section only, whenever we want to redeploy the war file with new
changes.

WAR file generation

Followther e q u iWAR file génerationd0 chapter in this document

Re-deployment on Tomcat

1 Delete or take the backup of the NetLink.war file & NetLink folder from the root of the webapps
folder of the Tomcat instance, shown below.

- v M > ThisPC > Local Disk (C:) > ProgramFiles > Infor > SiWAnyWhere > tomcat > webapps »
Name Date modified Type Size
»#* Quick access

I Desktop > host-manager File folder

manager File folder

‘ Dciweionls " NetLink File folder

(& Documents  # ROOT File folder

| Pictures 4 SiW5250AnywhereServer File folder

properties * systemi File folder
debug | NetLink.war WAR File 39,529 KB

a2 E\

2 The redeployment of WAR file involves copying the WAR file to the root of the webapps folder of
the Tomcat instance. The update is automatically loaded by Tomcat.

3 Restart the Infor SiWA service from Windows Services, shown as below.
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(% Services

File Action View Help

= |FE = HE > ®nw
[ sewvices (Local) | . Services (Local)

~

Infor SIWA (SiWAnyWhere) Name Description Status Startup Type Log On As
-S‘; IKE and AuthlP IPsec Keying Modules The I[KEEXT ... Running Automatic (T... Local Syste...

Stop the service
Restart the service

E# Infor SIWA (SiWAnyWhere) Infor SIW A... Running Automatic Local Syste...

&l Interactive Services Detection Enables use... Manual Local Syste...
-_',';':- Internet Connection Sharing (ICS) Provides ne... Manual (Trig... Local Syste...

Re-deployment on WebSphere (version 9.x)

Check that you have the following subsystem running, and that all ADMIN jobs are running within the
subsystem:

WRKSBSJOB QHTTPSVR

If the subsystem is not active, issue the following OS400 command:

STRTCPSVR SERVER(*HTTP) HTTPSVR(*ADMIN)

1

For deployment of WAR file using WebSphere, execute below steps:

Replace the existing Net-Link WAR file with the new Net-Link WAR file on the IFS of the iSeries
which i s pref er abldweverathedosation eah asb Be infthe foat.e r .

Open the HTTP Administration console (http:/{hostName}:2001/HTTPAdmin), and log in with
*SECADM authority.

Stop the HTTP server and its associated Application server instances for both the SiWA & Net-
Link applications.

Click on the Net-Link application server (NLAPPSVR/NLAPPSVR) and then Select Manage
Installed Applications under Applications.

Select the Net-Link application and click on Update, as shown below.

Server: | NLAPPSVR/NLAPPSVR - V9.0 Base v |

NLAPPSVR/NLAPPSYR > Manage Installed Applications

Manage Installed Applications
Data current as of Oct 4, 2023 6:43:54 AM.

Installed applications:

Application name Status Enablement
© swaggerUl (O] Stopped  Disabled
O  query (O] Stopped  Enabled
@  Net-Link € stopped  Enabled
ons & RESTAPIDocs e Stopped Disabled
O ivtApp € stopped  Enabled
[Install|  [Start| [Properties| [ Uninstall |[ Update| | Refresh |
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6 Select the Mpplication is connected in a WAR fileg, click on Browse.

Update Application

Welcome to the Update Application wizard. This wizard updates and redeploys an existing application on the Application Server. T
installed application The EAR or WAR file for the application must already exist on the IBM 1 system in an integrated file system d

Application name: Net-Link

@ Application is contained in an EAR file
® Application is contained in a WAR file

a ntegrated file system path of WAR file “ Browse |

Note: The file must already be on the IBM | system_

O Pre-compile JSPs

7 Select the | atest NetOKb nk. war file and click

usalil2m.infor.co... &

g var -
(1 waheed

3 www

[0 XAINSTALLS

™ ClassPath-pjx-orig.xml
@ ClassPath-pjx.xml

O cplnstall.html

™ filelist.properties

o files txt

O files2.txt

o IGGAM@

O IGGAMW

M InforFiles. txt

O 1XUs20B

O JLAMEG134

@ log4j_results txt

M MyConfiguration.xml
™ MyTraceOptions_xml
[y NetLink.war

@ pix-ejb-serverjar

™ QDLS

& StatusMonitor.properties

»

/NetLink.war |

| OK || Cancel

8 Click on Update.
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Update Application

Welcome to the Update Application wizard. This wizard updates and redeploys an existing application on the Application Server
installed application. The EAR or WAR file for the application must already exist on the IBM i system in an integrated file system

Application name: Net-Link

O Application is contained in an EAR file
® Application is contained in a WAR file

o ntegrated file system path of WAR file: |/NetLink.war Browse

Note: The file must already be on the IBM i system.

O Pre-compile JSPs

Update Cancel

9 The Status of the Net-Link is now changed to Updating.

Manage Installed Applications
Data current as of Oct 4, 2023 65540 AM_

Installed applications:

Application name Status Enablement
O  SwaggerUl e Stopped ~ Disabled
O  query © stopped  Enabled
@ Net-Link 38 Updating  Disabled
O RESTAPIDocs e Stopped  Disabled
O IvtApp © stopped  Enabled
Install Refresh

10 After successful update, the status of the Net-Link will change to Stopped.

Manage Installed Applications
Data current as of Oct 4, 2023 7:09:56 AM.

Installed applications:

Application name Status Enablement
© swaggerul € stoppeq  Disabled
O query € stopped  Enabled
@  Net-Link © stopped  Enabled
O  RESTAPIDocs [} Stopped Disabled
O ivtApp © stopped  Enabled
Install Start Properties Uninstall || Update

11 Startthe HTTP server and its associated Application server instances for both the SIWA & Net-
Link applications.
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Chapter 5 Configuring TLS

To secure applications like Net-Link, WSANYWHERE and IDFIONAPI the steps below need to be
followed.

Securing IDFIONAPI application is shown below as an example.

1 Select Manage tab | Select HTTP Servers tab | Select Configure TLS T (HTTP Tasks and
Wizards).

setup [[TTTT]) Advanced | Related Links
AllServers  HTTP Servers  Application Servers | Installations

@ Stopped [ server [IONAPISVR - Apache | Sewver area: [Global configuration v
w Common Tasks and Wizards * |ONAPISVR > Configure TLS

J Create Web Services Server

J Create HTTP Server

o Create Applicaion Server Conﬁnure LS
w HTTP Tasks and Wizards Specify Port Information - Step 2 of 7

2 Add a Directory to the \Web

B LDAP Configuration

J Configure TLS. The port this HTTP server is cumently istening on needs 10 bé updated. Spacify the ngw port number for secure communication and determing what action 1o take on the existing non-TLS pont. By

default this wizard disables the non-TLS port 36510, If you wish to have both ports islening, you can leave both enabled. This has no impact to the TLS port specified
& Genors Sart on
eneral Server uraben -

[ Container mnmﬁgn Specify TLS port for HTTP server: ©

0 Virtual Hosts

B URL S0 LS port

D Request Processing Note: Mos! browsers make seculrequests 10 port 443 by defaut

[ HTTP Responses

[ Content Seftings

[ Directory Handling Disable the non-TLS port?. ©

B Securty ® Yes, disable non-SSL port while configuring SSL port

g ?:;;i",: L. No, leave non-SSL port enabled while still configuring SSL port

L] :'w =

aliee) Back || Next| | Cancel

DFRCA

T Smart Filtering

O Compression

A uTTos

2 Givetherequired portnumber (Ex:36510) sel ect radi o bistStLém famrd
Click Next.

Note: Ifyouhave r ecei ve gorttishabeadyaonfiguredjby @dnotherap p| i cwhilei o n 6
deploying the Net-Link or WSANYWHERE or IDFIONAPI application and performed Port Warning

rest instruct Agpenslix A Resdt Bolrt loroWairningo, then specify that new port

number as TLS Port number. Otherwise, proceed with the default port.
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Welcome ALASUN @ WebSphere
v| Server area: [ Global configuration v
v Common Tasks and Wizards ~ |ONAPISVR > Configure
J Create Web Services Secver = s
J Create HTTP Server
D Ceaato Applcaton Semvet ’ Configure TLS
w HTTP Tasks and Wizards \| Spectty Port Information - Step 2 0f 7
Jtuam:mhwu \
wl
ns The port this HTTP server is currently kstening on needs to be updated. Specify the new port number for secure communication and detarming what action to take on the @xisting non-TLS port. By
default this wizard disables the non-TLS port 36510. If you wish to have both ports listening, you can leave both enabled. This has no impact to the TLS port specified
=
D e e comarate Specity TLS portfor HTTP server: ©
) Virtual Hosts.
3 URL Magping TLS port
[ Request Processing Note: Most browsers make secure requests 1o port 443 by default
B HTTP Responses
O Content Setings
© Directory Handling Disable the non.TLS port? &
 Securty ® ves, aisadie non-SSL port whie configuring SSL port
B s Contam had. G0N ) No, leave non-SSL port enabled whie st configuring SSL port
]
umm
0 Cache
DFRCA | ~]
D Smart Fitering 1 Proceed to the next st
0 Compression -
BHTTPR
1BM Web Administration for | Welcome ALASUN © wevsphere
Advanced | Related Links s
| AISenvers HITP Servers  Appication Serves | Instaatons
 Stopped () Server:[IONAPISVR - Apache | Server area: Global configuration v)
w Common Tasks and Wizards ~ |ONAPISVR > Configure TLS
J Create \eb Services Server
J Create HTTP Server
3 Create Apphcaton Server | Configure TLS
w HTTP Tasks and Wizards ify ) f P - 7
s g Specify System Certficate Store Password - Step 3 of
B LDAP Configuration
J Configure TLS The certificate authorty issues the digtal server certificate and places it in the system (*SYSTEM) certiicate store. The system certificate store is a reposiory of digital certifcates. Specity the password
to control access to the system cerbficate store. Keep this password in a safe place. The password is needed to manage certificates
; General Server Configuraton
Em....,w Specify the system certificate store password: ©
O Virtual Hosts
B ! —
D Request Processing k
0 HTTP Responses
0 Content Settings
[ Directory Hancling
D Security
 Dynamic Conlent and CGI
0 Logging
B Proxy e —
Bcung oo Bock|[Next| | Cancel
DB FRCA
D Smart Fitering &2
© Compression =
D HTTPR
B WebSphere Application Server

3 Enter the required system certificate store password. If password is not available, please check
with the IBMi admin or IT team.

4  Enter the password and click on Next.
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© wevsphere

Setup [TITTH Advanced | Refated Links
AllServers  HTTP Servers  Appication Senvers | Instalatons

 Stopped n Server [IONAPISVR - Apache v | Server area [ Global configuration v
Common Tasks and Wizards “ |ONAPISVR > Configure TLS
I J Create Web Senvices Server i
J Creats HTTP Server
J Create Application Server Configure LS
v HTTP Tasks and Wizards Specify System Certficate Store Password - Step 3of 7
8 LOAD Coniunton
J Configure TLS The certificate authority ssues the digital server certificate and piaces it in the system ("SYSTEM,) certficate siore. The system certificate store is a repository of digital certifcates. Specify the password
1o control access to the system certiicate store. Keep this password in a safe place. The password is needed to manage certificates
% General Server Conf
EWM“"' Specity the system certificate store password: ©
0 Virtual Hosts
iR leaes R e—
D Request Processing
O HTTP Responses
0 Conlent Settings
[ Directory Handling
 Dyeom Conlt and COL Back (& Canc
8 Casong J "'ﬂ& ]
']
0 Proxy
0 System Resources
0 Cache
D FRCA
0 Smart Fitering
0 Compression

 Stopped n Server [IONAPISVR -Apache v | Server area: | Global configuration v
v Common Tasks and Wizards * |[ONAPISVR > C: ns
J Create Web Services Server | o
J gmu HTTP Server i i
T Catmis Applcation Sevee Configure TLS
w HTTP Tasks and Wizards Specify Digital Certificate - Step 4 of 7
J Add a Directory 1o the Web 9! 2
[ LDAP Configuration
J Configure TLS To configure TLS, your server must have 3 digital certficate. The server presents the certficate 1o prove its identity to the chent or user that requests access to the resources the server controls. Spectly
a digital centificate for the server
= General Server C aton
E Contaner u...;m' Specify digital certificate for server ©
gmum O 1ssue a new certificate by local CA
® Select existing certificate from system cenficate store
o W?ﬂm ”
 Content Setngs. Dighal cormicate
D Directory Hancling Note: Digtal ¢
D Security
D Dynamic Content and CGI
B Logging
B Proxy
B e Fasourcen Back|[Next| | Cancel |
B FRCA &2
 Smart Fitering
0 Compression
BHTTPR
B WebSphere Application Server

6 Selecti T r all<€As in the *SYSTEM storedand click on Next.
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S Related Linl
» Stopped ([ Server: [IONAPISVR - Apache v | Server area: [ Global configuration v)
w Common Tasks and Wizards ~ IONAPISVR > Configur
J Create Web Services Server ; S
J Create HTTP Server
'J Create Applicason Server Conﬂgure LS
¥ HTTP Tasks and Wizards Choose Trusted CAs - Step 50f 7
;:ﬁ;muum
J Configure TLS A Centificate Authority(CA) Is a trusted central administrative enttty that can issue digital certificates 1o users and servers, When server trusts a CA, it can accept and authenticate
issues
'bwals.rvucanm
Container Choose CAs the server should trust @
st  Specty trusted Chs
®n n
5 rust ad CAs in the *SYSTEM store
D HTTP Responses
D Content Settings
D Ditectory Handling
D
b&fﬂewuw
0 Logging
8 Proxy . B
8 cane : Back | Cancel
8 Smar Faerng == —
[ Compression
BHTTPR2
B WebSphere Application Server

7 Select restart the server immediately option and click Next.

IBM Web Administration for i
| AllServers  HTTP Servers Sy 1
@ Stoppead [ [ Server. [IONAPISVR - Apache | Server area: [ Global configuration ~
Common Tasks and Wizards ~ |ONAPISVR
vJCnthabSimr.uSﬂw i el
J Create HTTP Server
) Create Apphcation Server Con'ﬁguna LS
w HTTP Tasks and Wizards Restart the server now? - Step 6 of T
él Add a Direclory 10 the Web
J Configure TLS To make the configuration lakes efect afer finishing this wizard, the hitp server and associated applcation server IDFIONAPISVR needs to be restarted. You can select to automal
server immediately after this wizard or later by yourself,
w Server Properties ~
[ General Server Configuration ) Restar the server later by yourself
Conltainer Management

Virtual Hosts .mmmmawmwg
URL

8 Click on finish and the servers will be restarted.
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1BM Web Administration for i Welcome ALASUN

© webspne

Setup LTITTTH Advanced | Related Links
| AlSevers HTTP Servers  Applcation Servers | Instalations a
» Stopped [ Server: [IONAPISVR - Apache v Server ares: [ Global config v
v Common Tasks and Wizards =
Jgn::mpsm&m'
J Cre: Server
J Create Applicason Server Conﬂgurc s
Summary - Step 7of 7
v HTTP Tasks and Wizards
J Add a Directory 10 the Web
B LDAP Configuration Whnen you click Finish, this wizard configures TLS for the HTTP server /ONAPISVR. The HTTP server is associated with application server IDFIONAPISVR. The comresponding plugin
J Configure TLS for the association will aiso be updated by the wzard
¥ Server Properties
© General Server Configuration TLS port 36510
B st Centificate Store System (‘SYSTEM) centficate store
0 URL Mapping Certificate Name SIWA Websphere
Somkmucaum%m QIBM_HTTP_SERVER_IONAPISVR
s padoon) Trusted CAs Trust al CAs in the "SYSTEM store
D Conlent Setings
D Directory Handling
You can use Digital Certficate Manager GUI interface to manage the server and the il
D Security
Emwww Note: When the configuration is completed, this wizard restarts the HTTP server and server IDFIO) After the restart. applications can be secure!
through HTTP server using SSL
gpmv S ——
3 (Bect] (S} 5 conce
B FRCA
B Smart Fitering
0 Compression
D HTTPR
[ WebSohere Aookcation Server

9 After restart validate if the IDFIONAPI deployment is successful.

10 Launch s e c htpse/dsali@®Rifor.dom:36510/IDFIONAPI/O

11 Al DF | ON APl deployed successfullyo wild.l be displ a

S

G Y () https://usalil2c.infor.com:36510/IDFIONAPI/

E Infor Supplier Excha... n 10S-01 n 10S-03 - Sumo_Training and... B Infor Supplier Excha... n

IDF ION API deploved successfully.

Note: In the case of secured Net-Link, launch the URL and see if application is Net-Link launching
fine.
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<« Cc O @ https://usalil2m.infor.com/NetLink/LoginPrompt?destUrl=NetLinkServiet%3frequest¥%3dmainBrowser

Change your Infor... [l Jira Integrations fav @M webmail [E Infor Support Portal... Learnings

Infor ERP XA Net-Link

English

12 Configure the Net-Link URL in SWAAd mi ni strator by fApdehdxWwi ng t he st
Secured Net-Link URL configuration in SIWA Administratoro .
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Appendix A Reset Port on Warning

Follow these steps if you need to change or reset the assigned default port Net-Link or any
application running.

1 Select the General Server Configuration under Server Properties from the Net-Link HTTP server,
as shown in below screenshot.

IBM Web Administration for i Welcome PATAJAN
Setup BT Advanced | Related Links

All Servers  HTTP Servers  Application Servers | Installations

@ Running Server: [NLWEBSVR - Apache v | Server area: [Global configuration v
T o T W Manage Apache server "NLWEBSVR" - Apache/2.4.20 (IBM i)

J Create HTTP Server
J Create Application Server Net-Link \Web server

¥ HTTP Tasks and Wizards
J Add a Directory to the Web
B LDAP Configuration
J Configure SSL Welcome to the IBM Web Administration for i manage forms for HTTP Server (powered by Apache). Us
Server for i, you have everything you need to establish a \Web presence and get started on the road to

¥ Server Properties
[ General Server Configuration To get started, use the Create New HTTP Server wizard under Common Tasks and Wizards. Follow the

g Sonta'mor Management successfully completed, you will have an HTTP Server that is usable for intemal or extemal business n
irtual Hosts

B URL Magpping Once you have the basic server configuration, use the Server Properties forms to tailor your HTTP Sen

B Request Processing If Web serving is a critical aspect of your business, use high availability and scalability of your Web sen

O HTTP Responses

g gms,:?:g;m Use the Fast Response Cache Accelerator (FRCA) to improve the performance and scale of Web and’
Intemal Code.

g g;ﬁ::‘{c Content and CGI Use full proxy support, including forward proxy, reverse proxy, and proxy chaining to enhance network ¢

B Logging forwarding (or rejecting) requests between isolated networks. A proxy server lessens network traffic by
serving data from cache rather than unnecessarily contacting the true destination HTTP Server.

B Proxy

[ System Resources

[ Cache

B FRCA

[ Smart Filtering

O Compression

2 Navigate to General settings and Click Add to add a new port with http as a protocol (In the

below example, added 36309 as a new unused port).
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1BM Web Administration for i

Setup | Advanced | Relaled Links
eruming | (B0 Server. [NLWEBSVR - Apache v | Server area: [Global configuration v
. Server root directory: Avawiniviebsvr
v T
S Cracia Web Servives Barver Configuration file:  conf/httpd.conf
J Create HTTP S 2
e Documentroot | Avwwiniwebsvrintdocs | [Browse | @
Server name:
w HTTP Tasks and Wizards ’ 5
3 Ags 3 Drectory o the e Fully qualified server host name: | 5 1@
LDAP Configuration Port:
J Configure SSL [—I
Server IP addresses and ports to listen on: @
w Server Properties IP address Port Protocol
0 General Server Configuration Exampie All IP addresses 80 hitp
[ Container Management - 36001
B Virtual Hosts O
B URL Mapping ® [* lor_v] (36309 | [nttp V)
0 Request Processing I@lm][m“p”mm] [cm]
T
X ) DNS hostname lookups for logging, CGI, and SSI: ©
B Dynamic Content and CGI ® Do not perform DNS lookups
B Logging © Perform DNS lookups
) Perform double-reverse DNS lookup
B Proxy
o o Follo symooie nks [Dissbiedv)
ggﬂc‘:F ) Follow symbolic finks when target has same oviner as the link | Disabled v | @
m m
B Compressicn

o (o] (i) [conel

3 Select the 36001 port and Click on Remove.

IBM Web Administration for i Welcome PATAJAN

Advanced | Related Links

eruming | 30 Server: [NLWEBSVR - Apache v | Server area: [Global configuration v]
¥ Common Tasks and Wizards . Server root directory: wvav/nlviebsvr
J Create Web Services Server Configuration file:  confihttpd.conf
J Create HTTP S :
B v Documentroot [ /Awvwwiniwebsvr/ntdocs | [Browse | &
Server name:
¥ HTTP Tasks and Wizards i E
;A“. ; N Fully qualified server host name: | = |®
LDAP Configuration Port:
J Configure SSL ;'
Server IP addresses and ports to listen on: ©
¥ Server Properties IP address Port Protocol
g;onh' ! SGMW“ ‘.’ i Example Al IP addresses 80 http
iner Managemen!
O Virtual Hosts ® |k Jor. v| |376001 | I lor. v|
B URL Mapping » 36309 ntip
B Raquest Pro~aasing [add | [ Remove | [ Move up | [Move down | [ Continue |
BDHTTP Rupqnm
g gmm Number of threads to process requests: :] 2]
DNS hostname lookups for logging. CGI. and SSI: ©
O Security
B Dynamic Content and CG! ® Do not perform DNS lookups
0 Logging © Perform DNS lookups
O Perform double-reverse DNS lookup
B Proxy
2 oy Rasotroes Follow symbolic finks: Disabled v | ©
g FRCAF_ Follow symbolic links when target has same owner as the link | Disabled v | ©
B Compression

Ny (k] [aomy] [cancel

4 Click Apply.
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1BM Web Administration for |
Setup Advanced | Related Links

AllServers  HTTP Servers  Appication Servers | Instaliations

Weicome PATAJAN

eruning | [ [ server [NLWEBSVR - Apache v | Server area: [Global config v
¥ Common Tasks and Wizards ~ NLWEBSVR » General Server Configuration
J Create Web Services Server y ‘ o
J Create HTTP Server
Sl Crseis Apoication Secvec General Server Configuration ©
¥ HTTP Tasks and Wizards 1 Wal 1 5 a ( ot
J Add 3 Directory to the Web 0 Pages C Custom ‘ Server
[ LDAP Configuration
J Configure SSL 4
| Autostart: Global v)
w Server P Server root directory: Avaviniwebsvr
[ General Server Confy Configt fie:  conf/httpd.conf =
D Container Manag 4
£ Coniabacks D ot |/ /ntdocs |[Browse | @
© URL Mapping Server name:
0 Request Processing Fully quaiified server host name: | |@
gm’rp Responses Port: ©
Content Settings
D Directory Handling ‘SetverIPadd'esmandpodstoﬁstenon:O
IP address Port  Protocol
gsm o Example Al IP addresses 80 hitp
Dynamic Content .
B Logging | ;%J 36300 Ny
0 Proxy ‘ AAAA h
32’.,. Reorces Number of threads to process requests: |:] 2]
& e ro DNS hostname lookups for logging, CGl, and SSI: ©
o i | ! N not narfnrm NNS Inokuns
[ok| [Appy| |cancel
BHTTPR o e —_—
[ WebSphers Apph 5 - The g was The server needs 1o be restarted for the changes 1o take effect

5 Click OK then Click Close.

6 Select the Manage Virtual Hosts under Resource Configuration from the Net-Link Application

server, as shown in below screenshot.

Setup (LU Advanced | Related Links

AlSum| HTTP Servers .,_.w,,.#“bn_g Servers Installations
) Server: [NLAPPSVR/NLAPPSVR - V9.0 Base v |
NLAPPSVR/NLAPPSVR

¥ Running

¥ Common Tasks and Wizards
J Create Web Services Server
J Create HTTP Server
J Create Application Server

¥ WAS Wizards
J Create Virtual Host
J Install New Application
J Create JOBC Provider
J Create Data Source

¥ Server Properties
& :

¥ Applications
O Manage Installed Applications

¥ Resource Configuration
0 Manage Virtual Hosts
[ Manage JOBC Providers
O Manage Data Sources

¥ Web Performance
€. Web Performance Advisor

¥ Problem Determination
B View Logs
4 Web Log Monitor
o View Create Summary

Manage WebSphere Application Server - V9.0.5.4 Base
Profile: NLAPPSVR  Server: NLAPPSVR

Product install path: /QIBM/ProdData/WebSphere/AppServer/V9/Base

Net-Link Application Server
| B L% -‘[‘]BT. AMWE—R.. T FIER v _ SN T

Create Additional Virtual Host
The default virtual host “default_host" was created for this
application server. However, you can specify additional virtual
hosts for more control over what URI's can run which applications.

Install New Application

applications.

Manage Virtual Hosts

@ default_host © swaggerui

@ admin_host ® query
© Net-Link
@ RESTAPIDOCS
9 ivtApp

Note: To update the status, click [ Refresh

7 Select the default host and Click Properties.
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IBM Web Administration for i

[TT-73 Advanced | Related Links
All Servers | HTTP Servers \ Application Servers Installations

@ Running Server. [NLAPPSVR/NLAPPSVR - V9.0 Base v |

¥ Common Tasks and Wizards NLAPPSVR/NLAPPSVR > Manage Virtual Hosts
J Create Web Services Server
J Create HTTP Server

J Create Application Server Manage Virtual Hosts ©
¥ WAS Wizards Virtual hosts: ©
J Create Virtual Host
1 Install New Application Virtual host name
J Create JOBC Provider @  default_host
J Create Data Source 0O admin host
w Server Properties |c’°a'°HPw] IWJ
[ Properties
B Server Tracing
[ Server Ports
B View HTTP Servers
¥ Applications

B Manage Installed Applications

8 Click Add to add a Host Aliases (In the below example, added 36309 as a port).

1BM Web Administration for i Welcome PATAJAN
Setup LTV Advanced | Related Links

e Ruming [ Server: [NLAPPSVR/NLAPPSVR - V9.0 Base v |
r Common Tasks and Wizards NLAPPSVR/NLAPPSVR > Manage Virtual Hosts > Virtual Host Properties

J Create Web Services Server
J Create HTTP Server

2 Ciumte Appicalion Seon Virtual Host Properties ©
" S Craata Virtoal Host Host Aliases

3 Install New Application
S e Host alias settings for virtual host default_host ©
IP address or hostname Port Associated HTTP servers
10016 Internal HTTP Server
10018 Internal Secure HTTP Server
10032 Defauit SIP Server
10033 Secure SIP Server
443

36001
| (38209 )

r Server Properties
B Properties
[ Server Tracing
B Server Ports
B View HTTP Servers

% o BN w

v Applications
4

r Resource Configuration
B Manage Virtual Hosts (
B Manage JOBC Providers
[ Manage Data Sources

@@OOOOOO

| Remove | | Continue |

r Web Performance
€. Web Performance Advisor

¥ Problem Determination
B View Logs
4 Web Log Monitor — -
o View Create Summary [OK! IApply' [Cancel]

r Tools

9 Select the 36001 port and Click Remove. Click Apply.
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IBM Web Administration for i

Welcome PATAJAN

Setup ILUTTTTIN Advanced | Relaled Links
All Servers | HTTP Servers  Application Servers  Installations

@ Running

¥ Common Tasks and Wizards
J Create Web Services Server
J Create HTTP Server
J Create Application Server

¥ WAS Wizards
J Create Virtual Host
J Install New Application
J Create JOEC Provider
J Create Data Source

¥ Server Properties
B Py S
B Server Tracing
B Server Ports
B View HTTP Servers

~ Applications

[ Manage Instalied Applications

¥ Resource Configuration
B Manage Virtual Hosts
B Manage JOBC Providers
[ Manage Data Sources

¥ Web Performance
€ Web Performance Advisor

¥ Problem Determination
B View Logs
<4 Web Log Monitor
o View Create Summary

¥ Tools

& Launch Administrative Console

Server:[NLAPPSVR/NLAPPSVR - V9.0 Base v |

NLAPPSVR/NLAPPSVR > Manage Virtual Hosts > Virtual Host Properties

Virtual Host Properties &

Host Aliases

Host alias settings for virtual host default_host: ©

IP address or hostname Port Associated HTTP servers
o * 10016 Internal HTTP Server
o * 10018 Internal Secure HTTP Server
e * 10032 Defauit SIP Server
o * 10033 Secure SIP Server
o " 443
® [ ] (38001 |
© * 36309 NLWEBSVR - Apache
(o] [avon] [cancel

10 Click OK then Click Close.

1BM Web Administration for |

LT Advanced | Related Links
All Servers | HTTP Servers  Application Servers  Installations

Weicome PATAJAN

@ Rumning | [J) Server. [NLAPPSVR/NLAPPSVR - V9.0 Base v

¥ Common Tasks and Wizards
J Create Web Services Server
J Create HTTP Server
J Create Application Server

¥ WAS Wizards

4 Web Log Monitor
o View Create Summary

¥ Toois
& Launch Administrative Console

NLAPPSVR/NLAPPSVR > Manage Vidual Hosts > Virual Host Properties

Virtual Host Properties

Host Aliases

Host alias settings for virtual host default_host ©
Port

IP address or hostname Associated HTTP servers
(o I 10016 Internal HTTP Server
O 10018 Internal Secure HTTP Server
O = 10032 Defauilt SIP Server
% i 10033 Secure SIP Server
o 443
o " 36309 NLWEBSVR - Apache
[Add |
[ok| [apply| |cancer|

All configuration files were successfully changed. The server must be stopped and started for the changes to take effect.

Restart both the Net-Link HTTP and Application servers to make sure changes have reflected

successfully.
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Appendix B Enable Reverse Proxy in SIW Http
server to access Net-Link with same URL and port

To simplify web security for XA deployments where all web related components are running on a
single IBM i server, a single HTTP server can be used when deploying through a firewall. The
components include SiW Anywhere and Net-Link. These instructions will provide the basics for
configuring this type of environment.

Note: SIWA and Net-Link should be running on same host and port to avoid issues while using
context apps or widgets in Infor OS.

Using this reverse proxy setup, not only the secured Net-Link application installed on WebSphere,
but the default unsecured IDF Net-Link application running on port 36001 can also be accessed
through SiIWA URL.

Reverse Proxy changes in WSANYWHERE httpd.conf file

1 Login to IBMi Web Administration, using the below URL (where hostname, is the FQDN of the
IBMi server)

http://<hostname>:port/HTTPAdmin or https://<hostname>:port/HTTPAdmin

2 Navigate to Manage -> All Servers -> All HTTP Servers. Net-Link Http server and SiWA Http
server are running on different ports.

Click on the SiWA configured HTTP server, which is running on port 443 (for example:
WSANYWHERE) shown below.
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All Servers

Common Tasks and Wizards Data current as of Sep 29,

Server a
ADMIN
AJSP
APACHEDFT
IONAPISVR
IWADFT
NLWEBSVR
NLWEBTST
SIWATST
WOLIB8&5
WSANYWHERE

[OXONONONONONONONG

3 Click on
Configuration File, shown below.

HTTP Servers | Application Servers | Installations

2023 9:10:50 AM.
Version
Apache/2.4.53 (IBM i)
Apache/2.4.53 (IBM i)
Apache/2.4.53 (IBM i)
Apache/2.4.53 (IBM i)
Apache/2.4.53 (IBM i)
Apache/2.4.53 (IBM i)
Apache/2.4.53 (IBM i)
Apache/2.4.53 (IBM i)
Apache/2.4.53 (IBM i)
Apache/2.4.53 (IBM i)

AWSANYWHEREDO

Status Address:Port
@ Running 2001
@ Stopped ~ ":8210
@ Stopped  ":80
@ Stopped ~ ":36510
@ Stopped  ":2020
@ Running  ":36309
@ Stopped  ":36403
@ Stopped  ™:8443
@ Stopped 112331
¥ Running 7443

HTTP Server,

All Servers HTTP Servers

Application Servers | Installations

(= ] )

[ Container Management
@ Virtual Hosts

@ Running Server: [WSANYWHERE - Apache ~

-

Manage Apache servi

& URL Mapping
SIWwWA_WsS-L2M
™ Reguest Processing
™ HTTP Responses
& Content Settings
& Directory Handling
Welcome to the IBM Web Adminis
& Security quickly and easily. With IBM HTT#
™ Dynamic Content and CGI
» Logging To get started, use the Create Ne'
the wizard has been successfully
@& Proxy
& EEiE [REsn s Once you have the basic server c
™ Cache
™ FRCA
& Smart Filtering If Web serving is a critical aspect
™ Compression clustering.
™ HTTR/2

Use the Fast Response Cache Ac
cache located in the Licensed Inte
® WebSphere Application Server

Use full proxy support, including f
controls for receiving and forward
optimize HTTP Server workload, :

~w Tools
=~ Display Configuration File
=~ Edit Configuration File

server; [WSANYWHERE - Apache v| Server area:| Global configuration v

- WSANYWHERE > Edit Configuration File

Edit Configuration File

Selected file: /www/wsanywhere/conf/hitpd.conf

Listen *:443

DocumentRoot /www/wsanywhere/htdocs

JraceEnable Off

Options -followsymlinks

LogFormat "%h %T %1 %u %t \"%r\" %>s %b \"%{Referer}i\" \"#{User-Agent}i\"" comb:
LogFormat "%{Cookie}n \"%r\" %t" cookie

LogFormat "%{User-agent}i" agent

LogFormat "%{Referer}i -> %U" referer

LogFormat "%h %1 %u %t \"%r\" %>s %b" common

CustomLog logs/access _log combined

\g\g\gp\f\n@m logs/access log 30 @

LogMaint logs/grror_log 36 @
SetEnvIf "User-Agent"” "Mozilla/2" nokeepalive
m "User-Agent" "IDK/1\.@" force-response-1.8@

\E\ ‘ Apply ‘ ‘ Cancel ‘

Associated Application Server
None

AJSP

None

IDFIONAPISVR, V9.0 Base
None

NLAPPSVR, V9.0 Base
NLAPPSVRTST, V9.0 Base
defaultTST, V9.0 Base
WQLIB85

default, V9.0 Base

togaols ->tEdite
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4 Itis suggestible to take a backup of httd.conf file, before proceeding with any changes.

5 Add the below statements to the httpd.conf file in the SiIWA environment. If these LoadModule
statements already exist be sure they are not commented out.

LoadModule proxy_module /QSYS.LIB/QHTTPSVR.LIB/QZSRCORE.SRVPGM
LoadModule proxy_http_module /QSYS.LIB/QHTTPSVR.LIB/QZSRCORE.SRVPGM

Edit Configuration File

Selected file:  /www/wsanywhere/confihttpd.conf

LoadModule ibm ssl module /QSYS.LIB/QHTTPSVR.LIB/QZSRVSSL.SRVPGM
LoadModule proxy module /QSYS.LIB/QHTTPSVR.LIB/QZSRCORE.SRVPGM
LoadModule ‘proxy hittp module /QSYS.LIB/QHTTPSVR.LIB/QZSRCORE.SRVPGM
LoadModule proxy_connect module /QSYS.LIB/QHTTPSVR.LIB/QZSRCORE.SRVPGM
LoadModule proxy ftp module /QSYS.LIB/QHTTPSVR.LIB/QZSRCORE.SRVPGM
LoadModule proxy balancer module /QSYS.LIB/QHTTPSVR.LIB/QZSRCORE.SRVPGM
LoadModule mod ibm si /QSYS.LIB/QHTTPSVR.LIB/QZISI.SRVPGM

LoadModule deflate module /QSYS.LIB/QHTTPSVR.LIB/QZSRCORE.SRVPGM

6 Add the below statements to the virtual host section for SSL for SIWA. The virtual host section
would be between the <VirtualHost.443> and </VirtualHost> lines. There will be other
statements in this section as well.

Note: The Net-Link proxypass would point to the IDF SSL web server and port if NetLink.war is
deployed in an app server connected to an SSL enabled HTTP server. If not, use the standard
IDF Net-link server and port.

<VirtualHost *:443>

# Set SSL application for NetLink proxy if using SSL
SSLProxyAppName QIBM_HTTP_SERVER_WSANYWHERE
SSLProxyEngine on

# NetLink
ProxyPass /NetLink https://myibmi.infor.com:port/NetLink
ProxyPassReverse /NetLink https://myibmi.infor.com:port/NetLink

</VirtualHost>

(Where myibmi is the hostname of IBMi server and port is Net-Link running port, for example
shown as below)

Below example WSANYWHERE is using 443 port and secured Net-Link URL is shown as reference.
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It is possible that WSANYWHERE is using a different port other than 443.

42 <VirtualHost *: 443;

43 # Set SSL application for NetLink proxy if using S5L

44 SSLPruxyAppName GIEM_HTTP_SERVER_WSANYWHERE1
45 SSLProxyEngine On

46 SSLEngine On

47 SS5LAppName QIEM_HTTP_SERVER_WSANYWHERE1

48 SSLProtocolDisable SSLv2 SSLv3

50 ps: etlin

51 ProxyPassReverse /NetlLink hitps: .Husalllim mfor com;:36309/Netlink
52 =UTMOETHOSES

Caution: The parameter value of SSLProxyAppName should match with SSLAppName

Note: You can use unsecured Net-Link URL as well in above configuration.

42 -:"u’ll'tualHDﬁt "4 3=

43 # Set S5L application for NetLink proxy if using S5L

44 EELFruxyAppName QIBM_HTTP_ EER'-J'EH WSANYWHERE1
45 SSLProxyEngine On

46 SSLEngine On

47 S5LAppName QIEM_HTTF_SERVER_WSANYWHERE1

48 SELFrutucuIDmable SSLv2 S5Lv3

51 ProxyPassReverse FNethh http: .Husahlim mfor com:36001/Netlink
52 <NTAUaTHGESTS

7 Click on Apply and OK.
8 Restart the SIWA configured HTTP server and its associated Application server.

9 Verify if Net-Link application is launching with same port as WSANYWHERE.

&« cC O @ https://usalil2m.infor.com/MNetLink/LoginPrompt?destUrl=NetLinkServlet%3frequest%3dmainBrowser

Change your Infor... [l Jira Integrations fav P webmail nfor Support Portal.. Learnings

Infor ERP XA Net-Link

English

10 ConfiguretheNet-Li nk URL in Si WA Admini st rAppeadixCby f ol | owi r
Secured Net-Link URL configuration in SiIWA Administratoro .
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Appendix C Secured Net-Link URL configuration in
SIWA Administrator

SiW Anywhere Admin settings

Once secured Net-Link is deployed successfully and validated by launching the URL, we need to
configure the Net-Link secured URL in Siw AnyWhere Admin application.

Go to SIWA Admin page -> Workspace Configuration -> Net-Link. Update the Net-Link URL setting
with the secured URL and save the configuration.

Note: In the case of SIWA Windows deployment both SiWA and Net-Link will be using the same
port. But in the case of SIWA IBMi deployment, by default the WSANYWHERE and Net-Link
applications will be using different ports.

It is highly recommended to configure both WSANYWHERE and Net-Link to use same port as
WSANYWHERE by following steps in PAppendix B Enable Reverse Proxy in SiW Http server to
access Net-Link with same URL and portoin this guide and configure below.

Infor System i Workspace = Net-Link

AnyWhere Administration

B8 Version Information Show More

‘;’\’ Workspace Configuration N Add New Configuration

Paths

Name ‘ L2M ‘
Locales
Database Connections Net-Link URL ‘ hitps://usalilZm.infor.com/NetLink ‘
Configurations

Allow Popup Windows Enabled v ‘

WebTop

Net-Link

If SIWA runs on different port other 443, then mention port in the URL.
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Infor System i Workspace
AnyWhere Administration

oo Version Information

& Workspace Configurat...

Paths

Locales

Database Connections

Configurations

WebTop

Net-Link

= Net-Link

Show More

[ Add New Configuration ]

Name

Net-Link URL

Allow Popup Windows

DP1TT

https://usalidpl.infor.com:36610/NetLink

Enabled
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Appendix D Adjust Http Thread Count for Secured
Net-Link in WebSphere

Based on recent observations, it has been noted that IBM's default thread counts for HTTP and
WebSphere Application servers are lower than what is required by some customers. This may need
to be adjusted as per the customer's user base. Therefore, it is recommended to increase the default
thread counts for both the HTTP server and IBM WebSphere Application server, in addition to the
current SSL configuration.

IBM recommends setting the thread count number to - User count x 125% to achieve the best
result.

HTTP threads configuration:

Once you have completed the SSL configuration, you can set the HTTP threads from the HTTP
admin console. The default value is 40, but you can increase it to a higher number, depending on
your customer base.

To set the number of threads to process requests, go to your HTTP server instance, -> Server
Properties -> General Server Configuration. There you can configure the value for Number of
threads to process requestsa
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IBM Web Administration for i

Welcome PATAJAN

["ETETTI Advanced | Related Links
All Servers  HTTP Servers  Application Servers | Instaliations

@ Running 30 Server: NLWEBSVR -Apache v/ Server area: Global configuration v
w Common Tasks and Wizards “ NLWEBSVR > Directive Index > General Server Configuration

J Create Web Services Server
J Create HTTP Server
J Create Application Server

[General Server Configuration |

|General Settings. |Welcome Pages | Configuration Includes ' Advanced Custom Environm

w HTTP Tasks and Wizards
J Add a Directory to the Web
LDAP Configuration

J Configure TLS Autostart: Global v]) &
Server root directory: www/nlwebsvr
Configuration file:  conf/httpd.conf

=

w Server Properties
™ General Server Configuration “

™ Container Management Document root: |/wwwlnlwebsvrlhtdocs |B—rawse | (2]

® Virtual Hosts s bt

» URL Mapping Server name:

[ Request Processing Fully qualified server host name: | (]
» HTTP Responses Port: )

(& Content Settings I—l

B Directory Handling

“_server IP addresses and ports to listen on: ©

B Securiy (OK| [Apply | Cancel |

™ Nunamie Cantant and C.GI

Server: |[NLWEBSVR - Apache v Server area: | Global configuration

St e 1 e U e Pl e b o e

IP address Port  Protocol

-

Example All IP addresses 80 http
O * 35001 http
[Add |

Number of threads to process requests | ] or...v|®
DNS hostname lookups for logging, CGI and SsI: ©

@ Do not perform DNS lookups

© Perform DNS lockups

O Perform double-reverse DNS lookup

Follow symbolic links: | Disabled v | &
Follow symbolic links when target has same owner as the link: | Disabled v | &

‘LCancel ]

General Server Configuration ©

General Setﬂngs| [Well:.oma Pages Configuration IncludasJ lAdvnnmd Custom Environment Vari

Autostart: Global ~] @

Server root directory: fwww/nlwebsvr
Conflguration file: confihttpd.conf

Document root: |vawfntwabsvrfhtdocs . [ Browse | 6
Server name:
Fully gualified server host name: | 12

Port: (2]
Server IP addresses and ports to listen on: L2

(%] (aemty] [Gancal]

The conflguration was successfully changed. The server needs to be restarted for the changes to take effect.
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Web container threads configuration

The Web container threads ~ should always set them to be 10 more than HTTP value i.e. user base
X125% + 10. By default, the web container threads are set to 50.

To increase this value, follow these steps:

From the HTTP Admin console i Click on your application server -> Click on "Launch
administrative console" -> Once you log in -> Navigate to your application server.

Click on "Thread Pools" under "Additional Properties" in the bottom right corner -> Select "Web
Container."” ->Set the maximum value to your desired number as recommended.

Be sure to save the setting to your master configuration.

For the changes to take effect, please restart both the HTTP and app servers. Let me know if you
have any further questions.
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