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Purpose of the document 

The purpose of this document is to provide a comprehensive overview of the Pathway Data Lake Integration which 
facilitates the data synching of nominated Pathway tables (see Appendix for the list) into the Infor Data Fabric’s Data 
Lake. This integration is comprised of two applications:  

• Initial Ingestion Application: Responsible for the initial data synchronisation of nominated Pathway database 

tables to the data lake. This also prepares the tables for delta processing. 

• Incremental Ingestion Service Application: Responsible for the ongoing data synchronisation of new or 

updated Pathway data into the data lake. 

Intended Audience 

Customer Administrator 

This document intends to help Council administrators understand the architecture of the Pathway Data Lake Integration, 
gain insight about its workflow, and the mechanisms that ensure data integrity throughout the workflow. It also details 
when and how exceptions are captured and routed for notification to the appropriate contacts. 
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Solution Overview 

Pathway Database Accessibility 

The Pathway Data Lake Integration enables SaaS Pathway customers (Single-Tenant) with a Infor OS Multi‑Tenant (MT) 
license to securely synchronize their data to the data lake export and analysis. While the data lake itself is not a reporting 
tool, it can serve as a source of truth, and when curated and semantically modelled, it will enable visualizations, advanced 
analytics, and reporting needs for customers. 

The synced data can be viewed or extracted directly via the Data Fabric’s tools or through the API Gateway’s Data Lake 
APIs. In addition, the same can be achieved with the Infor OS Add-in for Excel for a more familiar data management tool. 

Timeliness of Reporting Data 

The Data Lake allows Pathway to eliminate the need for an exposed customer-facing database that must be purged and 
regenerated daily—an approach that restricts reporting to the previous day’s data. With the Incremental Ingestion process 
in place, once the reporting layer is established, data can be refreshed as frequently as every 15 minutes. This enables 
near‑real‑time reporting and supports quicker, more informed business decisions. 

Interoperability to Different Reporting Layers  

Synchronizing Pathway tables into the Data Lake enables customers to continue using their preferred reporting tools—
such as Tableau and Microsoft Office Power Tools including PowerQuery, PowerPivot, and PowerBI—for analytics and 
visualization. By extracting Data Lake objects through APIs, the user interface, or complementary tools like the Infor OS 
Excel Add‑in, customers can build and enhance their reporting layers directly within the tools and applications they 
already rely on. 
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Infor OS Data Fabric Overview 

Infor OS Platform supports several applications including Data Fabric which provides councils with an immutable, long-
term storage platform and allows users to query, find trends, and extract data using the Data Lake's Compass SQL 
platform.  To make this happen, Data Fabric has different components which are as follows: 

Storage 
o Data Lake – Infor’s central big data storage repository leveraging object storage architecture to provide long-term 

persistence of data in its raw, original format. 

Management 
o Atlas – Data Object Explorer UI experience for viewing and managing data lake objects 

o Compass – A suite of tools that provide data consumers with interfaces for connecting to and processing 

American National Standards Institute Structured Query Language (ANSI SQL) queries against data objects 

stored within the Data Lake.  

o Purge – Removing objects/payloads from the Data Lake 

o Archive – To defray costs associated with database storage, Infor CloudSuites can elect to lift & shift transactional 

data to Data Lake to 

archive them. Data objects consigned to this zone are afforded additional protection to prevent accidental 

removal. 

o Security – Allows creation of profiles and fine tuning of user access rights up to the table level 

Movement 

o Ingestion – the process of data ingress either from an active (applications that takes the initiative to publish data) 

or passive (on-prem customers, third-party, or legacy applications) producer through database connectors 

(AnySQL or stored procedure), Intelligent Open Network (ION) Connector, ION API Gateway, ION Infor 

Messaging Service (IMS), ION Inbox/Outbox (IOBox), or File Transfer Protocol (FTP). Ingestion can be made 

through the following methods: 

▪ Batch Ingestion - is a RESTful API available in the Infor Data Fabric suite within API Gateway. This 

service enables applications to write data objects directly to storage. It allows applications to produce 

larger payload sizes that can otherwise exceed throughput limitations in ION. 

▪ Streaming Ingestion - a Data Fabric ingestion method to continuously collect and publish data events to 

Data Fabric in real time. When you send data events with the Streaming Ingestion method, the micro-

batching of data is automatically performed in Data Fabric and data is stored in Data Lake. 
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Metadata 

o Data Catalog – The Data Catalog stores metadata about data objects that are used within the organization. 

o Metagraph – Free-form modeling tool used to describe relationships of data objects stored in Data Lake. 

From the perspective of the Pathway Data Lake Integration, Infor utilize the Batch Ingestion method that allows direct data 
synchronisation of large data objects (files) into the data lake. Batch Ingestion is the recommended method for 
transferring large files or bulk data. 

The Infor OS Data Lake uses Object Storage Architecture to provide long-term persistence of data in its raw, original 
format. Any data Object Type can be stored in the Data Lake, including data files such as JSON, XML, Data Source View 
(DSV), and binary objects such as images, MS Office®, and Portable Document Format (PDF) documents. This does not 
imply that all types of data can be queried using SQL-like commands - only Newline Delimited JSON (NDJSON) and DSV 
can be queried in this manner. This Data Lake architecture secures data objects with AES-256 bit encryption. 
Furthermore, data in-transit is secured by TLS version 1.2. 

Data lake extraction refers to retrieving or receiving data from the Data Lake for use in analytics, integrations, machine 
learning, or other applications. There are several methods and tools available for extracting data, each suited to different 
scenarios and requirements. Data formats supported are DSV (Delimited Separated Values) and Newline-delimited JSON 
(i.e. a flat structure, except for language-dependent fields).  

Data Fabric components such as Atlas and Compass, APIs, Cloud Suite applications and 3rd party applications, tools, 
and services can synchronize transactional data and master data from the data lake for subsequent processing and query 
analysis. 
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Data Lake Integration Service Application Overview 

The Pathway Data Lake Integration is made up of two applications: first is the Initial Ingestion Application that provisions 
Data Lake to the Pathway nominated tables and second is the Incremental Ingestion Service Application that syncs deltas 
into the data lake. Both utilize the Infor OS Data Fabric Batch Ingestion API to ingest objects (tables and records) to the 
data lake.  

It is strongly advised not to make any changes in the data lake (neither Data Fabric Object Schema nor Data Fabric Data 
Object) outside the Pathway Data Lake Integration applications, as doing so may disrupt the Data Fabric and application 
mechanisms that ensure Pathway tables are correctly synced into the data lake. 

 

Initial Ingestion Application 

This application syncs all nominated Pathway tables into the Infor Data Lake via an ‘on demand’ single execution (i.e. all 
Pathway tables in one go). It is strongly recommended to execute the service on the weekend to avoid overlapping with 
business hours. The application implements a mechanism that processes the provisioning in memory to avoid file 
management efforts and disk space consumption. It also sections the table into portions of 100MB so that the memory 
consumption of the service will be controlled and is ingested in chunks of 50MB as recommended by the Infor Data Fabric 
team. As each table is provisioned, the application enables SQL Change Tracking on the table level to enable tracking of 
delta updates that will be subsequently managed by the Incremental Ingestion Service Application. 
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Incremental Ingestion Service Application 

This service syncs updates from all the nominated tables that are provisioned within Infor’s Data Lake through the Initial 
Ingestion service. The service runs every 15 minutes indefinitely and checks for updates - either schema changes or from 
the monitoring of SQL Change Tracking. Updates are tracked via the SQL CT Change Number which corresponds to the 
Version Number of the change for a particular record in the Data Lake. The service also limits itself with a maximum size 
of 1GB sync limit per table per run to facilitate activities from multiple tables on a single run. 
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Deployment Overview 

 

Once a customer informs their Account Manager of their intent to have Data Fabric provisioned for their environment and 
confirms that they want provisioning to proceed—or if the customer is already in-flight with their SaaS journey and the 
Account Manager has confirmed the customer’s approval to proceed with Data Fabric provisioning—the Account Manager 
will then notify the Pathway Services Team to move forward with the deployment. 

The following enumerates the requirements prior to the deployment of the application: 

Pre-Deployment Requirements 

1. Existing Pathway Single-Tenant (ST) SaaS customer which includes the Infor OS Multi-Tenant (MT) Essentials 

license. 

2. Awareness of Data Fabric updates schedule. To avoid provisioning and processing disruptions, activities should be 
planned to take place outside of the scheduled Data Fabric updates. 

Pathway Application Requirement 

1. Pathway minimum version requirement is 2026.01. 

Pathway Database Requirement 

1. SQL Change Tracking (CT) should be exclusively for the Pathway Data Lake Integration purpose only to avoid 

overlapping the business rules. This means that the enablement of the feature should only be triggered by the 

installation process of the application. 
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Post-Deployment Instructions 

Once the Pathway Data Lake Integration was successfully deployed. The following will guide the customers on the next 
steps before consuming their data in the data lake: 

1. Initial bulk data synchronisation to the data lake must only be through the Initial Load to ensure proper 
synchronisation and table preparation for the Incremental Load process 

2. Updates of the synchronized Pathway tables in the data lake must only be through the Incremental Load to ensure 
accuracy of the data.   

a. Validations are only done from the Pathway database to the data lake; hence, synchronizing external updates 
(e.g. through API or Excel Plug-in) will be difficult to detect and may require purging of the affected table in the 
data lake and re-ingesting the whole table. 

3. The customer is strongly encouraged to create an Email Group in Infor OS to enable receiving Incremental Ingestion 
(delta process) issue notifications. These notifications will be sent out by the application through the 
PathwayIntegrationGroup on the Infor OS Inbox application, and their respective email client should an issue occur. 

a. The Email Group is recommended to be populated with relevant Point-of-Contacts to inform them about the 
occurrence of the issue and make it their actionable item. 

b. Email Group members must have at least either of the following user Security Roles to have access to the 

Infor OS Inbox Application: 

• MingleIONEnabled - Users with this role have access to Ming.le Enterprise. 

• MingleEnterprise - Users with this role should be a subset of the users with Ming.le Enterprise role 

and have access to the ION features. 

The steps below show how to assign the necessary Security Role to the user and create the Email Group in the Infor OS: 

Assign User Security Role: 

An Infor OS Administrator with the necessary access (if missing) rights will be able to grant the access 

1. Log in to the Infor OS 

2. Open Security 

3. On the left panel, click on Manage > Users. 

4. Search for the user on the search box at the upper right side of the screen 

5. Click the User Details to open the user's profile 

6. Then click on the Security Roles tab 

7. Click the “+” icon to Add New Item on the role list 

8. Search for the MingleIONEnabled or MingleEnterprise role 

9. Click on the role’s checkbox, then click “+ Add and Close” 

10. Click on the Save Icon to complete the process. 

Creation of the Email Group for Infor Inbox Notification: 

11. Log in to the Infor OS 

12. Open Security 

13. On the left panel, click on Manage > Groups. 

14. Click on the “+” icon to Add New Item. 

15. Complete the Name: PathwayIntegrationGroup (use this exact name) 

16. And Description: Email Group supporting the Pathway's Data Integration Service Notification. 

17. Finally, click the Save icon to complete the creation of the Email Group 
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Environment Refresh Process 

 

For cases that an environment refresh is needed, the customer will need to coordinate with the Pathway Services Team to 
initiate the process. The following must be defined for the request to ensure a smooth process of delivery: 

1. Reason for the refresh request 

2. Environment that the refresh is requested for 

The Services Team will facilitate the request, and it should be noted that the initial data synchronization of Pathway tables 
must be performed over a weekend. This ensures the process does not compete for environment resources and impact 
the performance of the Pathway application during standard operating hours. 
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Data Lake Integration Outcomes 

The following enumerates the output of the Pathway Data Lake Integration and the transformations it implemented to align 
with the Data Fabric adoption requirements and maintain standardized content for the Pathway’s data lake tables 

1. The synced Pathway table’s name into the data lake will be appended with the prefix PWY_Pth_[tableName] as 

compliance with the Data Fabric requirement for adoption. “PWY” corresponds to the Product Name and “Pth” 

corresponds to the Pathway database (to indicate difference from Infomart). 

2. The integration process trims off leading and trailing whitespaces in the data and replaces blank (not nulled) 

values and changes it into NULL. 

3. Columns PI_IsDeleted and PI_VariationNumber are programmatically added to each table upon sync to the data 

lake in compliance with the Data Fabric adoption. These can in turn be tagged to existing columns should their 

counterpart exist. 

o PI_IsDeleted – pertains to the marking for deletion of a record while the PI_VariationNumber pertains to 

the version control number of a record. 

o The PI_VariationNumber is generated by the SQL CT mechanism that produces the Change Number. 

Because this Change Number is an auto‑incrementing sequence shared across all nominated tables, 

gaps in record version numbers are expected. The latest version of a record is identified by the highest 

PI_VariationNumber value and is used for the data sync. 

4. Date, Time, and Timestamps are formatted according to Data Fabric adoption requirement with YYYY-MM-DD, 

hh:mm:ssZ, and YYYY-MM-DDThh:mm:ssZ respectively and does not apply any offset calculation to UTC but is 

only a format conversion. 

5. The Data Lake integration does not have any form of localization handling and data will be replicated on an as-is 

basis apart from the trimming and date-time transformation. 

6. Duplicate Pathway table names are restricted in Data Fabric adoption, just as SQL database management does 

not allow identical names within the same schema. The restrictions from Uniface for table names are also 

considered for this scenario. 

7. Delta updates will be managed by the Incremental Ingestion Service Application, and it will be picking up the 

latest UPDATE recorded at the 15th-minute mark that the ingestion ran. INSERTs will be reflected as is to the data 

lake, however DELETEs will be reflected by flagging the Primary Key with an PI_IsDeleted mark. 

8. The Pathway table column order will be aligned based on the Initial Ingestion provisioning and any additional 

columns introduced after the provisioning process will be appended at the end of the table. 
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Data Fabric Data Object Management 

Upon data sync, the data objects can be viewed and managed through the different Data Fabric components, APIs, and 
extensions: 

Data Fabric Atlas 

Atlas is the user interface to explore the data that exists in Data Lake. Also, specific actions can be done to manage the 
data, such as marking an object as corrupt (to suppress usage) or deleting an object. The latter can also be done in bulk 
through a Purge page. 

Atlas can be accessed through Infor OS > Data Fabric > Data Lake > Atlas. For more information, please visit the Infor 
Documentation https://docs.infor.com/inforos/2025.x/en-
us/useradminlib_cloud/default.html?helpcontent=datafabrug/ylr1631199523567.html  

Data Fabric Purge & Purge API 

The Data Fabric Purge component allows removal of data objects or payloads from the data lake within the Infor Data 
Fabric platform. This is a part of data management and processing, aimed at maintaining the efficiency and accuracy of 
data storage by eliminating outdated or unnecessary data. Additional steps are required if the purge was initiated via API 
to synchronize the Data Fabric Compass with the action. 

The Purge component can be accessed through Infor OS > Data Fabric > Data Lake > Purge while the documentation 
can be found in Infor OS > API Gateway > Infor Data Fabric > DATAFABRIC/datalake/v2 for the API. For more 
information, please visit Infor Documentation https://docs.infor.com/inforos/2025.x/en-
us/useradminlib_cloud/default.html?helpcontent=ioncedg_cloud_osm/wkx1525697361489.html  

Data Fabric Metagraph & Metagraph API 

Metagraph is a free-form modeling canvas and tool to describe the relationships of Data Objects (Tables) stored in Data 
Lake. It is an Infor OS Data Fabric capability available for multi-tenant environments. 

• Data Relationship Modeling - Metagraph uses the object’s registered metadata that is stored within the Data 

Catalog to define the model relationships. 

• Publish Data Lake Views - The view is stored in Data Lake, and its corresponding metadata is registered in the 

Data Catalog. After creation, the view can be queried using Compass UI. 

The Metagraph component of Data Fabric is found in Infor OS > Data Fabric > Metagraphs and Metagraph API 
documentation is found on Infor OS > API Gateway > Infor Data Fabric > DATAFABRIC/metagraph/v1. For more 
information, please visit the Infor Documentation https://docs.infor.com/inforos/2025.x/en-
us/useradminlib_cloud/default.html?helpcontent=datafabrug/mac1653301114230.html  

 

 

 

 

 

 

https://docs.infor.com/inforos/2025.x/en-us/useradminlib_cloud/default.html?helpcontent=datafabrug/ylr1631199523567.html
https://docs.infor.com/inforos/2025.x/en-us/useradminlib_cloud/default.html?helpcontent=datafabrug/ylr1631199523567.html
https://docs.infor.com/inforos/2025.x/en-us/useradminlib_cloud/default.html?helpcontent=ioncedg_cloud_osm/wkx1525697361489.html
https://docs.infor.com/inforos/2025.x/en-us/useradminlib_cloud/default.html?helpcontent=ioncedg_cloud_osm/wkx1525697361489.html
https://docs.infor.com/inforos/2025.x/en-us/useradminlib_cloud/default.html?helpcontent=datafabrug/mac1653301114230.html
https://docs.infor.com/inforos/2025.x/en-us/useradminlib_cloud/default.html?helpcontent=datafabrug/mac1653301114230.html
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Data Fabric Compass & Compass API 

Data Lake Services is the overarching term for the set of services used to enable querying of the Data Lake. Data Lake 
Services consist of methods to reformat the data to make efficient querying possible, and the actual handling of the query. 
From the user's perspective, the querying capabilities are called Compass. Compass provides: 

• A user interface in Data Fabric, providing a query editor that can be used for checking the Data Lake contents 

through ad-hoc queries and for trying out queries. 

• An API which can be used directly in the cloud or through API Gateway from elsewhere 

• A JDBC driver to be used in Birst on other analytics products. 

Compass can be found in the Infor OS > Data Fabric > Compass for the querying interface and the Compass API 
documentation can be found through navigating in Infor OS > API Gateway > Infor Data Fabric > 
DATAFABRIC/Compass/v2. For more information, please visit the Infor Documentation 
https://docs.infor.com/inforos/2025.x/en-
us/useradminlib_cloud/default.html?helpcontent=datafabrug/cmd1639350812542.html  

Data Fabric Data Lake API 

The Data Lake API enables ingestion and data management for the Data Objects ingested or to be ingested into the data 
lake. The documentation can be found in Infor OS > API Gateway > Infor Data Fabric > DATAFABRIC/datalake/v2. For 
more information, please visit the Infor Documentation https://docs.infor.com/inforos/2025.x/en-
us/useradminlib_cloud/default.html?helpcontent=ioncedg_cloud_osm/ume1516870178793.html&hl=data%2Cfabric%2Cd
ata%2Clake%2Capi  

Infor OS Add-in for Excel Plugin 

The Excel plugin is a product of Infor Labs which enables connectivity with Microsoft Excel directly to an Infor OS 
Environment. It allows users to securely access and interact with a tenant’s data without leaving MS Excel, leveraging the 
familiar spreadsheet interface for business operations. Below are the capabilities of the plugin: 

o Retrieve Data from Data Lake - Users can retrieve the data from Data Lake based on the query entered by 

them. The API used is Data Fabric v2 Compass query API. 

This plugin can be downloaded through Microsoft Marketplace with Product Name: Infor OS Add-In for Excel by Infor, 
US LLC. 

Note: Data can be manipulated from excel through the Infor OS Add-in and changes can be synced to the data 
lake. However, data syncing from excel is not recommended as it will bypass the mechanisms of the Pathway 
Data Lake Integration which may result in data sync issues between Pathway Database or record duplicates in 
the data lake. This option should only be used to retrieve data from data lake. 

https://docs.infor.com/inforos/2025.x/en-us/useradminlib_cloud/default.html?helpcontent=datafabrug/cmd1639350812542.html
https://docs.infor.com/inforos/2025.x/en-us/useradminlib_cloud/default.html?helpcontent=datafabrug/cmd1639350812542.html
https://docs.infor.com/inforos/2025.x/en-us/useradminlib_cloud/default.html?helpcontent=ioncedg_cloud_osm/ume1516870178793.html&hl=data%2Cfabric%2Cdata%2Clake%2Capi
https://docs.infor.com/inforos/2025.x/en-us/useradminlib_cloud/default.html?helpcontent=ioncedg_cloud_osm/ume1516870178793.html&hl=data%2Cfabric%2Cdata%2Clake%2Capi
https://docs.infor.com/inforos/2025.x/en-us/useradminlib_cloud/default.html?helpcontent=ioncedg_cloud_osm/ume1516870178793.html&hl=data%2Cfabric%2Cdata%2Clake%2Capi


16 

Infor Data Fabric: Pathway Data Lake Integration Customer Administrator Guide 

Scope & Delimitations 

The following defines the scope of the Pathway Data Lake Integration based on the Data Fabric adoption requirements 
and the mechanisms included within the application. This enumeration complements the Data Lake Integration Service 
Requirements and Pathway Database Table Requirements: 

Maximum Deployment to 5 Machines 

In accordance with the Data Fabric adoption recommendation, to allow equal access to the API for all the adopters, there 
should be no more than five concurrent connections to the API. This is only a soft limit however, and connections will not 
be rejected automatically by our application. This limit is in place to avoid Denial-of-Service attacks potentially caused 
establishing multiple connections at the same time. 

Selection of Nominated Tables 

The total number of nominated tables identified for data lake provisioning totals to 2059 tables as of April 2026, however 
this number will rise in the future.  

To see the complete list of the nominated tables, please refer to the Appendix section of the documentation. 

Omitted Pathway Table Columns Flagged for Security 

The following lists the three (3) Table Names and six (6) Columns that are flagged for security purposes and will not be 
replicated to the data lake: 

Table Name Column Name Column Description 

CNADSYS                           APDMSERVER APDM FTP Server 

CNADSYS                          APDMPASSWD E-mail Account Password 

CSYSRVR                           SERVERNAME Server Name 

CSYSRVR                           SERVERNMKY Server Name Search Key 

CRCCCVS                         HOSTADDRESS Host Address 

CRCCCVS                         CCVSPWD CCVS Password 

The flagged column of the table will be the only information that will not be processed for replication and not the whole 
table itself. 

Pathway Overflow Tables 

This initial version of integration did not scope the Pathway Overflow Tables as this requires additional requirements for 
data lake synching. This includes but not limited to merging the overflow tables and the main table into one Data Object 
when data is synced to the data lake, as well as management in the delta process. 

Pathway Database SQL Change Tracking Retention 

The SQL Change Tracking feature requires a retention mechanism where a period must be defined to flag monitoring 
information that is considered “expired”. The Automatic Cleanup will proceed with the sanitation which for the integration 
is set to 7 days. Monitoring records greater than the set period will be permanently deleted. 
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Troubleshooting Instructions 

The following lists the scenarios and expected outcomes should an issue or interruption occur within the runtime of either 
the Initial Ingestion or Incremental Ingestion Service. 

Initial Load Application Troubleshooting 

The Initial Load Application will be executed and monitored by the Deployment Administrator and will be working internally 
to coordinate and fix any issues encountered within the provisioning period. Upon completion, a successful or failed 
deployment notice will be communicated to the customer to determine subsequent actions. 

Incremental Load Service Application Troubleshooting 

After the successful provisioning of Pathway tables into the data lake, the Incremental Load Service Application will then 
process delta synchronisation to the data lake. The process will send a notification to the Infor OS Inbox application and to 
the customer’s email client should there be an issue in its runtime. The following lists the possible scenarios where an 
Incremental Ingestion Notification will be sent out: 

Issue Notification Context Description 

API Error 401 The application encountered an Unauthorized Error when calling 
Data Fabric endpoints. This means that the access token has 
expired. This notification will be sent out during the following 
activities: 

1. Metadata Registration 
2. Data Object Ingestion 

API Error 403 The application encountered a Forbidden Error. This means that the 
permission to access Data Fabric resources is not valid. This 
notification will be sent out during the following activities: 

1. Metadata Registration 
2. Data Object Ingestion 

Application Unhandled 
Exception 

This notification indicates that an unhandled exception has occurred 
within the service runtime. The service has stopped and will resume 
during the next scheduled run. 

Pathway Database 
Connectivity 

The application has encountered an issue regarding the Pathway 
database connectivity and was not able to establish database 
connection.  

Data Fabric Endpoint 
Connectivity 

The application has encountered an issue regarding the Data Fabric 
endpoint connectivity, either from the Data Catalog or Ingestion 
endpoint and was not able to establish connection. This notification 
originates from the checking that is done for every table that is to be 
processed 

For the above notifications, a support ticket should be created to investigate the issue; otherwise, the service will continue 
sending notifications until the problem is resolved. Please raise support ticket with the following details: 

• Issue description 

• Email notification body (content) 

• Timestamp 
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Relevant Support Teams: 

• Pathway Support Team 

• Infor OS Support Team  

• Pathway ST CloudOps Team 

The service also has notifications that are sent only to inform and may optionally be used as a reference should 
clarifications need to be made: 

Notification Context Description 

Circuit Breaker Open State 
Report 

The application encountered failure in syncing the data even after multiple retries. 
This may be due to Data Fabric endpoint maintenance or downtime. The service will 
automatically perform wait and resume process for the scenario up until the 
connectivity is restored. The service will also return to its normal process once 
connectivity is restored. 

Invalid Tables Report List Pathway tables that failed the Data Lake provisioning requirement. These 
notifications will be sent out due to the following triggers:  

1. API Error (401 or 403) 
2. Application Unhandled Exception 
3. Pathway Database Connectivity 
4. Data Fabric Endpoint Connectivity 
5. Circuit Breaker Open State 
6. End of interval runtime 

In these cases, please raise a support ticket. 
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Best Practice 

Data Fabric Security Management 

Data Fabric includes a security component located in Infor OS > Data Fabric > Security, which enables fine‑grained 
control over access to specific Data Fabric components and tables. It allows the creation of security profiles or group 
permissions by module and access level. These profiles can then be assigned to users through Infor OS > Security > User 

configuration. 

For more details on the Data Fabric Security Documentation, please visit the Infor Documentation found in 
https://docs.infor.com/inforos/2025.x/en-
us/useradminlib_cloud/default.html?helpcontent=datafabrug/zjt1679041136212.html&hl=data%2Cfabric%2Csecurity 

https://docs.infor.com/inforos/2025.x/en-us/useradminlib_cloud/default.html?helpcontent=datafabrug/zjt1679041136212.html&hl=data%2Cfabric%2Csecurity
https://docs.infor.com/inforos/2025.x/en-us/useradminlib_cloud/default.html?helpcontent=datafabrug/zjt1679041136212.html&hl=data%2Cfabric%2Csecurity
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Pathway Data Lake Integration Components 

Metadata Generation 

The Initial Ingestion will generate the Object Schema (metadata) of the Pathway table with a UTF-8 JSON format which 
will hold table details such as Table Name, Description, Column Descriptions, Data Types, and Path Indicators for the 
Data Fabric Data Catalog Registration. 

The Incremental Ingestion will regenerate the said metadata should it detect changes in the table schema for the re-
registration. 

Metadata Registration 

Both Initial and Incremental Ingestion will register the generated metadata to the Data Fabric Data Catalog to enable data 
querying and ensure compliance as the prerequisite of the data sync process. Additionally, it provides context for 
consuming applications to understand the information stored within the data objects. 

Data Object Ingestion 

Both Initial and Incremental Ingestion utilizes the Data Fabric Batch Ingestion as a method of synching the Pathway tables 
into the data lake. Each table processed will be sectioned into 50MB each with its own Data Object ID and all sections will 
be referenced to the registered Object Schema. The Initial Ingestion will process the bulk initial loading or provisioning of 
the Pathway tables into the data lake, while the Incremental Ingestion will sync its delta updates. 

Retry & Jitter 

Both Initial and Incremental Ingestion have ten times (10x) retry policy. In cases of unsuccessful API Calls (except for 
error response codes) with every retry, Jitter is applied with 100ms linear incrementation for the delay. This covers API 
responses for retry such as response code 408: Request timeout, 429: Too Many Requests and 5XX: Server error (Data 
Fabric Endpoint) 

Circuit Breaker 

 

To prevent cascading API call failures, after exhausting the 10x retry with Jitter, the service will open the Circuit Breaker 
and break for a period. The service will terminate itself and re-execute itself to resume after an interval. The service will 
continue to retry and when an API call has been successful, then the service will close the Circuit Breaker and resume 
with the normal traffic. 
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The pattern assumes that the Data Fabric endpoints are down or in maintenance mode and with this, long timeouts that 
drag down the application are avoided. An email notification to the Data Lake Integration Group together with the enrolled 
users (if any) will be sent and received through Infor OS Inbox and to the users’ email client upon opening, retry, and exit 
of the Circuit Breaker pattern. 

Circuit Breaker Failure Ratio  

The Circuit Breaker’s failure ratio is set to 10%. This means that within each sampling window, the pattern evaluates the 
collected requests and calculates the percentage of failures. Once the failure rate reaches or exceeds 10%, the Circuit 
Breaker is triggered and transitions to the open state where the application will take a break for the defined Break 
Duration that is 1-hour. 

Circuit Breaker Minimum Throughput  

The Circuit Breaker’s Minimum Throughput is set to 2, meaning the pattern will only evaluate the collected sample if at 
least two requests have been recorded. Throughput is calculated as a rolling value based on the Sampling Duration and is 
evaluated anytime a call finishes. 

Circuit Breaker Break Duration 

Break Duration defines how long the Circuit Breaker remains open before allowing requests again. In this configuration, 
the application uses a break period of 1 hour. 

Circuit Breaker Sampling Duration 

The Sampling Duration defines the time window in which the Circuit Breaker calculates the Failure Ratio to evaluate the 
current error rate. The configuration for the application is defined as 30 seconds. 

Cancellation Token 

Both Initial and Incremental Ingestion application implements a Cancellation Token to allow the application to exit 
gracefully in specific phases to make sure that the data has been managed and logged successfully and completely 
before termination.  

Last Synced ID & Variation Number 

In the Initial Ingestion application, at the ingestion phase of the process, a Pathway table is ingested by section and for 
each section ingested, the maximum value for the Primary Key is saved as the Last Synced ID. This helps the application 
to keep track of the ingested records and as a safeguard for interruptions should occur and will be the basis of the 
application once the interruption has been resolved and the application has been re-executed. 

For the Incremental Ingestion application, it utilizes the Last Synced ID and in addition to the Variation Number. The 
Variation Number is a numbering system generated by the SQL Change Tracking feature when changes have been 
tracked. This is to ensure that in the sectioning of the table, and with the caveats if implementing the SQL CT, keeping 
track of the ingested records is possible and interruptions can be managed upon resolution and re-run. 

SQL Change Tracking Retention Policy and Cleanup 

The SQL CT has a retention feature that, when enabled for the Pathway database, is set to 7 days from the deployment 
date. The Automatic Cleanup will be managed by SQL CT itself and will delete tracked manipulation activities that are 7 
days old or older to ensure smooth operation and performance of the database. 
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SQL Change Tracking (CT) 

 

SQL Change Tracking (CT) is a lightweight, built‑in feature of Microsoft SQL Server that allows applications to identify 

which rows in a table have changed—inserts, updates, or deletes—since a given version, without capturing full historical 

details. It is used to identify changes in the Pathway database, especially for tables that do not support lastmodified 
timestamps or harddelete tracking. Each change is logged with an Operation Type and a Change Number, enabling the 
Data Fabric Integration Service to efficiently determine deltas for the Incremental Ingestion workflow. 

Maximum Data to Send 

The mechanism is applied only to the Incremental Ingestion service to enable faster table processing for bulk updates to 
the Pathway tables. This restricts the process to ingest up to 1GB of data for a table to open the machine, allowing it to 
process other tables' deltas. The remaining data will be ingested in subsequent cycles of the process, which runs every 15 
minutes indefinitely. 
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References and Appendices 

Glossary 

Terminology Definition 

Data Fabric Object 
Schema 

It is a collection of metadata stored in the Data Catalog that defines the 
properties, structure, and relationships of data objects within the Data 
Lake. 

Infor OS Platform 
Infor’s cloud-based operating platform that hosts various enterprise 
applications and services, including Data Fabric, integration tools, security 
services, and workflow automation capabilities. 

Data Fabric Object ID 
Or Table Identifier in Infor Data Fabric refers to the unique identification 
and metadata configuration of a data object stored within the Data Lake. 

Data Fabric Data Object 
A single stored data file or chunk that lives inside a data lake and serves 
as a standalone, retrievable piece of raw or curated data 

Object Storage 
Architecture 

A method of storing data as objects rather than as files in folders that also 
support different media types and is given with a unique identifier to 
retrieve the object. 

Infor Data Lake 
Infor’s central big‑data storage repository that uses object storage 
architecture to store large volumes of data in its raw, original format for 
long‑term persistence. 

AES-256 Encryption 

 

A cryptographic encryption standard used by the Data Lake to secure 
stored data. 

TLS 1.2 
A network encryption protocol used by Data Fabric to secure data while in 
transit. 

Semantic Modeling 
The process of organizing, structuring, and assigning meaning to data in 
the Data Lake to support analysis, reporting, and visualization. 

Ingestion (Data Ingestion) 

The process of bringing data into the Data Lake from applications or 
external systems. Ingestion can originate from active producers (cloud 
applications) or passive producers (on‑premise, legacy, or third‑party 
systems). 

Infor Documentation for Data Fabric 

Data Fabric 
Component 

Infor Documentation 

Introduction to 
Data Fabric 

https://docs.infor.com/inforos/2025.x/en-
us/useradminlib_cloud/default.html?helpcontent=datafabrug/jbz1631199517376.ht
ml  

https://docs.infor.com/inforos/2025.x/en-us/useradminlib_cloud/default.html?helpcontent=datafabrug/jbz1631199517376.html
https://docs.infor.com/inforos/2025.x/en-us/useradminlib_cloud/default.html?helpcontent=datafabrug/jbz1631199517376.html
https://docs.infor.com/inforos/2025.x/en-us/useradminlib_cloud/default.html?helpcontent=datafabrug/jbz1631199517376.html
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Atlas 
https://docs.infor.com/inforos/2025.x/en-
us/useradminlib_cloud/default.html?helpcontent=datafabrug/ylr1631199523567.ht
ml 

Metagraph  
https://docs.infor.com/inforos/2025.x/en-
us/useradminlib_cloud/default.html?helpcontent=datafabrug/mac1653301114230.
html 

Compass 
https://docs.infor.com/inforos/2025.x/en-
us/useradminlib_cloud/default.html?helpcontent=datafabrug/cmd1639350812542.
html 

Data Lake API 
https://docs.infor.com/inforos/2025.x/en-
us/useradminlib_cloud/default.html?helpcontent=ioncedg_cloud_osm/ume151687
0178793.html&hl=data%2Cfabric%2Cdata%2Clake%2Capi 

Data Catalog 
https://docs.infor.com/inforos/2025.x/en-
us/useradminlib_cloud/default.html?helpcontent=datafabrug/hjc1757383258255.ht
ml  

Querying Data 
Lake 

https://docs.infor.com/inforos/2025.x/en-
us/useradminlib_cloud/default.html?helpcontent=datafabrug/uip1631199549530.ht
ml  

Extracting from 
Data Lake 

https://docs.infor.com/inforos/2025.x/en-
us/useradminlib_cloud/default.html?helpcontent=datafabrug/zkp1631199544812.ht
ml  

Security 
https://docs.infor.com/inforos/2025.x/en-
us/useradminlib_cloud/default.html?helpcontent=datafabrug/zjt1679041136212.ht
ml&hl=data%2Cfabric%2Csecurity 

Infor & Amazon Web Services Documentation 

Article Link 

Infor + Amazon Web Services https://www.infor.com/partners/aws  

Infor Cloud Security https://trust.infor.com/  

(AWS) Integrating with Infor ION 
Over REST API 

https://aws.amazon.com/blogs/apn/strategies-patterns-and-
security-measures-for-integrating-infor-cloudsuite-with-aws/  
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https://trust.infor.com/
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Infor U Data Fabric Trainings 

Training Infor U Training Link 

Infor OS: Data Fabric Overview 
https://education.infor.com/course-
list/course/01_9952311_een0061_ion 

Infor OS: Using Data Fabric 
https://education.infor.com/course-
list/course/01_9952502_een0095_ion 

Infor OS Platform: Training Guide - Advanced 
Data Fabric 

https://education.infor.com/course-
list/course/01_9952406_den0072_ion 

Infor YouTube Training Materials 

Training YouTube Training Link 

Data Management with Infor Data Fabric 
https://youtube.com/playlist?list=PLbzqMzjlWI2ZQG
8Lp0NP3Wve0uGEldI-U&si=7R-CnYMkDGNV6igi 

Pathway Nominated Table List 

This lists the following tables as part of the nominated tables for Data Fabric – Data Lake provisioning: 

abkacat 

abkacfa 

abkactp 

abkafpr 

abkarea 

abkasso 

abkattb 

abkchac 

abkchdc 

abkchfc 

abkchge 

abkchhc 

abkclac 

abkclas 

abkclnx 

abkclsa 

abkcust 

abkdcrs 

abkdsrs 

abkexcl 

abkexta 

abkfaat 

abkfaca 

abkfacl 

abkfada 

abkfana 

abkfare 

abkfata 

abkfatp 

abkfeac 

abkfecd 

abkntus 

abkntyp 

abkresc 

abkretp 

abkrlin 

abkrlre 

abkrqar 

abkrqfe 

abkrqft 

abkrqhd 

abkrqnt 

abkrqnx 

abkrqrp 

abkstat 

abktlin 

abktlre 

abktqhd 

acransw 

acraset 

acrasso 

acrbfuc 

acrcont 

acremal 

acresdn 

acrexcp 

acrfrur 

acrhlap 

acrhldc 

acrhlog 

acrmodu 

acrnfpm 

acrnfrs 

acrnfrt 

acrnote 

acrnreq 

acrntyp 

acrpabf 

acrparm 

acrpdoc 

acrpdpg 

acrpdrq 

acrpesc 

acrpgrp 

acrpgrt 

acrques 

acrquna 

acrqval 

acrreqt 

acrrequ 

acrrole 

acrrolt 

acrrtmt 

acrrtof 

acrrtor 

acrsefn 

acrsfrt 

acrstat 

acrstrt 

acrudlb 

caracct 

cardbtr 

cardtrn 

carledg 

cartran 

cauases 

cauaset 

cauaudt 

cbtajob 

cbtakil 

cbtcald 

cbtfent 

cbtfila 

cbtfild 

cbtform 

cbtfper 

cbtfprm 

cbtfthr 

cbtjobq 

cbtkill 

cbtmthr 

cbtprat 

cbtprnt 

cbtqlof 

cbtqlog 

cbtsjer 

cbtsjob 

cbtstat 

cclcald 

ccldays 

ccllink 

cclparm 

cclterm 

cclyear 

ccpapfn 

ccpattr 

ccpatvl 

ccpcnat 

ccpcnvl 

ccpfnap 

ccpfnat 

ccpfnav 

ccpmdfn 

ccpmfat 

ccpmfav 

ccpparm 

ccppfav 

ccpprfn 

ccpprmf 

ccpprof 

ccpprop 

ccptemp 

ccptfty 

ccptpfn 

ccptype 
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cdcappl 

cdcatfp 

cdcatfx 

cdcattp 

cdcdlnk 

cdcenap 

cdcenat 

cdcenty 

cdcpath 

cdcvext 

cemhtmp 

cemrole 

cemrolt 

cemtmpl 

cfiacct 

cfibdep 

cfifinp 

cfifpeo 

cfifpgn 

cfiledg 

cfinijn 

cfipost 

cfipper 

cfiproj 

cfirfap 

cfirfnd 

cfirfpm 

cfitran 

cimdepn 

cimfixs 

cimindx 

cimjobs 

cimmart 

cimparm 

cimsqls 

cimtble 

cmnaudt 

cmnauto 

cmnbtch 

cmncldf 

cmnfavo 

cmngrup 

cmnhotm 

cmnhoto 

cmnhotu 

cmnlogl 

cmnlogp 

cmnnode 

cmnoptn 

cmnparm 

cmntran 

cmnuser 

cmoapen 

cmoappr 

cmodtyp 

cmoftyp 

cmogrup 

cmomem
o 

cmomref 

cmomtpa 

cmomtpu 

cmoparm 

cmoprod 

cmotypa 

cmotype 

cnaaddr 

cnaadrl 

cnabenf 

cnabenh 

cnabnpm 

cnabnty 

cnacase 

cnacatg 

cnaccom 

cnaccor 

cnacinf 

cnacinr 

cnacmpt 

cnacnab 

cnacntc 

cnacomp 

cnacomt 

cnacomv 

cnacomx 

cnacpny 

cnadapp 

cnadbox 

cnaddoc 

cnadevt 

cnadmsg 

cnadsub 

cnadsys 

cnaecom 

cnaeinf 

cnaenam 

cnaidta 

cnaidtc 

cnaidth 

cnaidty 

cnainft 

cnainfv 

cnainfx 

cnamcom 

cnamerg 

cnanace 

cnanacl 

cnanacm 

cnanacn 

cnanacp 

cnanacr 

cnanact 

cnanacx 

cnancai 

cnancat 

cnandli 

cnandlm 

cnandln 

cnanema 

cnaneme 

cnanemh 

cnanemt 

cnanemx 

cnangag 

cnangat 

cnangrp 

cnanhst 

cnanlte 

cnanltx 

cnannte 

cnanntp 

cnanntx 

cnanpai 

cnanpat 

cnanprm 

cnantpc 

cnantpi 

cnantpn 

cnaparm 

cnapcom 

cnapcor 

cnapers 

cnapinf 

cnapinr 

cnaqual 

cnareln 

cnarola 

cnarole 

cnarolt 

cnarolx 

cnatcom 

cnatemp 

cnatinf 

cnatitl 

cnatmpl 

cnaxrol 

cnaxseq 

cnaxtmp 

corcopl 

corcopt 

corlook 

corlopt 

cornoco 

coropte 

coroptl 

coroptn 

corpscm 

corrgrp 

corrole 

corrolt 

corstcp 

corstru 

coruopt 

corussc 

cqybrco 

cqybrkt 

cqycond 

cqyenty 

cqyflds 

cqyform 

cqygrup 

cqylink 

cqymodl 

cqypair 

cqypali 

cqyparm 

cqypath 

cqyqupa 

cqyqupl 

cqyqury 

cqyrslt 

cqytemp 

cqytest 

cqyxfld 

cqyxfmt 

cqyxvff 

cqyxvfv 

crcacct 

crcalbr 

crcalct 

crcallc 

crcaltr 

crcaper 

crcbank 

crcbfmt 

crcbuld 

crcbulh 

crcccvs 

crccsdr 

crcdrap 

crcdraw 

crcdref 

crcdrtr 

crceftp 

crceftr 

crcerrs 

crcline 

crcmref 

crcnxbn 

crcnxtd 

crcnxtn 

crcoalc 

crcobat 

crcobct 

crcolin 

crcopay 

crcorct 

crcpara 

crcparm 

crcpayg 

crcpayl 

crcpayt 

crcpgct 

crcrcaa 

crcrcap 

crcrcpt 

crcrctr 

crcrole 

crcrolt 

crcspdr 

crctrxa 

crctrxg 

crctrxt 

crcudpt 

crcudra 

crcudtl 

crcufmt 

crcwarn 

crfappl 

crfclas 

crfenty 

crfibat 

crfifmt 

crfiref 

crfirff 

crfirfr 

crfirft 

crfnext 

crfrefr 

crfrole 

crfrolt 

crftycl 

crftype 

crgacti 

crgfcal 

crgfeld 

crgfval 

crgimag 

crgntry 

crgnxtn 

crgracc 

crgrdar 
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crgregs 

crgregv 

crgrole 

crgrolt 

crgtran 

csyapps 

csyappt 

csyappx 

csyathf 

csyathi 

csybedb 

csybede 

csybedf 

csybedo 

csybedx 

csybedy 

csychcl 

csychcr 

csychiv 

csychrt 

csychtp 

csychus 

csydtda 

csydttf 

csydtts 

csyeadr 
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lvvvalu 

lvvvaum 

lvvvege 

lvvvlap 

lvvvlas 

lvvvllo 

lvvvlml 

lvvvlru 

lvvvlsv 

lvvvlum 

lvvvoth 

lvvvoum 

lvvvsum 

lvvvvtr 

lvvwaut 

lvvwypl 

lvvyear 

lvvymca 

lvvymlo 

lvvymum 

lvvyplo 

lvvyrab 

lvvyrbc 

lvvyrbi 

lvvyrbp 

lvvyrin 

lvvyrlo 

lvvyrml 

lvvyrpc 

lvvyrpm 

lvvyrsv 

lvvyrta 

lvvyrui 

lvzabpf 

lvzabpt 

lvzcapr 

lvzcarx 

lvzccst 

lvzcdrx 

lvzcdvx 

lvzcfad 

lvzcgnx 

lvzcgrx 

lvzchvr 

lvzcnxl 

lvzcnxs 

lvzcomp 

lvzcond 

lvzcrax 

lvzcrnx 

lvzcrrx 

lvzcrxl 

lvzcrxs 

lvzcstn 

lvzddxl 

lvzdnxl 

lvzdrxl 

lvzfadj 

lvzfadr 

lvzfarv 

lvzgptf 

lvzgrad 

lvzgrpt 

lvzhcfa 

lvzhclc 

lvzhcom 

lvzhfad 

lvzhinf 

lvzifld 

lvzinff 

lvzinrq 

lvzinsp 

lvzipam 

lvzlocn 

lvzluse 

lvzmbch 

lvzobjn 

lvzobjp 

lvzobjr 

lvzobjs 

lvzparm 

lvzposn 

lvzprtp 

lvzprvr 

lvzpvra 

lvzqctb 

lvzqctf 

lvzqual 

lvzrcom 

lvzreas 

lvzrent 

lvzroun 

lvzrsrc 

lvzrttp 

lvzsagr 

lvzsalc 

lvzsale 

lvzscfa 

lvzscom 

lvzsdxl 

lvzsgra 

lvzsgrp 

lvzsinf 

lvzsnxl 

lvzsrxl 

lvzsvfa 

lvztnfr 

lvztnrv 

lvzvalr 

lvzvalu 

lvzvara 

lvzvbch 

lvzvcom 

lvzvfad 

lvzvgfp 

lvzvgrp 

lvzvinf 

lvzvloc 

lvzvmsc 

lvzvsal 

lvzyabt 

lvzyccl 

lvzycco 

lvzycls 

lvzycpr 

lvzydcl 

lvzydco 

lvzydrv 

lvzyear 

lvzyfad 

lvzygpt 

lvzyinf 

lvzyloc 

lvzyloz 

lvzylzs 

lvzyqct 

lvzyrvb 

lvzyscl 

lvzysco 

lwbamet 

lwbarea 

lwbassm 

lwbbhed 

lwbblog 

lwbbtmd 

lwbbtmp 

lwbcycl 

lwbdisf 

lwbhazd 

lwbhrtp 

lwblnot 

lwblocn 

lwbmake 

lwbmlog 

lwbmreg 

lwbmrem 

lwbmsts 

lwbmtrt 

lwbmtyp 
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lwbnext 

lwbnthd 

lwbnthh 

lwbparm 

lwbperd 

lwbpwcc 

lwbreas 

lwbrmet 

lwbrole 

lwbrolt 

lwbrunn 


