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About this guide

About this guide

This guide provides information for configuring security in an IDF environment linked to an LX
environment.

Intended audience

This guide is intended for the system administrator or consultant who configures IDF for use with LX.

Contacting Infor

If you have questions about Infor products, go to Infor Concierge at https://concierge.infor.com/ and
create a support incident.

The latest documentation is available from docs.infor.com or from the Infor Support Portal. To
access documentation on the Infor Support Portal, select Search > Browse Documentation. We
recommend that you check this portal periodically for updated documentation.

If you have comments about Infor documentation, contact documentation@infor.com.
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LX IDF Security Overview

Chapter 1 LX IDF Security Overview

There are several areas of security to be setup for IDF. This guide explains how to configure your
security for allowing some users to manage IDF environments and settings, allowing some users to
modify business objects, and managing which users can access what data in the Infor LX database.

Please note that this document only serves as a quick reference guide. Additional information about
security is available in Power-Link and Net-Link in the Online Help and in the 5250 security menu
accessed via STRIDF.
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Starting Security Maintenance

Chapter 2 Starting Security Maintenance

To start security maintenance:

Start a 5250 session.

Enter STRIDF.

Select an environment and press Enter twice.
Specify 10, Security Maintenance.

Specify 1, Area and task authorizations.

Specify 3, Keep this task unlocked.

00 N oo a1 B W N =

Select IDF Server.

From a command line enter ADDLIBLE AMCESLIB.

Infor IDF for Infor LX Security Maintenance Guide |9



Environment User Access Control

Chapter 3 Environment User Access Control

To restrict user access to the IDF environment:

1 Select option 2 to change IDF Environment and Command Line Access.

Maintain Tasks

Locked

E—l

2 The Access to this environment option controls the user’s ability to log in to the selected
environment.

a To lock the option for this environment, specify 22.
b To unlock it, specify 23.

¢ To select users that are authorized to be in the environment, specify 11.
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Environment User Access Control

EE&]

Authorize Users to Task DISPLAY

Opt Authorized User ID

11/002

3 102 - Sasson succssdly stated

3 To control access levels, specify 16 or 17.
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Content Security Access

Chapter 4 Content Security Access

To configure who can modify user profiles in IDF, you need to setup security for assigning security
for business objects in Client Administration.

Note: This screen demonstrates that RAPACZD?2 is not authorized to change user RAPACZD.

t (XX) User Profile - RAPACZD
File Display Maintain Customize Help

Defat v| & 2 2
ﬂl‘ RAPACZD Dave Rapacz
|

]
Ap40013 User RAPACZD 2 not authorized to function DBJECT  SECURITY. —

General

I Continue ] [ Help ]

I 2

To allow access:
1 Start IDF (STRIDF) and select the environment you want to secure.
2 Specify 10, Security Maintenance.

3 Specify 1 for Area and task authorizations.

12 | Infor IDF for Infor LX Security Maintenance Guide



Content Security Access

Fie Edit View Communication Actions Window Help

4| DD A% B o b 2 0 elel

HH. ERPLXB33EC environment
Securi ty Maintenance

Type option or command; pr Enter.

1thori tions
ations

With :r Profiles
with Client Data Connection User Profiles
wronize Security Files

tions

= 1202 - Session successfully started

HP LaserJet 5P on LPT1:

=101 x|

4  Specify 2 for Client Administration.

Fie Edit View Communication Actions Window Help

Bl = 5% 22 8] @le

Maintain Security Areas

Appli tion e e e ) LDF
Position to :

Ente
elete Jisplay 11=Authorize users

-1 1|>r|I
lient

= 1202 - Session successfully started

HP LaserJet 5P on LPT1:

=101 x|

DISPLAY

5 Specify 22 for the OBJECT SECURITY task to activate security.
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Content Security Access

=1 USCHIO0B
File Edit Wiew Communication Actions Window Help

B8] w0 %% 2L o @

Maintain Tasks DISPLAY

Client Administration

Type options; . Ente
d=Delete 1thoriz

Opt Task ID
ECT SECURITY
ty for
UPDMNTPREF

Locked

DI
* Preference Admi tration
IN DI

atus Adminis
F6=RAdd 7 : . g=Forward
F12=Return

i gl
=" 1902 - Session successfully started

6 Specify 11 to select users that will be authorized.

14 | Infor IDF for Infor LX Security Maintenance Guide



User Definitions

Chapter 5 User Definitions

To configure the users that can update User Definitions, use the Perform User Definition
Maintenance option under Client Administration in IDF.

@ (XX) Infor ERP LX Power-Link M=
ile Customize MNavigation Help
Default v | Infor ERP Lx
\ Enterpise Financials J
= N () — Materials Management ]
Bi \ ,
@ Customer Service Management ]
Media Files Navigation  Navigation  User Definitions Procurement Management
Bookmarks ‘Workbenches rocz.x l
Environment ]

Q@ User Messages

J

AXX0013 User RAPACZD2 not authorized to function DEFINITION ADMIN.

5473 | goran mihajlov
Jrforum2008.com

= Close
1 Start IDF and select the environment you want to secure.
2 Specify 10, Security Maintenance.

3 Specify 1 for Area and task authorizations.
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User Definitions

=101 x|

Fie Edit View Communication Actions Window Help

4| DD A% B o b 2 0 elel

HH. ERPLXB33EC environment
Securi ty Maintenance

Type option or command; pr Enter.

1thori tions
ations

With :r Profiles
with Client Data Connection User Profiles
wronize Security Files

tions

= 1202 - Session successfully started HP LaserJet 5P on LPTL: v

4  Specify 2 for Client Administration.

=101 x|

Fie Edit View Communication Actions Window Help

ACOFEEEEROO

Maintain Security Areas DISPLAY

Application e e e I DF IDF Server
Position to

Ente
elete Jisplay 11=Authorize users

= 1202 - Session successfully started HP LaserJet 5P on LPTL: v

5 Specify 22 for DEFINITION ADMIN to activate security.
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User Definitions

T USCHIO0B
File Edit View Communication Actions ‘Window Help

B DD 2% 6 w s
; JFR

Maintain Tasks DISPLAY

e e e nt Administration
tion to task ID

ptions; press Enter.
2lete 11=Authori users

Task ID Type App Locked
SEC »

DEFINITION ADMIMN LDF
Perform User finition Administration
DEFINITION URITY SEC [DF
f i urity Cat e:

LT N [DF

[DF

Add / ) Forward
F1Z2=Return

ML 047030

547 1902 - Session successfully started

6 Specify 11 to select users that are authorized.
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Security to change data on all Business Objects

Chapter 6 Security to change data on all Business
Objects

If you want to verify a user can only use Business Objects for inquiry, use the Maintain Business
Objects option under Client Administration.

Note: This is Global for all Business Objects.
1 Start IDF and select the environment you want to secure.
2 Specify 10, Security Maintenance.

3 Specify 1 for Area and task authorizations.

=101 x|

Fie Edit View Communication Actions Window Help

B4/ 4| Blo| 2ln @lm]

lm R [
Ak i ERPLXB33EC environment MLARSON1
Security Maintenance B1

Type option or command; press Enter.
authorizations

rations

1t Da Connection User Profiles
security Files

F3=Exit FA=Prompt Flo=Actions
Fl1i=Job status F12=Return 1

MA b
= 1202 - Session successfully started

HP Laserdet P on LPT1: S

4  Specify 2 for Client Administration.
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Security to change data on all Business Objects

=101 x|

Fie Edit View Communication Actions Window Help

44| D] 2% B ) 5/t )2 0 ele]

5DFR Maintain Security Areas DISPLAY

Application e e e I DF IDF Server
Position to =

Ent
elete =Display 11=Authorize use

Client Delete

applics 3
~d F8=Forward Return

= 1202 - Session successfully started HP LaserJet 5P on LPTL: v

5 Specify 22 for the OBJECT ADMIN to activate security.

Maintain Tasks DISPLAY

oL ient Administration
tion to

Type optior
a

Opt 3 App
] ADMIN [DF
Maintain Business Objects
ORT SEC i;
;s Objects

SEC [DF
listory for Integrator Objects
SEC [DF

[DF
F6=Add /=Backwar F8=Forward
status F12=R

a
=" 1902 - Session successfully started

6 Specify 11 to select users that are authorized.
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Preventing end users from changing public cards

Chapter 7 Preventing end users from changing
public cards

In order to prevent users from changing public cards, cardfiles, presentation schemes, sorts,
subsets, templates, views , workbenches and workspaces, you have to lock corresponding tasks in
IDF CAS security and provide authority only to the users who may use them.

The procedure is the same for all types of public definitions. Important!

There are two types of Public definitions, cards, for example, Company owned (the definitions
shipped with the product, Infor in this case) or User owned. If you want to stop users modifying only
Company owned cards, you should lock only MNTPUBLIC tasks.

To stop users modifying any public card (owned by company and created by users) you will need to
lock both MNTPUBLIC and MNTUSER tasks. If users are authorized to MNTPUBLIC they can
modify all public cards, Infor and user. With MNTUSER they can only modify public user owned. If
both tasks locked, users are not able to modify any public cards unless have authority to do this. See
Chapter 9 for detalils.

For example, in order to prevent users from changing Infor owned public cards, use the Maintain
Public Cards option under Client Customization.

Note: This is Global for all Business Objects.
1 Start IDF and select the environment you want to secure.
2 Take option 10, Security Maintenance.

3 Take option 1 for Area and task authorizations.
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Preventing end users from changing public cards

() Sesson A - [24 x 80)

fle f[dt Yew Commumication Actoms Yedow Help

DD /4R BN 4 n% &P @

LX 8.3.5 TEST - V835TLXEC-V835DEVF
Security Maintenance

fhe (4t Yew Communcition Actom Jindow Hep
B DD /4R BN 4 % 2L @
LX 8.3.5 TEST - V835TLXEC-V835DEVF

Select RApplication

Opt App Application name

' D02 - Sennon pucceshuly tated

4 Take option 2 for Client Customizations.
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Preventing end users from changing public cards

D Sesson A - [24 « 80) ——

fle (St Yew Communciton Acions YWedow Hep
BN AR BN 4 %% & @
Maintain Security Areas DISPLAY

5 Take option 22 for CARDS MNTPUBLIC - Maintain Public Cards to activate the security. Then,
specify 11 to select the individual users that should have access to this function.

D Sesson A « [ x 80 ——
fle [d2 Yew Communcton Actiens Yndow Help

BN 88 4 %% &L e
ANZE R Maintain Tasks DISPLAY

Opt Task ID Locked
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Preventing end users from changing public cards

Fle E& Yew Coon

B HiDH AR BE & %% &L D @
MZBI J Maintain Tasks DISPLAY

tors  Window  Melp

Opt Task ID Locked

16/002
3 12 - Session successhuly started

For another type of the public definitions, you should use corresponding records, forexample
Maintain Public Subsets (SUBSETSMNTPUBLIC ) — for Subsets

Maintain Public Cardfiles (CARDFILES MNTPUBLIC) — for Cardfiles

Maintain Public Presentation Schemes (PRESSCHEME MNTPUBLIC) for Presentation Schemes
Maintain Public Sorts (SORTSMNTPUBLIC) — for Sorts

Maintain Public Templates (TEMPLATES MNTPUBLIC ) — for Templates

Maintain Public Views ( VIEWSMNTPUBLIC) — for Views

Maintain Public Workbenches (WRKBENCHES MNTPUBLIC) — for Workbenches

Maintain Public Workspaces (WRKSPACES MNTPUBLIC) for Workspaces

6 To see the security in action, try to change any public card and receive error message:
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Preventing end users from changing public cards

&= () Vendor Cards |-m- =

Vendor Cards

Description |
) (new) -
£3) Addresses F
312 Attachments

312 Attachments Global

[z Attachments Overview

232 Attachments Specific

222 Control

332 Comorate

222 DV Public

232 Definition

g5 General —
Invoice Detail

Invoices

ltem Vendor

Notes

Payments -

All Public Private

= 3k 3

I=NED

1 ==l

——

Help

)

Continve | | Cancel | |

Access denied M

,ié You are not authorized to maintain public cards

:E E OK i

The only security domain available when you create a new card is Private:
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Preventing end users from changing public cards

B8 ()) Edit Vendor Card

Vendor Card
Name
;(lemporary)

Card properties

Tab label | (same as name) |

User

[DEMCHEV - [

Focus navigation style |(application preference) | !

[=] Available attributes

Description

<

m I »

All By Obiect l

BL®

[=] Selected attibutes
Description | Label | Indents L
<blank line> 0 - (@
Intemational bank account Intemational bank account 0 =o3)
<blank line> 0 5 ‘
GBO type GBO type 0 17
GBO number GBO number 0 @
<blank line> 0 @
User defined code 1 User defined code 1 0
User defined code 2 User defined code 2 0
User defined code 3 User defined code 3 0 - n

The similar messages will be displayed when you try to maintain public views:

Access denied

==

b

You are not authorized to maintain public views

Public Subsets:
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Preventing end users from changing public cards

Access denied g

A

h You are not authorized to maintain public subsets

OK

Public Sorts:

-
Access denied M

;“ - - - -
lﬁ You are not authorized to maintain public sorts

i OK

Public Card files:

Access denied M

iﬁ You are not authorized to maintain public card files

OK

Public Templates:

-
Access denied $ h‘.

" - - - -
'lé You are not authorized to maintain public templates

—_

OK

If you now lock the Maintain User Owned Public Cards (CARDSMNTUSER), the user will not be able
to maintain public cards created by any user getting the message:
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Preventing end users from changing public cards

Access denied u

ji You are not authorized to maintain user owned public cards

OK

- -

The same is valid for all other public definitions listed before.
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Preventing end users from changing private cards, Cardfiles, Presentation Schemes, Sorts, Subsets, Templates, Views,
Workbenches and Workspaces

Chapter 8 Preventing end users from changing
private cards, Cardfiles, Presentation Schemes,
Sorts, Subsets, Templates, Views, Workbenches
and Workspaces

In order to prevent users from changing Private cards, cardfiles, presentation schemes, sorts,
subsets, templates, views , workbenches and workspaces, you have to lock corresponding tasks in
IDF CAS security and provide authority only to the users who may use them.

The procedure is the same for all types of private objects.
Note: This is Global for all Business Objects.

1 Start IDF and select the environment you want to secure.
2 Specify 10, Security Maintenance.

3 Specify 1 for Area and task authorizations.

4

Specify 2 for Client Customizations.

Flo LR Vew Commursaton Actons Window Mel

B DD /AR BN @ %% 2 2 @

Maintain Security Areas DISPLAY

Opt  Area

3! 1902 - Session successhuly started
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Preventing end users from changing private cards, Cardfiles, Presentation Schemes, Sorts, Subsets, Templates, Views,
Workbenches and Workspaces

() Sessicn A - [24 x 80) = S
file fdt Yiew Communication Actions Yindow Help

) DH AR B = % 2P @
AMZBBDFR Maintain Tasks DISPLRY

Opt Task ID Locked

Take option 22 for CARDS MNTPRIVATE - Maintain Private Cards to activate the security. Then,
specify 11 to select the individual users that should have access to this function

For another type of the private definitions, you should use corresponding records, for example
Maintain private Subsets (SUBSETSMNTPRIVATE) — for Subsets

Maintain private Cardfiles (CARDFILES MNTPRIVATE) — for Cardfiles

Maintain private Presentation Schemes (PRESSCHEME MNTPRIVATE) for Presentation Schemes
Maintain private Sorts (SORTSMNTPRIVATE) — for Sorts

Maintain private Templates (TEMPLATES MNTPRIVATE) — for Templates Maintain private Views (
VIEWSMNTPUBLIC) — for Views

Maintain private Workbenches (WRKBENCHES MNTPRIVATE) — for Workbenches Maintain private
Workspaces (WRKSPACES MNTPRIVATE) for Workspaces

To see the security in action, specify any private card to change and click on the pencil icon.
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Preventing end users from changing private cards, Cardfiles, Presentation Schemes, Sorts, Subsets, Templates, Views,
Workbenches and Workspaces

n (JJ) Vendor Cards

Vendor Cards

Description |
132 Control -
232 Comporate

" 322 DV Public

| | 228 Definition

£3) General

Invoice Detail —
I Invoices

tem Vendor
Notes

' Payments
Purchase orders
232 Purchasing
Retum+o
Shipfrom

322 Shipping

322 Tax |3

BT -

All Public Private

=NT7

Help

[ Continue ] [_Cancel ] |

The error message will be displayed preventing you to maintain private card.

Access denied g

A

h You are not authorized to maintain private cards

o]

]
b
|
ﬂ

The same is valid for other private definitions listed before.

There is one more type of the definitions — Temporary.

The Temporary definitions can be created, used but not saved. For the test we can take a views.
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Preventing end users from changing private cards, Cardfiles, Presentation Schemes, Sorts, Subsets, Templates, Views,
Workbenches and Workspaces

To test, restrict access from MNTPUBLIC, MNTPRIVATE , MNTTEMP and MNTUSER.

M Sesson & - DD -

fle [0 You Commencmton Ao fedow Help

DD AN BE 4 %% &L e
M : Maintain Tasks DISPLAY

Opt Task ID Locked

You can still create and apply a definition just not save.

For the example, we will create a temporary view:
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Preventing end users from changing private cards, Cardfiles, Presentation Schemes, Sorts, Subsets, Templates, Views,
Workbenches and Workspaces

(AA) Eait Vendor View ey %
-WM
Name Coman Secuty
temcormy| M Pk ) o
Prwsertaton optors
~ Aspiatie a2 Otes
Cosorceon | Nome ] 0
T St 12 tae vioH . %
1035 Uner defrec 10 w1095 =
1099 Verndor SSN e
1055 Vierdor e D e
AEX recond mevew beww (Barw optere) Bark MLS Over
m Bark Branch ogtone) borwa Bark Branch cotors)
rﬁeaan Bark Code Brarch sptome) Dok (Bark Code Branch sptore)
fcw“:c;qo -mfuonm
Mlnnl Wm“ acasel Wﬂ_ﬁ”} . -
AR [DyOtwa |
= Selected arbues
Descripton | Coksmn hes | Cursar | Label | Sooremsed | Ratatcs | Name |
Verder o Verdor No rore) werdor ‘
Vendor rame  Name o Nove ) rore) wdram
Paa  Joma o ™ rere)  wd /U
R
o =~y |~ [ = | |
' ﬂ
Click on Apply leaving the name as (temporary). Click on No in pop up asking for saving:
R ~ — e o o e
W) e e e
0 Unsaved changes have been made to the current view. Would you like to save these changes?

The temporary has been used:
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Preventing end users from changing private cards, Cardfiles, Presentation Schemes, Sorts, Subsets, Templates, Views,
Workbenches and Workspaces

B (A% Vendors
( ] » MBEPPID/ LARVABR

feopoay) o
£ v
w.x.[n—
1/ PENSKE Yarwpon Co Test oo
2 Noels
1 3/ NME's Cor Pos
4 Masa=at's CO 08 Comorste Vender for TestngO-0*
S Laan Vendor - Test Updiate 21
6 PENSKE Taarwport Co !
I* 7| Stars loan vendr test
£ Detoe's Com Vendor AVN
§ Teat MLS Vendor AdS - Test Update
10 SMG Vendor SsAVMA Ohanged X

— |

§EElE

Actve
Actve
Actve

P e a—————
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Preventing end users from changing User owned public cards

Chapter 9 Preventing end users from changing
User owned public cards

In order to prevent user modifying any public cards including the public cards created by users, you
have to lock both CARDS MNTPRIVATE - Maintain Private Cards and CARDS MNTUSER -
Maintain User Owned Public Cards.

To activate the security use option 22 for these two tasks. Then, specify 11 to select the individual
users that should have access to this function.

D0 Session A - [24 x 8]
£
B Db AR 8BS =€ % &N @f

gt Yew Commumication Actions Yndow Help

Maintain Tasks

Opt Task ID

Locked

~
N

DISPLAY

Try to change any Public card created by user — you will get this error message:
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Preventing end users from changing User owned public cards

| |23 Attachments

23t Attachments Global
|| |2 Attachments Overview
/| |38 Attachments Specific
'| | 322 Bank
|| | 322 Control
gl 332 Comorate

| | %28 Definition
g3 General
Invoice Detail
Invoices

ltem Vendor
Notes
Payments

ﬂ (JJ) Vendor Cards C—
Vendor Cards
Description I (\
1) (new) O
E3) Addresses

DV Public

All Public

Continue

Access denied

-

,jh You are not authorized to maintain user owned public cards

OK

-

|
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Preventing end users from using Link Manager

Chapter 10 Preventing end users from using Link
Manager

To prevent users from using Link Manager to start and stop IDF environments:
1 Start IDF and select the environment you want to secure.
2 Specify 1 for Area and task authorizations.

3 Specify 2 for Client Administration.

=101 x|

Fie Edit View Communication Actions Window Help

B &6 BD| &% Elm| el

.g§ &t 8] @ ¢

AMZBS5DFR Maintain Security Areas DISPLAY

Application e e e LDF IDF Server
Position to area .

Type options; pre
2=Change d=Delete 5 11=Authorize users

Adminis
nt ALL A
Appli
Att:
t Att:
t Change T:
Code File

teturn

MA b
53! 1202 - Session successfully started

HP Laserdet P on LPT1: S

4 Specify 22 on JAVASVRS CONTROL to lock the task.
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Preventing end users from using Link Manager

=101 x|

Fie Edit View Communication Actions Window Help

4| DD A% B« b 2 o) elel

Maintain Tasks DISPLAY

Area - Client Administration
Position to

Type options ) 3
d=Delete sSers -k -Unlock

Opt Task ID App Locked
g LDF N
F|'||||rm | ) inition Adm ztration
DEFINITION SECIL A SEC LDF
F Categorie
URIT SEC LDF
ity Categorie
TRI SEC LDF

LDF

Forward

= 1202 - Session successfully started HP LaserJet 5P on LPTL: v

5 To select user that are allowed access, specify 11.

6 Then, specify 16 for each user that should be granted access or choose 17 to revoke a user’s
access.

=10 x|

Fie Edit View Communication Actions Window Help

f4| DD 2% @@ € S 2| O @8

'II 1DFR Authorize Users to Task DISPLAY

teland

Forward

53! 1202 - Session successfully started HP LaserJet 5P on LPTL: Y
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Chapter 11 Secure IDF object’s tasks

LX 8.3.5 IDF objects do not use CAS security, they use Deployment Profiles. However, other
products do use CAS Security. To review and maintain object’s security:

1 Start IDF and select the environment you want to secure.

2 Select 10, Security Maintenance.

3 Select 1, Area and task authorizations.

4 If STTiis installed this product application may also be secured:
STT Serial Number Tracking and Tracing
For CRMi use the following product applications to secure objects:
CRM Customer Relationship Management
CSM Customer Service Management
For EGLi use the following product applications to secure objects:
EGL Enterprise General Ledger

5 Select an application. The Maintain Security Areas screen lists all available application tasks.

File Edit View Communication Actions Window Help

L05 +
AMZBSDFR Maintain Security Areas DISPLAY

Application . . . . . : EGL Enterprise General Ledger
Position to area .

Type options; press Enter.
2=Change 4=Delete b=Display l1=Authorize users

Opt Area

EGL Account Access Rule Tasks
EGL Activate Financial Group Task
EGL All Application Tasks

EGL Approve Event Tasks

EGL Attachment Tasks

EGL Book Access Rule Tasks
EGL Change Tasks

EGL Chart of Account Tasks
EGL Code File Tasks

EGL Copy Tasks

EGL Create Event Tasks

IRRRReRRRR

F2=Select application F3=Exit F6=Add
Fr=Backward Fé=Forward Fll=Jeob status F12=Return

MU 15/001

+ X [usalios:osz 5 128
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6 Use option 2=Change for selected task.

File Edit View Communication Actions Window Help

L05 +

AMZBG6DFR Haintain Tasks DISPLAY

Area . . . . . . . . . EGL Change Tasks
Position to task ID

Type eoptions; press Enter.
d4=Delete l11=Autherize users 22=Lock 23=Unlock

Opt Task ID Type App Locked
| IACTSEG CHANGE SEC IDF N
- Change Account Segments

IBBGL CHANGE SEC IDF N

Change External GL Transaction

Icon CHANGE SEC IDF N

Change Charts of fAccounts

IGAH CHANGE SEC IDF

Change Financial Macro Aliases

IGAH CHANGE SEC IDF

Change Financial Hacreos

F3=Exit
Fl1=Jeb status

F6=Add
F12=Return

F7r=Backward
F17=8Subset

F8=Forward

HAR+ E Ml 10/003

4 | |usalins:992 (3 128

7 Use option 22=Lock to activate task’s security. The Locked flag is setto Y.

File Edit View Communication Actions Window Help

L05 +

AMZBGDFR Maintain Tasks DISPLAY
Area . .o EGL Change Tasks

Position to task ID

Type options; press Enter.
4=Delete l1=Authorize users 22=Lock 23=Unlock
Opt Task ID Type App Locked
[ IACTSEG CHANGE SEC IDF Y
Change Account Segments
IBBGL CHANGE SEC IDF N
Change External GL Transaction Lines
Icon CHANGE SEC IDF N
Change Charts of fAccounts
IGAH CHANGE SEC IDF
Change Financial Macro Aliases
IGAH CHANGE SEC IDF

Change Financial Hacros

F3=Exit
Fll=Jeb status

F6=ndd
F12=Return

F7r=Backward
F17=Subset

F8=Forward

HAR+ E 1" 10/002

+ [ [usalios:sez  [@ 128

As a result, the User will not be able to execute this task. In this example, user will not be able to

open Enterprise Item object.

8 To authorize user to the task, use option 11=Authorize users.

Infor IDF for Infor LX Security Maintenance Guide | 39



Secure IDF object’s tasks

File Edit Yiew Communication Actions Window Help

Los +
AMZBGDFR Haintain Tasks DISPLAY

Area - EGL Change Tasks
Positien to task ID

Type options; press Enter.
4=Delete 11=Authorize users 22=Lock 23=Unlock

Task ID Type App Locked
Y

IACTSEG CHANGE SEC IDF

Change Account Segments

IBBGL CHANGE SEC IDF N
Change External GL Transaction Lines

Icon CHANGE SEC IDF

Change Charts of Accounts

IGAH CHANGE SEC IDF

Change Financial Macro Aliases

IGAM CHANGE SEC IDF

Change Financial Macres

F3=Exit Fé=Add Fr=Backward Fé=Forward
Fl1l1=Job status F12=Return F17=Subset

wel+ ¢ ___________ & T12/ee2
A |—="|usciiosiem2  |@m 128

9 Use code 16=Authorize to authorize user to the task.

File Edit View Communication Actions Window Help

L0s +

AMZB1DFR Autherize Users to Task DISPLAY

Task . . . . . . . . . Change Account Segments
Locked . . . . . . . : Y
Position to user ID

Type options; press Enter.
16=Authorize 17=Revoke

Opt Authorized User ID Name
N AANNAMAL AANNAMAL
ABONALLAG Grace Richsyll Abonalla
ADMIN ADMIN
AHAMEDB Bazeer Ahamed
ALEXANDRAC Carla Alexandra Urel Rodr
ALVESS Silvia Alves
AMARAM Archana Maramn
ANA Alicia An
ANGHELR RODICA
ANGLINC ANGLINC

ZEEZZEZZZZZZE

F3=Exit F7=Backward F8=Forward Fll1=Job status
F12=Return F17=Subset

HAl+ E
e E ST
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Chapter 12 Securing Mass Change and Mass
Delete actions

This is strongly recommended to secure the tasks that allows mass update or delete actions. The
following are the Areas that have these tasks:

EGL Mass Maintenance Tasks
CRM Mass Maintenance Tasks
STTi Mass Maintenance Tasks
Client Mass Maintenance Tasks

To secure them, you have to lock these tasks using the action 22=Lock (see the previous topic for
details). You may authorize none or limited number of experienced users to these tasks.

File Edit View Communication Actions Window Help

L05 +
AMZBGDFR Maintain Tasks DISPLAY

Area . . . . . . . . .= EGL Mass Maintenance Tasks
Positien to task ID . | |
Type options; press Enter.

d=Delete 11=Authorize users 22=Lock 23=Unlock

Task ID Type App Locked
N

IBBGL MASSCHG SEC I1DF
Mass Change External Transaction Lines
IBBGL MASSDLT SEC 1DF
Mass Delete External Transactien Lines
IGGBH MASSCHG SEC IDF
Mass Change External Transactions

IGGBH MASSDLT SEC I1DF
Mass Delete External Transactions

F3=Exit F6=Add Fr=Backward F&8=Forward
Fll=Job status F12=Return F17=Subset

HAfl+ E HUW 04/030

/2 [ =X"|usaiosw=z |Bzm
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Chapter 13 Using CPYSECIDF

The Copy LX Security to IDF command is a tool that is designed to simplify the setup of user
security in IDF for LX. There are several areas of LX security that the tool imports from an LX
environment into an IDF environment.

These LX security areas can be mapped to IDF security:

LX Security IDF Security
Data Security: Company Auto-Content Security: Company (LX)
Data Security: Facility Auto-Content Security: Facility (LX)
Data Security: Warehouse Auto-Content Security: Warehouse (LX)
Data Security: CEA Ledger, Book, Year Auto-Content

Security:

Ledger

Ledger; Book
Ledger; Book; Year

Data Security: CEA Ledger, Book, Year Auto-Content Security:

Data security for Company, Facility, and Warehouse in LX is setup in SYS600 for each user. Data
security for CEA Ledger, Book, and Year in LX is set up in CLD175 Book Security for each group.

Only group codes 1 — 100 in CLD170 are migrated to IDF. These same values are migrated to IDF
and can be viewed and modified in the User Profiles business object.

The CPYSECIDF tool creates Deployment Profiles for each user’s authorizations it finds in LX
security for users in SYS600.

See “Appendix A LX to IDF Security Cross Reference” on page 45 for details on the files used by
CPYSECIDF to map LX programs and products to IDF Business Objects.

Acquiring and installing the CPYSECIDF tool

The CPYSECIDF tools are available from the Infor Support Portal in KB 2158293.
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Using CPYSECIDF

Extract the CPYSECIDF SAVF from the zip file and upload to your IBM i system, then restore the
CPYSECIDF library.

Running the CPYSECIDF tool

1 Start a Link Manager session and import an Infor LX environment.
2 Start a 5250 session with a user profile that has *ALLOBJ authority and access the LX
environment from which you plan to copy the security from.
3 Press F21 to access a command line.
4 Add the CPYSECIDF library to your *LIBL ADDLIBLE CPYSECIDF
5 Run the CPYSECIDF command and prompt it. CPYSECIDF (F4)
6 You need to provide these parameters:
Parameter Description
LXENV Source ERPLX Environment Control library
IDFENV Target IDF Environment
USER User profile to import or *ALL
REPLACE *YES or *NO to replace security already imported for the
named user(s).
PROFILES Select *YES to create IDF deployment profiles based on
LX user security and assign IDF users to the profiles.
Management of deployment profiles requires Infor
Integrator. If an LX user is not authorized to any LX
products or programs that are related to IDF Business
Objects then a deployment profile will be created that has
no Business Objects assigned. This will allow users to log
into the IDF environment, but they will not have access to
any of the LX Inquiry Business Objects.
Select *NO to bypass deployment profile processing.
INACTIVE When copying users from LX to IDF if a user record is

found in LX that is inactive (delete action in SYS600 was
taken) then there are two options for how this user will be
handled in IDF.

Select *DELETE to delete the user in IDF if it exists.
Select *RETAIN to leave the user in IDF if it exists.
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7 Specify the appropriate values and press Enter.

8 Two reports are generated that provide details on the actions performed by the command. Find
the reports by typing WRKSPLF and review the actions taken by the tool.

9 Start a Power-Link session and add the new environment.

10 Open the User business object to make any desired changes.

Dynamically executing the CPYSECIDF tool

With the User Provisioning capability added to LX 8.3.5 via BMR 78589, if the new SYS802D
parameter “Synchronize IDF users existence with LX users” is set to 1=Yes, then SYS600 User
Maintenance attempts to dynamically execute the CPYSECIDF command which must exist in the
active LX library list. Either the LX library list (INLIBL data area and job descriptions) need to be
updated to include library CPYSECIDF, or command CPYSECIDF and all of its supporting objects
must be copied from library CPYSECIDF to one of the libraries already in the LX library list.
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Appendix A LX to IDF Security Cross Reference

LX security is mapped to IDF business objects so that Deployment Profiles can be created.

Uses the CPYSECIDF/XISXR file. The product and program authorities relate to settings in SYS600
to access each business object. Editing this file is limited as the business objects require a key value
that is not available for other objects.

SYS600 based settings

Records with XYSEQ = 0 map SYS600 product or program authorities to IDF CAS Security Tasks
and Subtasks. Note that XYPGM only uses the first 6 chars when mapping SYS600 programs.
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