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About this guide

This document provides a detailed explanation of the biometric processes and the required
configuration.

Contacting Infor

If you have questions about Infor products, go to the Infor Xtreme Support portal.

If we update this document after the product release, we will post the new version on this website.
We recommend that you check this website periodically for updated documentation.

If you have comments about Infor documentation, contact documentation@infor.com.
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Introduction

The biometric system comprises of a biometric device that is connected to the Factory Track Shared
Client Terminal. The components installed on FT Shared Client Terminal for accessing the
biometrics data are:

e Biometric device drivers and Device SDK along with the runtime files.
e Factory Track Interface Service (Biometric Utility).

The FT Interface Service supports two operational modes:
e Administrator mode for the enroliment process of the employee.
e Shop Floor mode for the matching process of the employee’s biometric data.

The processes required to scan, save and match the employee data in the Shared Client Terminal:

e Enrollment: The process to scan the employee biometric data which is stored in the local
database.

e Matching: The matching process that verifies the employee fingerprints with the employee
biometric data.

Biometric System Architecture

The architecture of the biometric system comprises of these components:
e Shared Client Terminal: The PC/tablet used by the employees. Each terminal must have a
separate biometric device.

e Device SDK: The device driver provided by the device vendor. This device is installed on the
Shared Client Terminal. The device is used to match biometric information of the employee.

e FT Interface Service: This service is installed on the Shared Client Terminal and provides a
configuration tool to configure the .NET program running on the terminal. The service uses SQL
Server database to download and store employee biometric information.

e Automation License: The FT license module that enables external applications to communicate
with the Factory Track IDOs.

e Biometric Data: The SQL Server database in which employee biometric data is stored.

e Messaging Layer: The Factory Track messaging layer is developed to send messages to the FT
user (administrator/supervisor).
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Biometric process

The biometric process comprises of the Enroliment process, which is an administrative task and the
Matching process, executed by the application.

Enrollment

The Enrollment process is executed by a supervisor or an administrator. In this process, the
employee biometric data is scanned in the biometric device and saved in the Factory Track
database.

To execute the Enrollment process:

1

Connect the biometric device to the PC or Tablet.

2 Configure the utility and set the Factory Track Interface Service to the Enrollment/Download
mode.

Note: The .NET program must be run on the PC to which the biometric device is connected.

3 Start the FT Interface Service.

4 Logon to the Administration module.

5 Access the Biometric Enrollment form.

6 Select the Enroll option in the Scan Mode section.

7 Scan the biometric data of the employee using the device.

8 Validate and eliminate duplicate scans if any. A new record is created in the FT database. The
employee biometric data with the employee number is saved in the SQL Server database and
the Factory Track database.

Note: If the employee data exists in the database, the 'Already Scanned in for Operator XXXX'
error message is displayed.

9 Select the Test mode. The application validates the biometric information of the employee using
.NET utility. If the validation is successful, the matched employee number is displayed.

10 Click Delete if required to delete the recently scanned biometric information of the employee.
Note: The Status column in the form displays ‘To be Deleted’ (X) status for the scanned records.
In the Enrollment/Download mode, the records are deleted from the local SQL Server database.
After deleting the records, the application resets the status of the records to ‘Y.

Matching

The Matching process is used to verify the employee biometric information

To execute the Matching process:
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1 Connect the biometric device to the PC or Tablet.

Configure the .NET utility and set the Factory Track Interface Service to the Matching mode.
Start the FT Interface Service

Logon to the Shop Floor module.

Access the Employee Login Form in the FT application.

o 0 » WOWDN

Scan the fingerprint using the biometric device. The .NET program finds a match and displays a
message with employee number. The employee can login successfully if the employee’s
biometrics scan matches with an entry in the database.

Note:

e |f the .NET program fails to find a match, the ‘Unsuccessful Scan — please try again’
message is displayed.

o |f the Biometric Device is not operational, the employees can also specify the employee
number to login.

Supported biometric device

The supported biometric device is:

Manufacturer Name: SecuGen

Supported Devices: Hamster Pro 20
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